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00000000 |FFDB FEEU 0010 4445 4346 0001 0200 0064

| 0 FFEC 005B 4475 636B 7300 0100
00000020 (0400 0000 3C00 0200 4600 0000 2100 3200
00000030 (3000 3000 3600 2EQO 3100 2E00 3100 3600
00000040 | 2F00 4BO0 5400 4600 2003 DOD7 34B3 00D3
00000050 |FOOO 20C7 KCDE 5CCE A300 2FC7 5B8CE 5500
00000060 (2084 ABBE 44C2 A400 2FBC COC1 20AD BCOO
00000070 |00FF EECO OE41 B46F 6265 0064 COOO 0000
00000080 |01FF DBOO 5400 0604 0404 0504 0605 0508
00000090 (0906 0506 030B 0806 0068 OBOC 0ADA OBOA
000000A0 (0AOC 100C OCOC OCOC 0C10 OCOE OF10 OFOE
000000BO|0CT3 1314 1413 131C 1B1B 1B1C 1F1F 1F1F
000000CO [ 1F1F 1F1F 1F1F 0107 0707 ODOC 0D18 1010
000000DO (1814 1511 1514 1F1F 1F1F 1F1F 1F1F 1F1F
Q000DOEC(1F1F 1F1F 1F1F 1F1F 1F1F 1F1F 1F1F 1F1F
00000OFO[1F1F 1F1F 1F1F 1F1F 1F1F 1F1F 1F1F 1F1F
00000100 (1F1F 1F1F 1F1F 1FFF COOO 1108 03C1 021C
00000110(0301 1100 0211 0103 1101 FFC4 00C4 0000
00000120(0203 0101 0101 0100 0000 0000 0000 0008
00000130 (0704 0508 0302 0100 0301 0003 0101 0101
00000140 |0100 0000 0000 0000 0000 0001 0203 0405

(29 3) JPEG Header

(00000016 | 0000 0000 0000 0000 3E0O 0300 |F 0300
00000032 | 0600 0000 0000 0000 0000 0000 UTOD 0000
00000048 [0100 0000 0000 0000 0010 0000 3600 0000
00000064 [0100 0000 FEFF FFFF 0000 0000 0000 0000
00000080 |FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000036 [FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000112 |FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000128 |FFFF FFFF FFFF FFFF FFFF FFFF FFFF FRFF
00000144 |FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000160 |FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000176 [FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000192 |FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000208 [FFFF FFFF FFFF FFFF FFFF FFFF FFFE FFFF
00000224 |FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000240 |FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000256 [FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000272 |FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00000288 [FFFF FFFF FFFF FFFF FFFF FFFF FFFF FRFF
00000304 |[FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF

(7¥ 4) CDH

00000000 |DOCF 11E0 A1B1 1AE1 0000 0000 Q000 0000
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[¥ 1] Foremost®} Scalpel

[FOOTRIINUXDOR: 7 15/ FOFE0SE-1.5. 38

root@linuxbox:~/TS/Forenost-1.5.34

root@linuxbox:"/TS/forenost-1.5.34

root@linuxbox:*/TS/forenost-1.5. 34

root@linuxbox:~/TS/Forenost-1.5.34

root@linuxbox:"/TS/forenost-1.5.34

root@linuxbox:~/TS/forenost-1.5.34 ./Foremost -c user.conf dfrus-2086-challenge.rau
Processing: dfrus-2006-challenge.rau

root@linuxbox:~/TS/Forenost-1.5.34
root@linuxbox:"/TS/forenost-1.5.34
root@linuxbox:*/TS/forenost-1.5. 34
root@linuxbox:~/TS/Forenost-1.5.3#

(% 5) Foremost 1.5.3

= CHWINDOWSWsystem3 2cmd.exe

Earue lists built. WYorkload: :}

if
if
)
np
oc
oc
st
st
hx
idx
mhx
tn
pdf
pdf
txt
zip
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vith header
with header
with header
with header
with header
with header
with header
with header
with header
vith header
with header
with header
vith header
with header
with header
vith header

"Hhed A4 thaBAMNG1" and footer "HxBAthAL" —-) B files
x4 Pdihd6thaBI3h61" and footer "HxBAHAL" —> B files
"'bh £ Bk £ e BihBBthA @ and footer "Wxfflhad?" —> 19 files
a2 Adiha FihaE DBt @AB0" and footer "' —> 1 files

"'t @hee £ el 1 e Bihxal theh el abbe 1 HxBOt@A" and footer "WxdBxe

"thxd@ixct bl 1bxeBxalthkhl” and footer "' —> 6 files

21 td2bhxdethxabixb fihxhbixab " and footer "' —> B files
"ix21txd2ixddbixde” and footer "' —> B files

"t f Wixadbh 28xF ettxc St dihk 7446 " and footer "' —> B files
"Hxdatiddbhxd6tx3?" and footer "' —> B files
"ixdatixddihxd6tix36" and footer "' —> B files

"ihx3ctixbBi74thbdixbe " and footer “hacHx2f b8t 746 dixbetha
20U AthA4bx46" and footer "ha2Gih4bWxafthdbthBd" —> B il
20 0x44ix46" and footer "Hx25Wx45Wx4fihdbixBa" —> 8 fil
"2 2 d 2 d b2 dihx2 dihed 2 hed 5 bhed P4 9 thed e the 2 B8h Btk 424 B" and
"Gl ahihBIMB4" and footer "ha3clxac" —> 13 files _J

Carving files from image.

Image file pass 2/2.

frus-2806-challenge.rau: 21.0% |swsmmnsstnmsnn

PENING G:Wscalpel-1.68scalpel-output/doc-5-8/00000827.doc
PENING C:Wscalpel-1.68Wscalpel-output/doc-5-8/80080026 .doc
PENING C:Wscalpel-1.68Wscalpel-output/doc-4-8/80080021 .doc
PENING G:Wscalpel-1.68Wscalpel-output/jpy-2-8/0BBAARG6. jpy
PENING C:Wscalpel-1.68Wscalpel-output/jpg-2-8/000B0065 . jpy
CLOSING C:Wscalpel-1.68Wscalpel-output/jpy-2-0/00000005. jpy
PENING G:Wscalpel-1.68%scalpel-output/jpy-2-8/0BBA0OG4. jpy
CLOSING C:Wscalpel-1.68Wscalpel-output/jpy-2-0/00000004. jpy Fad
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[1] Foremost 1.3.5, available at
http://foremost.sourceforge.net

[2] Scalpel 1.60 available at
http://www.digitalforensicssolutions.com/Scalpel

[3] JPEG file interchange format v.1.02.
http://www.w3.org/Graphics/JPEG/jfif3.pdf

[4] Microsoft compound document file format v1.3,
http://sc.openoffice.org/compdocfileformat.pdf

[5] Forensic Toolkit(FTK), available at

http://www.accessdata.com

[6] Encase Guidance Software Web Site,
http://guidancesoftware.com

[7] DFRWS 2006 challenge Web Site,
http://www.dfrws.org/2006/challenge

[8] Golden G.Richard I Vassil Roussev, V. Scalpel : A frugal,
high-performance file carver. In Proceedings of the 2005 Digital

Forensic Research Workshop.

[9] Simon L. Garfinkel, Carving contiguous and fragmented files
with fast object validation. In Proceedings of the 2007 Digital
Forensic Research Workshop.

[10] Simon L. Garfinkel, Forensic feature extraction and
cross—drive analysis. Digit Investing,
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