B34 gAY 1P FPGA 73
(FPGA Implementation of Elliptic Curve Cryptography

Processor as Intellectual Property)

e
SAden A3

Sangook Moon

o

Mokwon University, Department of Electronic Engineering

E-mail : smoon@mokwon.ac.kr
[o 3]
e b |

C Z2I3L 83t FwE HFsd dudEFy F£4& #2F L As| Verilogsh 22
hardware description language® %3l T}A] 8 £4 3o 3zdo] o] FF=E £33
o H3FH3 sldol gt 1 o]fE C ol sequentialdt EAo] st=golE FJFH T& e w4
Aoz E7] i

S 27 tEe] st=dolder 25402 HAZHE =4 o] IPE Altera UHH= A
2" g83to, ARM9o] A= ¢] Q= Altera Excalibur FPGAS] wjR=xlo] AR 3 Z2EE
P2 7@ FEE 434 G4 PEL AAFHA 45 Axdoz THEH7| 39, 193 HIE ¢
2] B FH ¢35 A4 IPE S ol 82 A18E = At

ABSTRACT

Optimized algorithms and numerical expressions which had been verified through C program
simulation, should be analyzed again with HDL (hardware description language) such as Verilog,
so that the verified ones could be modified to be applied directly to hardware implementation.
The reason is that the characteristics of C programming language design is intrinsically different
from the hardware design structure.

The hardware IP verified doubly in view of hardware structure together with algorithmic
verification, was implemented on the Altera Excalibur FPGA device equipped with ARM9
microprocessor core, to a real chip prototype, using Altera embedded system development tool
kit. The implemented finite field calculation IPs can be used as library modules as Elliptic Curve
Cryptography finite field operations which has more than 193 bit key length.
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Table 1. Recommended EC and related parameters on GF(2'?) by SEG-2
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#(x)

2B+ B4

2B+ x0+1

Coefficient a

00_17858FEB_7A989751_69E171F7_
7B4087DE_098AC8A9_11DF7B01

01_63F35A51_37C2CE3E_A6EDS667_
190BOBC4_3ECD6997_7702709B

Coefficient b

00_FDFB49BF_E6C3A89F_ACADAATA_
LESBBC7C_C1C2E5D8_31478814

00_CSBBOE89_27D4D64C_377E2AB2_
856A5B16_E3EFB7F6_1D4316AE

Base point G(z)

01_F481BC5F_OFF84A74_AD6CDF6F _
DEF4BF61_79625372_D8COC5EL

0D_9B671192_E0367C80_3F39E1A7_
E82CA14A _651350AA _E617ESF

Base point G(y)

00_25E399F2_903712CC_F3EA9E3A_
1ADI17FB0_B3201B6A_F7CE1B05

01_CE943356_07C304AC_29E7DEFB_
D9CAO1F5_96F92722_4CDECF6C

Order =

01_00000000_00000000_00000000_
C7F34A77_8F443ACC_920EBA49

01_00000000_00000000_00000001 _
5AAB561B_005413CC_D4EE99D5
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