FUENIE A8 B A=H 73 #F AT
*;-175}3& a4, °l7l%‘

A Study of Implementation for Home Networking Security System
Jeong—hwan Seol, In—Kyum Kim, and Ki—young Lee
Dept. of Information and Telecommunication Engineering, University of Incheon

E—mail : kylee@incheon.ac.kr

FO

£ =RdAe & YEYZ Mul=g A% ‘?l% Al2HE dA, FESHT T AA HEYa
el 71 #e U oiF7) AR Bul FAE s AFAY =E2L AP =T

Tiny0Se] TOS_Msg T2 & ¥ 3 sttt TOS_Msgs 29ulo)lE 9] olo]e] vl dS Al&x}ol] o] WA
7bedte s AFsta ok o] Holy wjdd 8ule|E e 1F71E AAd Yt £§ SPINSE 7)gte
2 RCHE 2183t U579 2 HolHY 9353 2 2332 3390 4892 £33 0 2§59
AA w9 Hlo] A _eﬂol/ﬁ_(BS) Abole] E4l ';‘ 493 S X b A =99 F
Aoz <3 A S FAY + S #As g

ABSTRACT

In this paper, we design and implement the authentication system for home network service and applied it to
actual sensor nodes. We achieved authentication key, encryption and decryption applied RC5 encryption algorithm
of SNEP. In addition, we used pair—wise key pre—distribution for prevention of authentication sniffing in wireless
sensor network. The experiment environment consists of a base station receiving data and sensor nodes sending
data. Each sensor nodes sends both the data and encrypted authentication key to the base station. As a simulation
environment, we assumed some what—if scenarios of security menaces in home network service. And we slightly
altered the TOS_Msg construction of TinyOS. The experiences had shown that the malfunction doesn’t happen in
communication among other groups. And we confirmed in tests that the system is secure when a sensor having

malicious propose is added.
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