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. | User ID
EAP |Dynamic
i and Comment
type |rekeying
password
- Easy to implement
« Support on many servers,
EAP- but insecur
| ~No | vES neecure
MD3 - Requires clear text
transmission
+ Uses databases
- Requires client as well as
EAP- server side certificates
. YES NO .
TLS - Increases maintenance
costs
+ Proprietary solution from
CISCO
LEAP YES YES
« AP must have LEAP
support
- Uses SIM card and
EAP- - -
SIM YES NO authentication method from
- GSM wireless standards
+ Creates secure SSL tunnel
EAP- - Supports legac
| YEs | NoO pports legacy
TTLS authentication method

- User identity is protected
- Similar to EAP-TTLS

- Creation of a secure SSL

PEAP YES NO
tunnel

- User identity is protected
- Proprietary solution from

Interlink Network
- Based on Diffie-Hellman

algorithm
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EAP-

SPEKE YES NO

. EAP- | EAP- | EAP- EAP-
Requirement D5 | TLs | TTLS LEAP |PEAP SPEKE
Mandatory
Generation of Not

keying NO (requiri YES | YES | YES | YES
material ed
Mutual

L NO | YES | YES { YES | YES | YES
authentication

Self protection| YES | YES | YES | YES | YES | YES
Only
Resistance to | with
dictionary long | YES | YES | NO | YES | YES
attack

passw
ords

Protecti £
rorection 101 w0 | Yes | YES | YES | YES | YES

MITM attack
Protected Not
cipher suite NO |requir| YES | YES | YES | YES
negotiation ed
Recommended
U identit
Ser ety | No | No | YES | NO | YES | NO
hiding
Faster B
NO | YES | YES | NO | YES | NO
reconnect
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EAP
Encryption technologies Possible attacks
method
® Dictionary attack
EAP- |® One-way message ) .
. ® Man-in-thc-middle
MD5 digest
attack
EAP- . » ® Strong authentication,
® Digital certificates .
TLS resistant to attacks
® Digital certificates
® Diffie-Hellman
EAP- algorithm to generatc |® Strong authentication,
TTLS keying material resistant fo attacks
® Symmetric key for
data encryption
EAP ® Symmetric key ® Possible spoofing
SIM generated using GSM|® Does not provide
authentication key session independence
® Digital certificates
® Diffie~-Hellman
algorithm 1o generate |® Strong authentication,
PEAP | CE° & one
keying material resistant 1o attacks
® Symmetric key for
data encryption
® Diffie-Hellman
algorithm to generate
LEAP keying material ® Dictionary altack
® Symmetric key for
data encryption
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® MT: Mobile Terminal
® AP: Access Point
® W-AS: WLAN Authentication server
[ ] C-AS: Cellular network Authentication server
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5. Response/CTLS
(Client-Hello, MT-Cert-Rgst-Msg)
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5.2 MT_Tem Certificate

A4S wrom C-ASE W-ASo|7A Temporary
Certificate-2 R A "o}

6. Request/CTLS

(Server_Hello, Certificate,

Server_key_Exchange, Client, Tem Certificate,

Server_Hello_Done)
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7. Response/CTLS

(Client_Key_Exchange, Certificate_Verify,

Change_Cipher_Spec, Finished)

MTE 71€9] EAP-TLS9} #o} #5& o)

W-ASA| Al Certificateol] th3l &S 13 ¥
. I olf= o|vn] QIF|A 5244 W-ASE
MT9] CertificateE 7}x| 1 7] wjEojt},

M7 AP W-AS CA
1 ER0L-Stt
2 Reqrstiently
% Response/entiy(oy dormele
4. Recsst LSSkt
5 Besponse/ML S -
y B MT-Cer-Rostiag
§ Pequest/ 3 [,
57 M Cerlfoate
7 BagponselTL

2 Reopest L3

9 ReponseTLS

13 Scess

38 1. ZEEZ Agt tfojoj1Hl

- 601 -



IR IS 2008 EAFHESUE

. Zz

il
£z

Fd vMlESla #7-2 OPNET 10.0 Al &3 o)E
= °o|&3te dAsAey o5 ojgs vz
EAP-TLS 5 W43 A AAags) vlw 3
Aok AEFold B4E Ug 1y o] uE
At [1]

I8 2. AlEHe A 87
Application g = Algd)H FHgS
7)&¢] EAP-TLSS} o] Hg-3a] olef 2%z}
22 ARE 94 gk

stoll vehd J& A mmEZo A4
&S MZlel whe} JEbE ZolT o e
71&2] EAP-TLS? #4 ELS UegdRolg,

T packet/seco 2 AAZE BE J)Ee
ZE2EFRCG o 10%A% Fgo] Fol A Ag

4 7b Atk 32w ol AL EAP-TLS 234

Z ZEdes UEYIE o]48 4 go=
A W&ol Jehd Aszre zolojmz
AP-TLS®] EAHS JFH4 £5q
VENSE ¥4 floe 2L o= Ax 3y
Q= dietn Bo.

S B do o ne

&

V. &

]

B =E8dA Ase e 9= Mul=
WLANH Cellular network 5 7|8 A}g3to =
A A, BEA SddiA 71E A ade 24
ol MARNAEE E4sU5, AEgeld A

X B 4 Q%] A% #=§ EAP-TLS9 4y
AR G&EASE B 4 Uk &FFE Q3 A
o] 802118 B Mut 2ol Ao] ol t}
€ 748 HENZ 3AE AgE Ae 74
HEHIA B kA geln 5&Fcr ¢F
£ 2 7 e Pyol ¢ Fasitn B 4 ¢
ok B4 HEYA @44 B} U EAP Al
e dASY] 98] 28 Ha Ago] Fglow
Eia=d

228

f1] OPNET Modeler Simulation Software,
htttp:/ /www.opnet.com

[2} 8. K. Miller "facing the challenge of
Wireless security”, Computer.org pp.16-18,
2001

{3] L. Blunk, J. Vollbrecht, "PPP Extensible
Authentication Protocol (EAP)", IETF RFC
2284, Mar. 2001

[4] RRivest, "The MD5 Message-Digest
Alogorithm:, JETF RFC 1321, April 1992

{5] L. Blunk, "PPP Extensible Authentication
Protocol”, IETF RF(C2284, Mar. 1998

[6] W. Diffie and M. E. Hellamn, "New
directions in cryptography", IEEE
Transactions on Information Theory,
pp-644-654 1976

# This work was supported by research
funds from chosun university, BK21

- 602 -



