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In a keyword search scheme a user stores encrypted data on an untrusted server and gives a database manager a

capability for a keyword which enables a database manager to find encrypted data containing the keyword without

revealing the keyword to the database manager. Conjunctive keyword search scheme enables a user to obtain data

containing all of several keywords through only one query. One of the security requirements of conjunctive keyword

search schemes is that a malicious adversary should not be able to generate new valid capabilities from the observed

capabilities. In this paper we show that conjunctive keyword search schemes are not secure. In particular, given two

capabilities corresponding two sets of keywords, an adversary is able to generate a new capability corresponding to the

dierence set of two keywords sets.

1. A&

Aol A BEH 1 AZFHo|A e FrY o] FH3}A F7F
o) e}, glojejujo] 29t e A Al2d] FAL 7t
ok a2 Az AFA 2] AZE AFE) U TolHAE B
Fdhe AL dojgHlo)2 A okl 71 A3 Aol & A
oty A& delejwlo] & BloA e 71 & olfp IA F /AR
dzd A HalE ARG AR 28] AGE 4RSS Y F
AAZRE B33 Rolct ol2fd FAE 3] | H3}r] ¢4, |
olgjulo) = #gl Al2% (DBMS)d ¢&da o3 RES 4o, BE
HolHE 433lgozA 28 & v AAHLE, Oracle 8 %
MS Access DBMS A Wo] 453 5SS AFr}. 18ng
Z714¢l 7] #a 28 g vl glo] A WA ol HEE F
ek F A ol A2d BAS} 2L R ARRASE FEHY
Age Biolth o] Y& AAEL GA 289 ABE ¢33} 5
of A3 o9} gEo], 1 YF & URAEAEZRE st
A AHEA Fol A B3, AHSARE WA AER HEHY A5
4 9 A3 B g 5 Ik ol g g3l e Ao Ay
2 95 2 Uy FAAZLEH QA NAFE FGald g elAR
ol¢} 2 J33He AEE WHSA U2 A7 HAE vES
Hog wtut AT EA3 I3, o3 v & fdsr) A8
dzale FAGNM EEARA A7 AN ZIEZ S| Bo] AgH
Ack 2 <7k 438HE HolEe A9 Aol E o] &5 Aot
o|gd 7|& 52 HlolHE AT 3ie ¥ HE AUHNAL, o] 7]
% Z9l= Conjunctive A4 71€°] 31t} Conjunctive #4 7]1&L 3
A7t o A9 719 =F Adetq 1 RE 7|9 #3E volH

g AAstax & o AMgshs 71€E Aale] Ul dolEd di#
A} Aol digt ARE AW A A 37} EX| RIEE
AAshe 7lEolth o] 71$8 Golle et. al. o] A& Aty en 1%
AWz B 437t Ay H .

AHd 389 719E AAL v I ZAY ged el
AZs7) 4ok F, e 719 AA Z2REES & W A8 A7
Aoz dsls AHA7E 359 B #od gt sAnl o)
AT U AAS A B2 BAF AAFS 884 39, 53,
Au7t 35" JHEE e EAE AT #1489 BAEH 7
Y=E59 ABUAE sots) Hug G384 2 ZetoX] BE 2
Aol A A E3tch & AMEAIL ZAelE o185t A7) AN
¢339 Z44o] Peo] CapabilityS wlolel Ho)2 Bxjel A By
A 2 Zoth. o] A dolE o] B]A: Capability 2HE A3
Aoz AMeld g ARE & 5= glojok 3t Capabilitys} dlel€
gte} BARS & & glojof A e <E BaL

ajA 1. Shi(Alice) 9} Sli(Bob) Ao} “Alice” % “Bob” Ztztel a3
sl d5sd A48 A% AREo|th Dk ¢3alE A7d do]
glolt}. dlo|E#o]2 Fa)zhs 59 FRES vlojgso|zd) 7
3t} K1 = {Alice, Bob} 9} K2 = {Alice}= Ao 9] Aot}
=Cap(K1) & C; = Cap(K2)+= K1 % K2 Z4Z<] Capabilities ©ie}. C;
=Cap(K1) # C; = Cap(K2)E A42E dlojHue|2g BA e G
I GEFE AN Ast (D)9} (DD Dsieke AMdE & 4 g
of 4%, dolgjulo|2 A= D6 7 59 dgge AL ¢ F
A 2 40 oo AAojrt 2tk Z2e 334E ¥
F §l7] "o 2& Ayt JUod Aol AHEE Hae] JAjE Al

+ & dve AT o ARFAATAEDY g ITATAE Ada4de] d7252 +9=95" (IITA-2006-(C1090-0603-0025))

- 116 -



old] FE3F #A} slrke A S F53he Aol 7hesith. WA
dlolel dlo]x FAte 5 FAE ¢A gt

(1) K1 o (Ds)3% dpsoic.
@ K2 ol (D,DsDs) % QB AT,
(3) K2 o] K1 9 235k

Conjunctive #4 7]z A dolguol2~ AArt ol AFe
HRE A ouid FRE A& F glojoF gt 2 AFEY
Kl - K2 o ##9 dole)7} {D2,D4}ae A S djojelwlo]2 #e)
A7t oz Ao Jhsdth F, bAA FdolA dlojee] vdEA
(unlinkability)e] AZ|Al Fc}. & =F4AE conjunctive 719= 2
4 2715[1319, 22]¢] v|9Z3E W& Rgve Re O 2
o] “Difference Set 54"& A &A A5t “Difference Set 34"&
ol §-3ted A3tk

A2] 1. AE conjunctive 719Z P 2719 oto]Fql dlo]EjH|¢]
& AL 32 (K- ) E N9EE AgEelex 8.
& (Cyerry G)E AA 733 (K-, K] ) oll B1% capability
Solgtz b old, AU dHeleel~ YA Ast
KE{K, - K},K C K1 <i,j<I(i=j)% 2F3
£ 79=9 A% A= K;— K, t& capabilityE %HE & 9
o Conjunctive 719= 24 A71-2 Difference Set F2) sl
o HsA] gk

ke oA Golle et. al.®] Conjunctive 719= 44 7)o}
difference set EAd| thalod okashA] ¢k 7L n Zlolch =, o]
¢} $dg wpi o2 2 F71A] AlREEA Conjunctive 719E 24 23]
£ difference set ¥4l st FAskA] oot

2. Golle et al.2] Conjunctive 7A9= A4 27 o3 ¥4
7k, Golle I 2394 ¢] Difference Set 34

£ AN E Golle & 73] AXREZ A0

Ak wleele] 2 thie] vlolelE AR

E(m,) | CSL = {Z, CSL,, (W}, K), ..., CSL_, (Wy,... K) }
old, m,& WAAelR, E £ QA 453 duelFely mE
719= 99 fold}. CSLE HoleHo] s MUY A ARlelA
AR e Nt met FRE SoplA] domiA,

A3 AHAL A ES o]83t capabilityE HEeIA
dlefelulo]2 HUA A FA& o FHshe Ao) FH5eleE
Yo, AR Z2E2 AL e )

¢ Param(1*) : security J=teE k2 =ity dgg
slel 5 £33t
p=(Gg.f(,-),h(-))
o] o, G= decisional Die-Hellman (DDH) ¥4I7} ojgix
grk QX4 (generator)ql Y5(order) g8l F(group)elt}. =,

F01¥ %01} >Z £ wlLslE 2 Bl

Faoldt,

ket
>
rir
2
)]

® KeyGen(1*) : security Siehel k& 4&wa, &4 fo
g Bdy) A 293

o CSI(p /G W yses W) o K& W, gy, Wy & JHLLE F,
o2 conjunctive A4 2F g}
ST = { . CSE1(Wyyr ),y CSL Wiy )}
- {gn.: g"",fl\'(”/il)’.“,ga-l,fl\’(”/im)}
o] @, L+ conjunctive ZA4& #8lM S7EE F7MR|T
CST (Wi, K) (1 < § < m)E A Well dit 74
ZRo|c},

® TCK( Kp,-pp@ ) 151 <m< Lo diz}, w7}
skst AASAE ANES W, W, ok 2 7I9=S0] 8%
HE PEo|EEE ¢ wold AFE Exze]
5= {Qa C',P1’-~-,Pz}% £38d} o] o,

Q=(r(g"),-uh(g™*)ol2, C=5+ Z_]lf,A W, Jelxt.

o Test(CSLT) : AAARCSL ¢ Edine] TF sl&Eiloly
e s
Ak (W, = W) A A,

o = Wy )01, 18 23813,
QAR gpom 0ol

}. Golle I 2239141} Difference Set &3

A2] 1. Golle I 27} difference set 54l tjale] sl ol
Z9. et 5,5 G9AQ doleule|~ ARt s w 5,7t
A4 AR F AL EfEe] T3 T,F o438l A=
Edrel & I Ao 7158 AL oid Zo] Ho|=%
sHlct.

o oA 1) FeiAq dHojeiujo| A H2AIel FHA} S ADEHA
A=A o ea) e RS gt 715 T8 deda
Man 7 ={Q, 1,23} T ={GCpl2}E 5t
7},

@ = r(g™),nlg™M)}

Cy = s, + (W) + Fid W) + £ (W)
@, ={hr(g™),.h(g™)}
CQ=32+fK(VI/1)+fK(VI/§)

BE AR A AHAl A AdEA A=A s, %

5 B G AN AL AHA FE QC QG 24 F

ok =, F /)9 ERxeiEd] 147 719=Ee] 44 {1,2,3}

{1,2}0)3 o}Bo} {1,2}c {1,2,3} a1 #EA7 A Sk

AMIE & % Sk,

- 117 -



o A 2) FAAE & AN 4 A
Testnlrz4 + st o) AAE dent
1 3 8A) %] 719 Testdd 58 Avke {D}olehe
AME A, T, o Testhd 8 2o {D,Dy}eleke
ApE A
2. ¥ 79 é#ﬂw =5 {D}e] xgdeke M {1,283}
{1.2}7F (1,2} {1,2,3} Q) #2403 BA W) W2 F
N Ejzels AT o 3 WA B oA e ke
gﬁ}l:—i ZE FINES oSt 2L AT A 5

o431

web, FARRE GGy = sy, H (W) 7H 9= g
A5 & S YA 3 Lo gl AA =) o
FlW)h o Ak A9 el go = B Pssicke 2
& % gt

3. FAAKe delellol 2ol A% slold Qe HA A
o143t Theel Rt R/ S Agan.

a,Cy
R’.: Vi, &V, eV,
g g
218
R/ =
oV, Vi
g 9

4. 3AAE AelA AT 2FEL o143 o T @e

9 4 9ok
T ={Q3’Q373}
R,
Q=M ()]
a=6-6

R, s
A, h(Z0) =h(g"" ™) 71 ARse olie

g*%/g"" = g™ T} wmap] dgeln
5. % @AY 9L EPRS T, o145 Testhde

S SR FAAE E4ES AU
Q28] wlolel Z4e] sl Bet.

E}E}H Golle I 271 difference set Al s} axdslr] @},

2. 48

B =FolliE Golle I 272 difference set 3234l tisled kAs)A|
Qohe ¢ ook =3 delA AF% AT fARE wleg
2717 AkEA Conjunctive 719= 24 22158 difference set
F2d) sl kAslA eith Y22 difference set 342 F2}s1
A e Aoty difference set A il HAg
Conjunctive 7191= 74 270-& Adsh= A& &5 A7 7127}
At

Fugd
1. Michel Abdalla, Mihir Bellare, Dario Catalano, Eike Catalano,

Tanja Lange, John Malone-Lee, Gregory Neven, Pascal Paillier,
Haixia Shi,’Searchable Encryption Revisited: Conmstency :
Properties, Relation to Anonymous IBE, and Extions.”, Crypto 05
LNCS Vol3621. , pp205-222 , 2005.

2. R. Agrawal and R. Srikant, 'ana Preserving Data Mining’, In
Proceedings of the 2000 ACM SIGMOD Internatlonal Conference
on Management of Data, pp. 439-450, 2000.

3. M. Balze, “A Cryptographic file system for UNIX”, Processings
of 1st ACM Conference on Communications and Computing
Security, 1993.

4. S. Bellovin , W. Cheswick, "Privacy-enhanced searches using
encrypted bloom filters”, Cryptology ePrint Archive, Report
2004/022, Feb 2004.

9. D. Boneh, G. D. Crescenzo, R. Ostrovsky, and G. Persiano,
”P%kzlc key Encryption with Keyword Search”. EUROCRYPT 04,

6. D. Brassard, C. Crepeau, and J. M. Robert, “All-or-Nithing
géiclgggre of Secrets”, Crypto’86. Sprmger—Verlag 1987, pp.

7. M. Bellare, C. Namprempre, and D. Pioncheval,"The Power of
RSA Onversion Oracles and the Security of Chaum’s RSA-Based
Blind Signature Scheme”, Proc. of Finandcial Cryptography 2001,
LNCS vol. 2339, pp. 319-338.

8.Y. C. Chang, M. Mitzenmacher, " privacy preserving keyword
searches on remote encrypted data’,ePrint, October Tth 2003.

9. G. Cattaneo, G. Persiang, A. Del Sorbo, A. Cozzolino, E.
Mauriello, and R. Pisapia, “Design and implementation of a
transparent, cryptographic file system for , Techincal Re
University of Salerno, 1997.

10. S. Even, O. Goldreich, and A. Lempel, “A Randomized Protocol
for Signing Contracts”, comm. of ACM, 28:637-647, 1985.

11. E. J. Goh. "secure index”, ePrint, October 7th 2003.

12. P. Golle, M. Jakobsson, A. Juels, and Paul Syverson, "Universal
Re-encryption for Mixnets’, In proceedings of CT-RSA 2004, 2004.

13. P. Golle, J. Staddon and B.Waters, "Secure Conjunctive
Keyword Search Over Encrypted Data’, Pr of the Second
International Conference on ACNS: Applied prtography and
Network Security, 2004.

14. J. Hughes_and D. Corcoran, "A nuiversal access,
smart-card-based, secure fiel system.”, Atlanta Linux Showcase ,
October 1999.

15. A. John , R. Peter, "Electric Communication Development’,
Communications of the ACM ,40 May 1997, pp. 71-79. 48-63, 2002.

16. K. Kurosawa, Multl-rec1p1ent PubhrKey Encryption with
ggogtgnego(gpheﬁext In proceedings of PKC 2002, LNCS 2274, pp.

17. M. Noar and B. Pinkas, "Ecient Oblivious trasfer protocols”,
12th Annual Symposium on Discrete Algorithms(SODA), pp
448-457(2001).

18. W. Ogata and K. Kurosawa "Oblivious Keyword Search’,
Journal of complexity'04, Vol 20. April/Jun 2004.

19. D. Park, K. Kim, and P. Lee, "Public key Encryption with
Conjunctive Field Keyword Search”, WISA'04, LNCS 3325,
pp73-86, 2004.

20. D. Pointcheval and J. P, Stern, “Provably secure blind signature
schemes”, Proc.of Asiacrypt’96, LNCS Vol. 1163, pp 252-265, 1996.

21. M. Rabin, "How to exchange secrets by oblivious transfer’,
Technical Report TR81, Aiken computation Lab, Harvard
University.

22. H.S. Rhee, J. W. Byun, D. H. Lee, J. I. Lim, "Oblivious
Conjunctive Keyword Search "WISA 2005, LNCS Vol3786. .
pp318-327 , 2005.

23. D. Song, D. Wagner, and A Perrige, “Practical Techniques for
searches on Encrypted

1]\)/Iata In Proc of the 2000 IEEE Security and Privacy Symposium,
ay 2

- 118 -



24. B. R. Waters, D. Balfanz, G. Durfee, and D. K. Smetters,
“Building an Encrypted and Searchable Audit Log” 11th Annual
Network and Distributed Security Symposium (NDSS ‘04) 2004.

25. E. Zadok, 1. Badulescu, and A. Shender, "Cryptfs : A stackable
\_mi)gg éevel encryption fiel system.”, Technical Report UCS-021-98

- 119 -



