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Abstract 3k IPsec gateway ] # 2kAd o]t} IPsec gateway = IPsec
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In this paper, we describe a security problem of IPsec. And o] Egj=lo] walsl A9 g A7te] FASE] =7}s

we propose a solution for this problem. The problem is a .
fragility of IPsec Gateway which is used in tunnel mode. The €t el DDos ¥4 <=
role of IPsec Gateway is encrypting or decrypting IPsec packets. IPsec gateway 7} t}2-2 7
Because of the role of IPsec Gateway, IPsec Gateway suffers
overhead for decrypting numerous packets. Adversaries can
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easily attack IPsec Gateway using a DDoS attack. To solve this IPsec gateway 2] DDoS &7zl thal 3 ofAd ol | Ao
problem, we propose the “Priority based Random Packet Drop” AN A E Ao A o e Az Hh
method. In this method, the white list which is a list of normal A A Ieh Aol Az 2
users is created. After that, according to the frequency of uses, gk DoS A4S tdo=E At WS HAFsST
the method marks priorities of random drops to the white list. If
anomalous traffic appeared, this method will drop many
packets which consist of anomalous traffic. In simple 1. 22
experiment, we show our solution is proper to defend IPsec
Gateway. For this experiment, we use empirical backbone
traffic which includes DoS attacks. @ o o @
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HAZLe] 1P dt= g gEsiEo] HoHn, A=
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uebd FARZE HE vtRd F, EgEE & 5 8l & DoS 45 Wdozw A o] HelH= w9
Al 3t} o|of IPsec gateway o HTL YE AL W+ A FUE §4sE UDP E#¥ol™ Multiple Ports
obx gsststa A|ZE IP FtlE EFA7IE Zlolth.  UDP flooding ¥4 [31& XF3sta vk 4L 54
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