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S: hg = MACx,(REQUEST, S, D,id, ti)

S — broadcast :

A:h = H[A, ko]

< REQUEST, 8,D,id, ti, hy,(),() >

My = MA CKA(REQ UEST} SlDl zd} t’l, hl/(A)!())

A — broadcast :

B:hy,= H|B,h]

Mp= MACk, (REQUEST, S, D,id,ti, hy, (A,
< REQUEST,S,D,id, ti, hy, (A,

B — broadcast :

C: hy = H|C k)

< REQUEST, S, D,id,ti,hy,(A4),(M,) >

B),(M4))
B), (M4, M3p) >

Mg = MACy, (REQUEST,S,D,id,ti, hy,(A, B, C),(M,, Mg))

C— broadcast :

< REQUEST,S, D,id,ti, hs,(A,B,C),(Ma, Mg, Mc) >

D: Mp= MACx, (REPLY,D,S,ti,(A,B,C),(M, Mg, Mc))
D— C: < REPLY,D,S,ti,(A,B,C),(Ms, Mg, Mg), Mp,() >
C—-B: < REPLKDJS!tZl(A)BJ C):(MA;A/[B;A/[C))NIDJ (KCL) >

B> A:

< REPLY,D,S,ti,(4,B,C),(Ms,Mg,Mc), Mp, (K¢, Kg,) >

A— S§: < REPLY,D,S,ti,(A,B,C),(My, Mg, M¢),Mp,(K¢,Kp,Ka) >
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S— broadcast :

—_

A— broadcast :

B—broadcast :

—~ o~

C— broadcast :

< (REQUEST,D,certs, N,t)Ks_ >

< ((REQUEST,D,certs, N,t ) Ks_)K4_,cert, >
< ((REQUEST,D,certs, N,t)Ks_)Kp_,certy >
< ((REQUEST,D,certs, Nt ) Kg_)K¢_,certe >

D— C: < (REPLY,S,certp, N;t)Kp_ >

C—B:
B—A4:
A—-S:
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< ((REPLY, S,certp, N,t)Kp_)Ko_,certe >
< ((REPLKSCCTtD,Mt)KD_)KB_,CeTtB >
< ((REPLY,S,certp N,t)Kp_)K4_,certy >
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S—broadcast : < (REQUEST,id, S, seqs, D,oldseqp, by, N,
A—broadcast: < (REQUEST,id, S, seqs, D,oldseqp, ho, N) g, _

;O)hN >
7 11 h[\'— 1>

B—broadcast : < (REQUEST,id, 8, seqs, D,oldseqp, ho, N)g,_,2,hy_3>
C—broadcast . < (REQUEST,id, S, seqq, D,oldseqp, ho, V) g,—, 3, hy_3 >

D—C: <(REPLY,D,seqp, S, lifetime, hy', N)g, _,0,hy >

C— B: < (REPLY,D,seqp,S,lifetime hy,N)x,_,1,hy_ ) >
B—A: < (REPLY,D,seqp, S lifetime, by, Ny, _, 2, hy_, >
A—S: <(REPLY,D,seqp, S lifetime, hy,N)g, _,3,hy_5 >
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S: hy = MACx,(REQUEST, S, D,id, ti)

S — broadcast :
A: hy = H{A hy]
A— broadcast :
B:h,= H[B,h]
B—broadcast :
C: hy = H[C h,]

C— broadcast :

D: hy' = MACy,(REPLY, D,St;)
D— C: < (REPLY,D,S,ti)x,, h, (4,B,C) >

C: h1l = H[C;hol]

< REQUEST, S,D,id, ti, hy,() >

< REQUEST,S,D,id, ti,h,(A) >

< REQUEST,S,D,id, ti,hy,(A,B) >

< REQUEST,S,D,id,ti,hs,(A,B,C) >

C— B: <((REPLY,D,Sti)5, )5 I, (4,B,C) >

B: h‘2, = H.[Blhll]

B—A: <(((REPLY,D,Sti)x,-) ko) s » b2, (A,B,0) >

A: hgr = H[A, hg/]

A—S: < ((((REPLY,D,5,t) ) ko) ko) ke 13", (A,B,C) >
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