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Description of Computer System State for Intrusion Detection
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Abstract - We designed an intelligent intrusion detection scheme that works based on target system’s operational states

and doesn’t depend on humans’

analysis. As a prior work, we presents a scheme to describe computer system’s

operational states. For this, Hidden Markov Model is used. As input to modeling, huge amount of system audit trail
including data on events occurred in target system connected to network and target system’s resource usage monitoring

data is used. We can predict system’s future state based on current events’

determine whether it would be in danger or not.
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