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#Free variables

T,V : Agent
a,b,c : SessionKey
InverseKeys = (a,a), (b,b), (c,c)

#Protocol description

0. -> T :V
1. T->V: a
2. V->T:Db
3. T->V:c

#Intruder Information

Intruder = Mallory
IntruderKnowledge =
{Tag, Verifier, Mallory}
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#Specification

Agreement (T, V, [a,b,c])

Agreement (V, T, [a,b,c])
Secret (T,a, [V])
Secret (T, b, [V])
Secret (T, c, [V])
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- Secret(T,a, [Vv])0ll CH8 dHalR=
env.Tag. (Env0,Verifier,<>)
send.Tag.Verifier. (Msgl,A,<>)
receive.Tag.Verifier. (Msgl,A,<>)
send.Verifier.Tag. (Msg2,B,<A,B,C>)
receive.Verifier.Tag. (Msg2,B,<>)
send.Tag.Verifier.(Msg3,C,<A,B,C>)
leak.A

0. -> Tag : Verifier

1. Tag -> I Verifier A
1. I_Tag -> Verifier A
2. Verifier  -> 1 Tag B
2. I _Verifier -> Tag B
3. Tag -> I_Verifier c

The Intruder Knows A
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