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Development of a Network Simulator
for a Power Infrastructure Defense System Using IEEE PC37.118

Kyung Nam Kim,
Dept. Electrical Eng.

Abstract - The power infrastructure defense system monitor and
control a power system with parameters of a power system such as
voltage, phasor angle, frequency and power flow which are measured at
the same instance. For this, synchronized phasor measurement based on
the GPS(Global Positioning System) is necessary. PMU(Phasor
Measurement Unit) measures synchrophasor and transmits it to the
power infrastructure defense system. For this communication, IEEE
PC37.118 defines a communication message format and measurement
concept and we extend the protocol to transmit disturbance data. The
synchrophasor data can be sent at various rates and there are several
options for phasor information sent in the synchrophasor message. In
this paper, we develop software that simulate communication between
the power infrastructure defense system and PMU to annalize the traffic.
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