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In this paper, we analyses of a traffic for authentication signaling in third generation mobile sensor
network. In universal mobile telecommunication system, authentication functions are utilized to identify
and authentication a mobile station and validate the service request network services. The authenticating
parties are the authentication the serving general packet radio service support node access the
authentication center to obtain the authentication with the mobile station. In this paper, we propose that
the automatic cost-effective solution size of the authentication vector array.

I. Introduction

Universal mobile telecommunication
system(UMTS) is a third
mobile service technology evolved from
general service(GGPRS),
which supports multimedia services to
mobile users. In this UMTS, the packet
data services of an mobile station(MS) are
provided by the serving GPRS support
node(SGSN) connecting to the UMTS
terrestrial radio access network(UTRAN)
that covers the MS. Mobility is a function
that enables a user to move inside and
and the
providing this function is called networks,

generation

packet radio

around networks, network

and the network providing this function is
called the mibility network. The mobility
the GSM AND PDC

network includes

system. The  UPT(univeraial personal
mobility is also advancing dramatically.
The FPLMTS(Future public land mobile
telecommunication  systems), based on
intelligent network technology, are being
studied energetically in order to provide
personal communication service flexibility
and effectively. an SGSN service area is
partitioned into several routing areas.
When the MS moves from one RA to
another, a location update is performed,
which informs the SGSN of the MSs
current location. Note that a crossing of
two RAs within SGSN area requires an
intra-SGSN  location update,
crossing of two RAs of different SGSN

inter-SGSN  location

while a

areas requires an

update.
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. Security Requirements

Security network functional model and
threats is presented. To study security in
roaming service provision, it is required to
extract the network functional entity and
establish a network functional model to
clarify security functional allocation. The
treats in each functional entity to be
studied are as follows.

a. treats on interworking between user

and terminal:

b. treats on interworking between terminal
and visited network

c. Threats on interworking within network

d. Threats on interworking between
network

e. Threats on interworking between
operator and database

III. Security Requirements for Threats

From the point of authentication key
management in roaming service provision,
security threats can be categorized as
follows:

a. illegal access by a fraudulent functional

entity

- challenge/response interactive
authentication using secret key
cryptosystems

- one way authentication using a password

- one way authentication using
synchronized data such as time stamps
or counters

- one way authentication using public key
cryptosystems

b. Eavesdropping of the signals between
entities:

- the original authentication key Kp
shared between the user and the home

network

the authentication key K, used for

mutual authentication of the network

entities

- the authentication key K, used for user
authentication by visited network

c. Leak of an authentication key shared by

entities

confidentiality of the original
authentication key shared by the user
and home network to the visited
network

- confidentiality of the user authentication
key in the key generating network to
the other networks

IV. UMTS authentication procedure

In UMTS,
identifies and authenticates an MS, and

authentication  function
validates the service request type to ensure
that

particular

the user is authorized to use the

network  services. Specially,

authentication is performed for every
location update, call origination, and call
termination. UMTS authentication supports
mutual authentication, authentication of the
MS by the network and authentication of
the MS. The procedure
also new UMTS
key(CK) and integrity key(IK) agreement
between the SGSN and the MS.

In UMTS
authenticating parties are HLR/AuC in the
home network and the wuser service
identity module(USIM) in the user's MS/

Two major authentication procedures are

the network by

establishes a cipher

authentication, the

described in this paper.
e Distribution ~ of Authentication Vector:
This procedure distributes authentication
vector(AVs) from the HLR/AuC to the
SGSN to engage in UMTS authentication
and key agreement with a particular user.

e Authentication and Key Establishment:
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GSM
authentication. In

only provides one
UMTS,

authentication is achieved by sharing a
USIM and the

procedure follows a

way
mutual

secret key between the
HLR/AuC. This
challenge/response protocol identical to the
GSM
establishment protocol combined with a

subscriber authentication and key

sequence number based one pass protocol
for network authentication.

Data
Network

+ AuC: Authentication Center

« CGSN: Gateway GPRS Support Node

= HLR: Home Location Register

« MS: Mobile Station

» SGSN: Serving GPRS Support Node

« UTRAN: UMTS Terrestrial Radio Access Network

Fig 1. UMTS architecture

Signaling flows of above two procedure
are described in the following steps.

Step 1) When an MS moves into a new

SGSN area, the SGSN does not have
previously stored authentication
information. The SGSN invokesthe
distribution  of  authentication  vector

the Authentication
Data Request message to the HLR/AuC.
This includes the international
mobile identity (IMSI) that

procedure by sending

message
subscriber
uniquely the MS.

Ms SGSN HLR/AUC

Distribution of Authentication Vector|

1. Authentication Data Request

2. Authentication Data Request

and Key E

3. User Authentication Request

4. User Authenlication Request

Fig 2. UMTS authentication procedure

Step 2) Upon
the SGSN, the IMSI is used to identify the

recept of a request from

HLR/AuC record of the MS, and the
HLR/AuC sends an ordered array of K
AVs to the SGSN the
Authentication Data Response message. An

through

AV consists of a random number RAND,
an expected response XRES, a cipher key
CK, an integrity key IK,
authentication token AUTN. Each AV is
authentication nd key
the SGSN and the

and an

good for
agreement between
USIM.

Step 3) When
authentication
the
vector from the ordered AV array and
sends the  parameters RAND
AUTN(from the selected unauthentication)
to the USIM through User Authentication
Response message

Step 4) The USIM checks whether AUTN
(from the selected authentication vector)

one

the SGSN
and key

initiates an
agreement, it
unused authentication

selects next

and

can be accepted and, if so, produces a
the
Authentication

response RES which is sent back to
SGSN the User
Response message. The SGSN compares
the received RES with XRES. If
match, then

aagreement

through

they
the authetication and key
exchange is  successfully
that in this
authentication procedure, AUTN is used
by the USIM to authenticate the network,
and RES/XRES is used by the network to
authenticate the USIM.

HLR/AWC [

completed. Note mutual

11 ADR ny, ADR

SGSN 4

MS/USIM \d v A v

1= 20a Ny
ADR ADR ADR

Time Line /
r‘\ e

T21

MS enters the SGSN area  MS leaves the SGSN area

* ADR: Authentication Data Request & Response
= UAR: User Authentication Request & Response

Fig. 3. Timing diagram
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Consider the timing diagram in Fig3.
Suppose that an MS enters a new SGSN
The MS sends a
registration message to the SGSN. Since
the SGSN does not have authentication
distribution of

procedure is

area at time T1i.

information, the
authentication vector
exxecuted through an ADR, where the
number of AVs obtained the AV array
from the HLR/AuC is K. After the SGSN

has obtained the AV array from the

HLR/AuC, mutual authentication is
performed between the SGSN and
the MS/USIM through a User

Authentication Request and Response(UAR)
message pair exchange by using the first
AV. After T11, the second authentication
event(a call request or an inter-SGSN RA
update) occurs at time T12. The MS/USIM
initiates the second UAR, and the SGSN
uses the second AV in the array for
mutual authentication. At time Tix the last
AV in the array is used for the UAR of
the Kth authentication event. After T1x the
next authentication event occurs a T21. The
SGSN realizes that no AV is available,
which issues the second ADR to obtain
the next AV array from the HLR/AuC
For  the

events,

and then performs a UAR.
next authentication

ADRs and UARs are executed accordingly

incomming
as described above.

V. Analytical Modeling with Fixed K

Let N be the total number of ADRs
performed when the MS resides in an
SGSN area. For each ADR, the number of

AVs obtained ffrom HLR/AuC is K.
Suppose that the aggregate
incoming/outgoing call and registration

arrivals form a poisson process with rate

A. As we mentioned earlier, for every
incoming/outgoing call and registration, a
UAR is performed. Let C(K) be the total
message transmission cost for ADRs when

an MS resides in an SGSN area. Then
CK) = EN) x (K + 2a) (1)

for an S57
message overhead normalized by the cost

Where a represents the cost

an AV transmission and the processing
time for generating the AV through the
authentication procedure. In the right-hand

side of equation, this overhead is
considered  for the Request and Response

message pair exchanged in an ADR. The

total ADR transmission  cost  for
exponential SGSN  residence times is
expressed as
k+2a
C(K)= 3
- A ) )
A+v

VI. Simulation Result

Figure 4 shows how the expected number
E[N] and cost C(K) of ADR are affected by the
AV array size K. We say that the AV array are
affected by the AV array size K. We say that
the AV array size is selected by the fixed-K
mechanism if the selected K value is fixed
throughtout an MS’s lifetime. Our analytic
mode can be used to compute E[N] and C(K)
for the fixed mechanism. The analytic results
are compared with simulation. Fig. 4. plots
E[N] against K with the simulation UAR
arrival rates \ . The SGSN residence times are
assumed to be exponentially distributed with
mean 1/
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Fig. 4. Effect of the UAR arrival rate

Figure 5. shows the effect of the variance v
for the SGSN
distribution. The mean SGSN residence time
is 1/n. and the UAR arrival rate A=10p. The
figure shows that as v increases, more short
SGSN residence times and more long SGSN

gamma residence time

residence times are observed.
VII. Conclusion

In the mobile network, authentication is
exercised for every location update and
UMTS,
authentication is performed between the
MS and the SGSN. In order to carry out
the SGSN
authentication data from the

every call event. In mutual

obtains
HLR/AuC.
for accessing AuC is

authentication,
Since the cost
expensive, the SGSN may obtain an array
of AVs at a time so that the number of
accesses can be reduced. We observed the
following results.

6 ."\‘
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K

Fig. 5. Effect of the time variance v for gamma
SGSN residence times

1) Increasing K will decrease the expected
number E[N] of accesses from the
SGSN to the HLR/AuC. However,
when K is large, increasing K only
insignificantly reduces E[N].

2) When the the SGSN
residence times increase, E[N] increases.
3) Let C(K) be the cost for the SGSN to
acess the authentication data of
HLR/AuC. C[K] is a concavecurve, and
that

variance of

there exists an optimal K value
minimizes C[K].
4) The optimal K value increases as the

authentication event rate A
increases.

References
[1] YFang and I.Chlamtac, ‘Teletraffic

analysis and mobility modeling for PCS
networks," IEEE Trans. Commun., vol.47,
pp-1062-1072, July, 1999

[2] Y.B.Lin, "Wireless and Mobile Network
Architectuals”. New York,2001.

[3] LF. Akyildiz, "Mobility management in
next generation wireless systems," Proc.
IEEE, vol.87,pp.1347-1384, Aug.1999

- 279 -



	HOJBAV_2005_y2005m10a-0276.tif
	HOJBAV_2005_y2005m10a-0277.tif
	HOJBAV_2005_y2005m10a-0278.tif
	HOJBAV_2005_y2005m10a-0279.tif
	HOJBAV_2005_y2005m10a-0280.tif

