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1. Introduction

This paper describes techniques and tools for qualifying
safety software in Korea Nuclear Instrumentation and
Control System (KNICS). Safety software are
developed and applied for a Reactor Protection System
(RPS), an Engineered Safety Features and Component
Control System (ESF-CCS), and a safety Programmable
Logic Controller (PLC) in the KNICS [1].

Requirements and design specifications of safety
software are written by both natural language and
formal specification languages. Statechart is used for
formal specification of software of the ESF-CCS and
the safety PLC while NuSCR [2] is used for formal
specification of them of the RPS. pSET (POSCON
Software Engineering Tool) as a software development
tool has been developed and utilized for the IEC61131-3
based PLC programming.

The qualification of the safety software consists of
software verification and validation (V&V) through
software life cycle, software safety analysis, and
software configuration management, software quality
assurance, and COTS (Commercial-Off-The-Shelf)
dedication.

The criteria and requirements for qualifying the
safety software have been established with them in
Software Review Plan (SRP)/Branch Technical
Positions (BTP)-14 [3], IEEE Std. 7-4.3.2-1998 [4],
NUREG/CR-6463 [5], IEEE Std. 1012-1998 [6], and so
on. Figure 1 summarizes qualification techniques and
tools for the safety software.
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Figure 1. Techniques and tools for software

qualification in KNICS

2. Techniques and Tools for Software Qualification
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2.1 Review and Inspection (R&l)

Review and Fagan Inspection [2] are applied for
verifying overall outputs through life cycle V&V
activities.

The 3" party review has been projected for qualifying
the conceptual design and software requirements of the
RTOS and the communication software for the safety
BLC.

Checklists [7] were well structured within software
V&V procedures and they are used for the R&I
Traceability analysis is also applied to software
development life cycle (SDLC) activities. The R&I task
scan be processed with the aids of SIS-RT (Software
Inspection Support and Requirement Traceability) tool
[2], focusing on the systematic software inspection and

requirements traceability analysis for the whole
software life-cycle based on natural language
documents.

2.2 Interactive Formal Verification

Interactive formal verification is another technique for
qualifying the software requirements and design. Model
checking has been applied to verify the formal
specifications of safety software. Figure 2 illustrates the
model checking for the formal verification.
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Figure 2. Model checking for formal verification

To support the interactive formal verification, Symbolic
Model Verifier (SMV) and Prototype Verification
System (PVS) tools have been tried to verify Nuclear
Software Cost Reduction (NuSCR)-based software
specification of the RPS, while Statemate MAGNUM
(STM) Model Certifier has been applied to verify
Statechart-based specification of software requirements
for the safety PLC.

2.5 Automated Software Testing



Nuclear regulators tend to consider software testing as
part of software V&V when they review a software-
based 1&C system. Accordingly, the V&V tasks for
testing [6] shall be applied to test safety software for the
RPS, the ESF-CCS, and the safety PLC in the KNICS.

Software testing tasks can be automated by
automated software testing tools. To do save time and
efforts for software testing, McCabe and Cantata++
tools are qualified and wused for automating or
supporting the software testing life cycle (STLC) tasks.
In addition to these tools, an engineering simulator may
be used for system testing of the safety software.

2.6 Software Safety Analysis

Software safety analysis (SSA) is required if software is
applied to a safety I&C system, and the SSA shall be
performed independently for the safety software through
SDLC. SSA techniques include HAZOP (HAZard
OPeiehility) methodology [8] and Fault-Tree Analysis
(FTA). The HAZOP is based on the specialized
checklists including guidewords and the FTA is to be
supported by the pre-developed FTA tool developed and
experienced by the PSA group at Korea Atomic Energy
Research Institute.

2.7 Software Configuration Management

Evaluation of Software Configuration Management
(SCM) is also required for design outputs through the
life cycle V&V. The software configuration items,
including software programs, are managed with the
SCM procedure and supported by NuSCM tool.

28 Dedication of COTS Software

COTS (Commercial-Off-The-Shelf) software 1is
applied partly for the safety PLC and the COTS
dedication consists of the dedication work order, the
dedication plan, the dedication processes, and the audit
result report.

2.9 Quality Assurance (OA)

The QA plan and the QA procedure have been
written for the KNICS project. Software QA is also
applied to improve software quality for the KNICS
through an audit of software. A software QA plan and a
software QA procedure shall be written under the QA
plan and manual and they are applied through the SDLC
of the safety software.

3. Conclusions
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The qualification of safety software for the KNICS
has been performed for software verification and
validation (V&V) through software life cycle, software
safety analysis, software configuration management,
software quality assurance, and COTS dedication. The
various techniques and tools have also been qualified
and applied for supporting the software qualification.
Our experience on the requirements V&V and the
design V&V of safety software for the KNICS
prototype shows that the techniques and their tools are
very efficient for qualifying the safety software while
we feel that the used checklists should be refined
because they are very useful and important tool for the
software qualification in the KNICS.
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