A Color Image Watermarking Method for Embedding Audio signal
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Abstract:  The rapid development of digital media and communication network urgently brings about the need of
data certification technology to protect IPR (Intellectual property right). This paper proposed a new watermarkiag
method for embedding contents owner's audio signal in order to protect color image IPR. Since this method evolves
the existing static model and embeds audio signal of big data, it has the advantage of restoring signal transformzd
due to attacks. Three basic stages of watermarking include: 1)Encode analogue 1D owner's audio signal using PCM
and create new 3D audio watermark; 2)Interleave 3D audio watermark by linear bit expansion and 3)Transform Y
signal of color image into wavelet and embed interleaved audio watermark in the low frequency band on tie
transform domain. The results demonstrated that the audio signal embedding in color image proposed in this parer
enhanced robustness against lossy JPEG compression, standard image compression and image cropping and rotatian

which remove a part of image.

1. INTRODUCTION

The rapid growth of digital media and communication
ork brings about the need for IRP protection
technology  for  digital  multimedia.  Digital
watermarking may solve this kind of problem by
directly embedding ownership data in multimedia
contents.

Image watermarking technology includes the
method of embedding watermark in a spatial domain
and transform domain. Spatial domain method corrects
I.SB of image pixel in general, but is not robust to
such attack as low pass filtering. For this reason, most
methods prefer to correct pixel data on the transform
domain using Fourier transform, DCT, or wavelet
transform. However, these methods have also weak
robustness to such image processing as cropping,
rotation, and lossy JPEG compression. Reference [7] is
color image watermarking method that embeds
watermark in B signal where visual sensitivity is least
in RGB mode. But it has also weak robustness to
general image processing. Since watermarking
methods in service at home and abroad currently
provide only several bits of data, they have been used
for ownership claim rather than for aggressive
opposition to digital contents hacking.

This paper proposes a digital media IRP protection
algorithm to embed owner's audio signal on the DWT
domain of Y signal of color image. As the audio
watermark used for this paper uses owner's audio of
big data, ownership claim can be made in auditory.
Moreover when the attack removing a part of image is
made, loss data can be easily restored through
applying interleaving. In addition, to make security
strong, non-blind method is selected in extracting
audio signal.

2. AUDIO WATERMARKING
TRANSFORM AND INTERLEAVING

2.1. Payload of audio signal

Owner's audio signal data to be embedded in image
contents is decided according to original image size,

wavelet transform level, and marking space in the
transform domain. Accordingly, the audio watermerk
data proposed in this paper is calculated by

x X

Watermark data = (%_‘j x 8 [bits] (D)

where X, and X, indicate the size of x and y axis of

original image, [ indicates the number of wavelet

transform level of image, and 1/ 4™ indicates marking
space size equivalent to low frequency band in level /.

For example, if the size of original image is
512x512 and audio signal is embedded in the 1-level
wavelet transform domain, data to be embedded is

found as (512x512/4%)x 8= 131,072[bits].

2.2. Transform of audio signal into audio
watermark

This section will explain the method for transforming
owner's analogue 1D audio signal into audio
watermark about image contents obtained through an
audio input device. The audio used in this paper is
analogue sound of Korean pronunciation: "Bon
Yeongsangmul E Daehan Soyugown Eun Kim Sang .'in
Ege Itseumnida(The ownership of this image contents
is held by Kim Sang Jin in English)". The wave of
audio signal is shown in Fig. 1.

Onginal Audio Signal
! ]

Bon YeongsangmuiE Daehan Soyugown Evn Kim Sang Jin Ege Nseumnida
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Fig. 1. Wave of analog audio signal " Bon Yeongsangm.ul
E Daehan Soyugown Eun Kim Sang Jin Ege Itseumnida’.

To transform 1D analogue audio signal into 3D
digital audio watermark, the audio signal is placed in
new 3D space using PCM, as shown in Fig. 2, via such
transform as sampling, quantization, and coding.
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Fig. 2. Transform sequence for audio watermark.

The proposed 3D audio watermark consists of the

following transform stages.

Stage 1. Specify 1D analogue audio signal data which
can be embedded using Equation (1).

Stage 2. Take sample signal of analogue audio signal
as 8kHz sampling frequency : PAM pulse.

Stage 3. Quantize with 8-bit level per sample : PCM
pulse.

Stage 4. Encode by 8 bits per the quantized sample
signal : PCM code.

Stage 5. Arrange bit strings obtained through coding in
new 3D space using Raster Scan and obtain
audio watermark : Digital audio watermark.

For original image of 512x512 in size, when the low
frequency band transformed into 1-level wavelet is set
as marking space, the audio watermark according to
the above procedure is shown in Fig. 2.

2.3. Interleaving of audio watermark

Interleaving is a communication term and the process
of rearranging by specific mixed rules after repeating
data bit strings to be sent. Although bit error occurs in
data bit due to external noise or unauthorized external
attack, data rearranged with specific rules is arranged
to original data bit strings through the inverse process
of interleaving (de-interleaving) and a repeat pattern is
examined to restore loss bit.

Watermarking system also causes bit error in
embedded watermark data due to external noise or
illegal transform of work. If interleaving is applied to
watermarking system, error correction efficiency can
be enhanced even though burst error occurs by
dispersing error by de-interleaving, by changing into
independent error, and by correcting error.

Equation (2) is linear bit-expansion expression

applied in Chae and Manjunath’'s[8] watermarking
method.

~(¥ ) 2 )= P 2)
where P, (x,y) is the result of expanding the pixel of
n-bit watermark P(x,y) to linear N-bit and P and
P are the maximum and minimum values of pixel .
If p_ of the pixel of audio watermark is 2n-1 and is
P, zero, Equation (3) can be induced from
Equation(2). The result of linear bit-expanded bit
strings repeats bit string with a regular pattern. In other

words, if n-bit pixel is expanded by linear N(nK), n bit
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is repeated K times. Then R is defined as n-bit repeat
factor. Using this, the proposed method applies the
interleaving of audio watermark as follows.

2" 1 ¥k -1
P(x,y)=
7 )= o

= [1 +27427 427+t 2‘”'“"]- P(x,y)

=R-P(x.y), for N=nK, K=1,2,3-

Py(x.y)= Px, p),

3)

First, to obtain four repeated bit strings(K=4), bit-
expand (Pli=123,4) 8-bit(n=_8) audio
watermark(P) per pixel by linear 32 bits(nK=32). In
32-bit expanded bit string, PR =P =F=F, Iis
established from MSB to LSB and four 8-bit strings
are relocated to new space respectively. Then the 32-
bit repeat factor R becomes decimal number "65793"
and 32-bit binary number "00000001...00000001".
Using this principle, audio watermark(128x128) is
interleaved as shown in Fig. 3.

(8bits/pixel)

Linear 32bit-expansion (32bits/pixel)
MSB LSB
T2 I Y N 2 A Y T |
T el = ﬂ
7 d /
7 _/_» _./_
. / /
Audio watermark ﬂ] n ool -
(128128, 8bits/pixel) A

Interleaved audio watermark{ W)
(256x256, 8bits/pixel)

Fig. 3. Interleaving block diagram using linear 32-bit
expansion.

Therefore, interleaved audio watermark becomes four
times bigger than original watermark in size(256x256)
and has the same size as marking space of low
frequency band transformed into l-level wavelet from
original image of 512x512.

3. AUDIO WATERMARK EMBEDDING
AND EXTRACTING

3.1. Marking space of color image

To apply the proposed watermarking system to gray
level image as well as color image, Y signal as
luminance component of color image is used for
watermarking. RGB color image mode is transformed
into YIQ mode as NTSC transmission standard by
coordinates transform of Equation (4).

Y| 10299 0587 0.114}R
1 1={0.596 -0.275 -0321} G 4)
Q] 10212-0.523 0311§B

where Y represents the luminance of color and I and Q
represent the hue and saturation attributes of color
image. The marking space of this method used low
frequency band on the Y signal wavelet transform
domain in order to gain non-visual processing and
robustness of audio watermark to be embedded.



3.2. Embedding of interleaved audio watermark

To embed audio watermark in marking space,
Equation (5) is used.

Z,,(x,y)=Y,,s(x,y)+alphax W, (x,y)  (5)

where Y, (x,y) is the coefficient of LL band that is

low frequency band on the wavelet transform domain
of original image and W, (x, y) is interleaved audio

watermark. Transform the result obtained by Equation
(5) by inverse wavelet, gain embedded Y signal, and
finally transform into RGB mode, which is the inverse
process of Equation (4) using I and Q signal. And
watermarked color image can be obtained.

3.3. De-interleaving for extracting audio
watermark

In the method proposed in this paper, the extraction of
embedded watermark requires original image. Fig. 4
shows the procedure of extracting watermark, but the
order of extraction is the inverse of watermark
embedding. First process for watermark extraction is
to obtain low frequency band coefficient by
conducting wavelet transform.in both watermark-
embedded image and original image. Second is to
obtain P from four locations relocated in the process

of interleaving by Equation (6).

Z,,(x,9)- Y, (x, y)) 6)

VVI.VT(X’J/):[ alpha

If audio watermark data is transformed due to
external attack, go through the following de-
interleaving process in order to obtain the optimum
audio watermark pixel through restoring.

Original Image
DWT DWT

T ] - Attack

Watermarked Image

J
0o | P oo

T1=

Original LL Coeflicients Watermarked LL Coeflicients

d/[’h(l‘?
]

ST
atermarked L1 Coeffieem

Onginal 1 Cotlivient

o
!'\::;l
-

n
 S—
(b} selected by Threshotd

C—a—J(8bivpixel)
(c) optimal watermuark

Fig. 4. Watermark extraction using de-interleaving.

First, find average deviation D, ofP. Average

deviation refers to variance by calculating and
averaging the absolute value to deviation of each
measurement from arithmetic mean. By using mean m,
the following is given.

D, =| A, —m| (N

Then calculate standard deviation ¢ using Equation
(7). Standard deviation refers to variance by
calculating the square root to squares mean and is

given by
1,
i=l

In case of normal distribution, 68.27% of standard
deviation cases are included between m-o and
m+6, 95.45%, between m—2c and m+ 20, and
99.73%, between m—3c and m+3c .

In the proposed method, to decide transform of
audio watermark pixel data P, due to attack, threshold

value was set as 68.27% between m~c and m+c .
If the average deviation of four extracted pixel data D,
is less than threshold, it is considered that there it no
loss due to external attack. Then the pixel value with
minimum mean deviation(min{ D, }) is selected as the
optimum watermark data. On the other hand, if there is
bigger deviation than threshold, it is considered that
there is loss due to external attack. Then by fincding
mean deviation D, again using the rest pixel

value( P, | k <i) except pixel at that time, select the
pixel value of minimum average deviation(min{ L })
as the optimum audio watermark pixel value.

If extracted optimum audio watermark is decoded
through the inverse of Fig. 1, contents owner's 1D
analogue audio signal will be obtained.

4. SIMULATION RESULTS OF TEST
IMAGE

This  section will verify the robustness of
watermarking proposed in this paper thro.igh
simulation. For similarity between original image and
audio watermark-embedded image, and between
original audio signal and extracted audio signal, PSNR
Equation (9) is used.

_ B8 ©)
MSE(X,Y)

where X indicates original a signal and Y a
comparative signal.

To evaluate the excellence of the proposed mett od,
as shown in Table 1, a variety of test images are tested
against lossy JPEG compression, image cropping, and
image rotation.

PSNR =10log,,

Table 1 Audio signal extracted by proposed method,

unit[dB]

Original images Lenna House Airplane | Peppers
Watermarked images 32.8006 34.8865 38.4797 33.56)4
JPEG qt.90% 21.7466 24.0738 23.7683 22.1230
JPEG qt.80% 18.5078 20.0995 20.1175 19.4218
JPEG qt.70% 16.6779 17.8840 18.1938 17.4035
JPEG qt.60% 15.4743 16.3439 16.5789 157742
Cropping 10% 37.3252 36.6316 36.9936 37.4938
Cropping 30% 31.5719 32.0883 32.4872 329642
Cropping 50% 29.8389 30.0284 30.0743 30.4155
Cropping 70% 28.6722 28.8247 28.6046 28.8075
Rotation 10D 28.5979 29.4994 29.6468 30.199
Rotation 20D 21.0878 22,4389 24.6131 244214
Rotation 30D 18.6178 19.9192 22.0149 22.5051
Rotation 40D 18.3306 19.3358 21.5413 22.2437

Fig. 5a is "Airplane” test image of 512x512 in size.
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Fig. 5b is the result of embedding interleaved audio
watermark in the test image of Fig. 5a when weight
alpha is 0.1. It suggests that 39.30dB quality is
maintained and there is little visual image distortion,
as compared with original image.

Lo M e

(b) Watermarked image
(alpha 0.1, PSNR 39.30dB).
Fig. 5. Test image and embedded image.

(a) "Airplane" test image

Fig. 6 to 8 are the simulation results of "Airplane"
test image. Fig. 6a is distorted image of 32.76dB due
to JPEG quality 80% attack and Fig. 6b is the audio
signal of 20.12dB extracted from Fig. 6a. Fig. 7a is
distorted image of 4.18dB where a part of image is
removed due to cropping 70% and Fig. 7b is the audio
signal of 28.60dB extracted from Fig. 7a. Fig. 8a is
distorted mage of 11.60dB where a part of image is
cropped and pixel value is transformed due to image
rotation 20 degrees and Fig. 8b is the audio signal of
24.61dB extracted from Fig. 8a.

It is suggested that the audio signal extracted from
various attacks maintains robustness against attack of
removing a part of image.

(a) Image attacked against JPEG qt. 80%
(PSNR 32.7603dB)

Under JPEG ql 80% 20,12 d8

Ampntude

. . e P —
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Sampling Time[8000/5e¢nnd

(b) Audio signal extracted from JPEG qt. 80%
Fig. 6. JPEG compression attack and extracted audio
signal.
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(b) Image attacked against cropping 70%
(PSNR 4.1883dB)

Under Cropping 70% PSNR 28.60 dBj

Amplitude

° 2000 1000 6000 8000 10000 12000 14000 16000
Sampling Time[8000/second]

(b) Audio signal extracted from cropping 70%
Fig. 7. Image cropping attack and extracted audio signal.

(c) Image attacked against rotation 20 degrees
(PSNR 11.6015dB)

Under Rotalion 20 degieesPSNR 24 61 dB)

Ampliude

. ] 2900 4000 6000 8000 10000 12000 14000 16000
Sampliag Time[8000/second]

(b) Audio signal extracted from rotation 20 degrees
Fig. 8. Image rotation attack and extracted audio signal.

5. CONCLUSIONS

This research proposed color image watermarking
which can claim IPR by using contents owner's audio
signal as watermark to protect multimedia contents
ownership. To enhance robustness, interleaving was
applied to audio watermark using linear bit expansion
in low frequency band on the wavelet domain. The
proposed method can restore loss data by de-
interleaving even though a part of audio watermark
data bit string is lost due to external attack.
Accordingly, this method has the advantage of
applying to general gray scale image because of use of
Y and of maintaining imperceptibility and robustness



by embedding watermark in DWT domain.
Furthermore, although watermark data is removed or
there is other transform caused by image improvement,
they can be restored by de-interleaver since
interleaving 1s used.

In future, audio perception evaluation will be
applied in order to claim ownership more reasonably
by using audio perception algorithm in extracted audio
signal.
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