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Abstract : This paper presents an algorithm generating inverse element over finite fields GF(3™), and constructing
method of inverse element generator based on inverse element generating algorithm.
A method computing inverse of an element over GF(3m) which corresponds to a polynomial over GF(3™) with order

less than equal to m-1.

Here, the computation is based on multiplication, square and cube method derived from the mathematics properties

over finite fields.
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1. INTRODUCTION

In recently, many digital logic system and computer
systems are required to process more data and high
efficiency!"™* Specially arithmetic relation is require
more high speed and efficiency.

The advanced arithmetic operation is analyzed easily
using by finite fields.”®

In this paper, we propose the high efficiency inverse
element generator over finite fields.

This paper’s organization is as following.

In Section 2, we propose the multiplication, square and
cube algorithm based on finite field mathematical
properties.

In section 3, we discuss of inverse element generation

m

algorithm over GF(3™).

And in section 4, we construct an inverse element
generator based on section 3’s algorithm.

Finally in section 6, we summary our inverse element
generator over finite fields, also we prospect future
research fields.

2. MULTIPLICATION, SQUARE AND CUBE
ALGORITHM OVER FINITE FIELDS

2.1. Mathematical Properties of Finite Fields

In this section, we review the important mathematical
properties of finite fields, these mathematical properties
used in build up this paper.

Any other mathematical properties these

mathematical properties refer to references

except
{9-12)

Finite fields is defined by any prime number P and
integer m, namely GF(P™).

In generally finite fields is organized by 5-tuple
{8,+,,0,1}, where S is set of elements, + and - are
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binary operation over S, 0 and 1 are each identity
element for addition and multiplication arithmetic
operation.

Also finite fields are classified into ground fields GF(P)
and extension fields GF(P™). The number of elements
over ground fields GF(P), P is the prime number more
than 1, are {0,1,2,...... ,P-11.

The important mathematical properties over finite fields
are as following.

[Mp1] for ae GF(P™), o =a and o' =1 (y=p") in case

of a=l.

[MP2] for o, BeGF(P") and arbitrary integer m,

(otpy=ar+ B (u=p")

[MP3] for (XEGF(P“]), ol egd Z(II +jimod \|r-l)(\v:pm)

[MP4] The elements in GF(P™) are represented by
-l

F(a)=2aiai, where o is root, that is, o have
i=0

coefficient that have element for integer field Zp that

have mod P, where m degree primitive irreducible

polynomial F(X)=X" + £, X™" + f ,.X"? + ...... +

;X' +fy, a;,€Zp(i=0,1,2, ...... ,m-1) and fy=0.

2.2. Algorithm of multiplication and square over
GF(3")

GF(3™) have 3m elements and we represented this with
set is as following expression (2-1).
GF(3™)={0, a, o, ...... o= av'=1}
where, y=3".

Then, for more than m degree term, we can represent
degree m-1 polynomial using mod F(X) arithmetic that
used by primitive polynomial F(X).
Therefore arbitrary element over GF(3
as following.

(2-1)

™) can represent

nH
F(X)= ap X" + 2 aX"24 .+ a X +20= Y aX'
=

(2-2)



where, a,e GF(3) and 1=0,1,2, ...... , m-1.

On the other hand, o is a root of primitive polynomial,
therefore o is equal to following equation (2-3), where
+ 15 mod3.

m-1 n

o + Ay, o ot aa+a=0

. -2
oM = —ap 0" - AT - L - a0- ag

0™ (3 - )™ (3= )™ L+ (3-a))o+(3- ag)
(2-3)

Therefore, we can represent element over GF(3™) into
polynomial o of maximum m-1 degree, it is as
following.

GF(:;'“):{am-lam-] + am~20‘m-2 +.otaot a()}
where, a,e GF(3) and i=0,1,2, ...... , m-1.

-l
1= aa
i=0)

elements GF(3™), :

For two over

el
,eZZ:ija !, elee2 is represented as following.
0
m

elee2= iPicxi + Zpioc'

= =2

(2-4)

We consecutive multiply expression (2-4), generate

. m-2 - 2m-2
maximum degree o™, we mod F(X) from o™ to o™,
we can obtain following expression.

(2-5)

where, multiplication and addition are mod3 product
and mod3 addition.

In case of square, el equal e2, expression (2-5} is

represented by expression (2-6).
nH

cl’=clecl =eloe2 = ¥ Rl
=0

(2-6)

Therefore, we can use construct the square generator
using multiplier.

2.3. Method of cube multiplication over GF(3™)

According to mathematical properties [MP2],

(a+b)*=a*+b’, and a’=a, b’=b.

Therefore, cube for anyone element ¢ over GF(3") is
represented by equation (2-7)

Y]
¢ —e= D P

=3
where, P;=a; in case of j=3i, P;=0 in case of j=3i+1 and
j=3i+2, and i=0,1, ...... , m-1.

(2-7)

That reason is as following.

m-2

3 -1 3
€ :e:(am-lam + a0 + ... +aot a())

i +al3013+a03
T +a,oz3+a0

For example, we obtain cube for any element over
GF(3%).
Let any element over GF(3*) is e, we can represent t as

following.

€= 330.3 + 320(2 +a;o + a,
where, a;,e GF(3) and i=0,1,2

Next, we select F(X)=X4+X+2 for polynomial F(X).

And, we obtain cube as following.
3 2 3
e= (a;0” + a)o”t+ ajot ay)’
9 3
=a;0° + a0’ + 2,0 + ag

On the other hand, F(a)=a4+a+2, therefore o=c+2,
then o°=2¢’+a? and o’=o’+a+aL.

Finally, we represent ¢ as following.
e=(ay +2a,+a,)o’ + (ao + ay + a,)a’ + aya + ag

3. ALGORITHM OF INVERSE ELEMENT
GENERATION

In this section, we discuss algorithm of inverse element
generation over GF(3™).

Let e is any one element over GF(3"), then its inverse
element ¢ is as following equation(3-1).

Sl w-2
e =¢

(-1

where, W=a"

Also, above inverse element is represented by triple
product of 3.

e-I:e.(eZ)QI.(62)02.(e2)93. ...... .(CZ)Qm-I

where, Q1=3, 02=3, Q3=3", ......, Om-1=3""

The following is algorithm of inverse elenent
generation over GF(3"), and the fig. 3-1 depicted
algorithm.

[Algorithm]

STEP 1 : Accept any element ¢ over GF(3™).

STEP 2 : Obtain result for power of element e.

STEP 3 : Cube product result after Step2 or Step 5.
STEP 4 : If it (m-1) times triple product do, go to Step 0.

STEP S :
Step 3.

STEP 6 : Product result of Step 4 withe.

Product result of Step 3 with e, then 0 to

STEP 7 : The inverse element e is result of Step €.
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sTEP 1 : Aldo, the cell of multiplier, square multiplier and cube
Select any element e . multiplier arc ﬁg4-2 (a), ﬁg4-2 (b) and ﬁg 4-2 (C)

over GF(3)

STEP 2 :
Obtain result for power
multiplication of element e

STEP 3 :
Cube miltiplication result after
step2 or step S

STEP 4 :
1If it have (m-1) times cube
multiplication, go to step 3

STEP S :
multiplicate result of step 3

with ¢, then go to step 3

STEP 6 :
multiplicate result of step 4
with e

STEP 7 =
The inverse element e' is
result of Step 6.

Fig. 3-1. The block diagram of Inverse element
generation

over GF(3™)

4. UNIVERSAL INVERSE ELEMENT (b) Cell of square multiplier
GENERATOR I p

In this section, we discuss constructing the universal
inverse element generator over GF(3™).

The block diagram of universal inverse element
generator over GF(3™) is as following fig. 4-1.

As shown fig. 4-1, the universal inverse element
generator was constructed with multiplier, square
multiplier, cube multiplier.

(c) Cell of cube multiplier

Fig. 4-1. Block diagram of universal inverse element Fig. 4-2. Each cell of universal inverse element

GF(3™ generator over GF(S )
generator over GF(37) The multiplier over GF(3"™) is shown in fig. 4-3.
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Fig. 4-3. Block diagram of multiplier over GF(3™)

The multiplier’s characteristics don’t change according
to increase m or changing irreducible polynomial.

Also, if two input of multiplier, then multiplier is square
multiplier.

Cube multiplier’s basic type is same as multiplier, and
then inputted element transferred into mod processing
part without multiplication processing.

5. CONCLUSION

This paper propose a method of constructing the
inverse element generation and inverse element
generator over finite fields GF(3™).

The proposed inverse element generator was
constructed by serial processing multiplier type.

A method computing inverse of an element over
GF(3™) which corresponds to a polynomial over GF(3™)
with order less than equal to m-1.

Here, the computation is based on multiplication,
square and cube method derived from the mathematics
properties over finite fields.
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Fig. 4-4. Block diagram of cube multiplier over GF(3™

Future research was required to advanced invers:
element generator, then we are able to constructing th:
divider over finite fields. For the future, we prospect
constructing four basic arithmetic operation unt
systems(AOUS) over finite fields.

Then we obtain the arithmetic system that process ths
The other future research is construct the logical unt
that process the shift, rotate and complement and so on

If above future research is establish, we implement the
arithmetic and logical unit(ALU) of high efficiency
computer ALU architecture based on embedded system:.
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