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Analysis of TCP packet by Protocol Analysis module Design
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(Gum Yong Eom)

Abstract - Transmission control protocol(TCP) is protocol used in internet. TCP is seldom transmission error and is

protocol based on wire environment.

data transmission control through reception confirmation, sliding window for packet delivery.

TCP uses 3 way handshake ways, data transmission control through windows size,

In this study, designed

TCP packet abstraction module for analyze the TCP segments & correct information about TCP. TCP capture in
internet using designed TCP module and analysed TCP segments composition. Through this, could analyze the correct

information of protocol in network.
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"stdafx h”
“LANEduh”
"LANEduDoc h”
“LANEduView.h"

sldel DEBUG

#define new DEBUG_NEW

tunciefl THIS_FILE

statie char THIS FILEN = FILE

Bendif

kdefine ETHERLEN H
#define [ERERD2 3LEN 17

uusignied short tep_chk(sosigned short *ptep, uasigred short #pip, it fen}

{

unsigned chksum = (6

vnsigned short Gaalebk = 0;

ussigned short ptep_fen = len;
vosigned short oip_jen = 8
unsigned short leagth;

moo

lergrth = ptep_lens

niplen »>=

ntep_ len >

forti = 0 1 < niglens jr+)

chksum += {=(pip + 6 + i1

fAength += 17
fenglh += 6;

chksum += htons{lengthh
for(i = 00 1 < ptep e 04
{
chivsum += {*piepr+h
H
if tlen%2 == 11

*BYTE +} (&finalchk} = *(BYTE #} ptepi
chkswn += finalchki
!
cliksum = fchkswmn >> 1)+ (chksun & OxfHL
chiesum #= {chksum >> 16}

finalchk = {“chksum & Ox{EE)
return fingehks
}
strust DATALIP
{
BYTE ip.verlen /1P version & header tergth Ho longs)
BYTE ip_tos) 7/ type of service
WORD ip_leni #/ tats} packet length {in ortets)
WORD ipi /7 datagram id
WORD ip, fragoff; /7 fragment offset (in 8-octet’s)
BYTE ip_tth // time to live, in gateway hiops
BYTE ib_prota; /1P protocol {see IPT_* above)
WORD ip.cksunmy, // header checksurs
BYTE i, areldl /1P addvess of sowrce
BYTE iw_gsildl; /¢ WP address of destination
BYTE ip_datal1}: /4 R deeiel Fele
if tesType==0x0800) //IP Protocol anafysis

{
WriteText("\n== 1P Protocol Y
sprintflesText, "aVersion ¢ %X ") pPacketllA> > 4%
WriteText(csText)

spintfesText, "“Pninternet Header Length © %d 7, (pPacket{ 14]&0x00*43%
WriteText(esText):
sprivtflosText, “rnType of Service
WriteText(csText)
simintflesText, “w'nTotal Length ©
WrireTextlesText)
sprintflesText, “Wwnldentifier: %4, (pPacket{ 18}< <8» pPacked 18)):
WriteText{esText):
syminties Text, “\AnFlag: %02X0\nFlagment Offset: 2602X", pPacket{20] pPacket(21D):
Write Text{ey Text)y
sprintf(es Text, “e\nTime to Liver %diiaProtocol: %602X", pPacket{22], pPacket{231;
WirireTextiesTexth
sprimf(es Text, “OnlP Header Checksum: %02X20ZX™, pPacket{24). aPacket{25]7;
WriteText{exText)
\nSource [P address 1 % %d.%d.%6d", pPacket{26], pPacket[27], pPacket{z8],
pPacketl20]5
WriteText(rs Text);
'

%X, pPacket{15]);

%d", (pPacket! 16}<<8)+pPacket{17]);

spmintf(csText, "\

i (pPucket[26] <128) §
sprntflesText, An\tClass A @ Net 13 26A000, Host ID @ %dA.%d.%d.%d "
. pPacketl26], pPacketl26]pPackes{27] pPackerZ8LpPacket [20]);
Write Text(os Text):
+
else if {pPacket[26}<192)(
sEmtiles Texs,"eaaClass B0 Net 1D © 2%6d.%40.0, Host 1D 1 %d %%d Sed 36d"
. pPacket] 26 pPacket [27) pPacket 28] pPacket] 27], pPacker 28 pPackes 29)5
WrissTextlesText):
b

else {
sprintf(es Text, "Aa\Class C ¢ Net 1D @ %6d26d.26d.0 Host I ¢ %6 %6d.96d fed”
, oPacket}26], pPacketlZ7}, pPacket (28} pPacket(26}, pPucket[27] pPacket (28], pPacket[20]5
WriteTextles Tex1)
}
syrintflesText, “wwnDestination 1P address 1 #ad.Yod.9%d 26d*
. pPacketi30], pPacketl313, pPacketl32], pPacket(33))
WriteText{es Text):
if (pPacket{a0] <128) (
sprintilesTeat, “AntClass A 1 Net tD < 3564000, Host 1D 2 %d. S ded S "
, uPacket]30), pPacket{30LpPacker|31] pPacker{32] pPacket 3315
WriteText{vs Texth
H
else it (pPacketl30HC192)
sprintflesText,"Yn\tClass B @ Net 1D ¢ %d.
. pPacket(30) pPacket[31 fpPacketl
WrireTexties Text)h
H

(24,00, Host 1D © $6d.6d Y6d Sod”
20) pPacketi31), pPacker|32]pPacket33]%




else {
sprintflesText,"\\MClass C - Net ID ¢ %d.26d.%6d.0. Host 1D : %d.%d.9%d.%d"
. pPacket[30], pPacket(31],  pPacket(32] pPacket(30),pPacket{31)pPacket{32], pPacket{33]%;
WriteText{csText):
)

else if{pPacket{23)==0x06} { //TCP Protocol

WriteText("y TCP Protocol %
sprintficsText,\r\nSource Port : %6d”, (pPacket(34)<<8)+*pPacket(35));
WriteText{csText);
sprintf(esText,\r\nDestination Port : %d”, (pPacket|36)< <8)+pPacket{37]);
WriteText(csText):
sprintf(cs Text, \r\nSequence Number © $6u”
4 (pPacket{38}<<24)+(pPacket[39)<<16)+{pPacket[40)<<B)+pPacket[41));
h2nlpPacket +38)%

WhiteText(csText):
sprintf(esText,\r\nAcknowledgement @ %6u”

" (pPacket[42]1<<24)+(pPacket{43]<<16)+(pPacket[44)<<B)+pPacker[45));

h2nl(pPacket+42));
WriteText{csText):
spriotf(esText,"v\nData Offset : %" pPacket(46]>>4);
WriteText{csText),
sprintf(esText,"\\\nControl Flags : %02X", pPacket{47});
WriteText{csText):
sprintf(es Text, \\nURG:%d ACK=%d Push=2%d Res 5 ization=%d Fini
(pPacket([47]&0x20)>>5, (pPacket[47)&0x10)>>4, (pPacketl471&0X08)> >3, (pPacket(471&0x04>>2
{pPacket(47]&0x02)>>1, {pPacketl47]&0x01}%
WriteText(csText);
sprintficsText,"\\nWindows Size : 26", pPacket{48] <<8+pPacket[49)):
WriteText(cs Text);
sprintf(cs Text,\r\nCheckSum : 602X 2%02X", pPacket{50] pPacket{S1]};
WriteText(csText):
sprintf(csText,"\r\nUrgent Point : 602X %02X", pPacket|52),pPacket|53};
WriteText(csText):
DATALIP* plp = (DATA _IPs}{pPacket + 14
DATA_TCP# pTep = (DATA_TCP#)plp->ip_data:
WORD chk, result, len;
chk = pTep->checksum;

pTep->checksum = 0;

len = (pPacket{16}< <8)+pPacket(17) - 20;

result = tep_chk((WORD*)pTep, (WORD=Iplp, len):
sprintflesText,\\nCheck Sumicaleulated) @ 2602X”, htons(result)

WriteText{csText):

} //eod of TCP Protacol
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