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1. A &

exd nEE Basd AFY B304 2%
AFH Axde xgdd Bee dAd 439
AR Bagel F/bta gk #AR oldw
AEHe B3 Bel® FYsHE AL MG FAA

2w ofge Ug 3ol oNE 1 @A)
53] Bolanl]. AAel:  AA  BFY
Azl 9F F of 4087 e LRl ol

Aolzh sl2], AE BelRe]l JEste @Al
Nxdo @ WAL AddHoel AT, e

e FulAHE BHgME BHS g2 ARV
tulol 29} FYPJHA] e AHEHALE sty
olglgt EAl: AZF A=z olojd Holt}. o
TAE Az HsiA BelA 9&EskA ¥x
A"l 22 AFHY dulolx 2227t A4l
g FAE AEska, Fdstn, Af3te At
A A 2=®(Self-healing system)ol] thgt o]
=93], 28y 71&Y AK Al2=®(Self-healing
system)< 2l&x @y, 29 9 A7 FUT,
#2 A9} W (Vendor) &Y T34 22 A7
Ak,

olglgt FAE] A3y YA B =&olAE
g3 Z2E JITES KR AAMWY A&
Al 2¥(Self-healing system)2 Attt 1) ©d
TEA27 dEEo] AFdo i REE
HAig, 2) 23 AAAE A8AM HHE AR L
LXAHog 43, 3) ¥t (Vendor)d] WA H](Web-
server)E AMdte "o AHE FTFHoE
zrolrl Vendor9] &AL EAT).

oA AR 7T E olfFoE A AA7Y
SA JAFERA g BEAdoz Fyirdtn
Aok, At AA2FS AAZ A, FEEH AEES
B3t 2 EdE dFsta QU

2 =59 F4L& oOgx #o. 23ddAe
HHAF, 3FAAE AL A28, 43de TE %
Hrh, 5Fd = 2E8oE FA HUuY.

ddT
A7 A N2 2w 2Y, Ad ¥ 51

2L 2229 wgd gi§3td A4l PFE
FAsE 8L 13l Oreizy et. al.[4]12 A7)

e

=2

A H Alado #ale “ Al2" U E 3 (Monitoring

the system)’ , “ WZ) NE A E(Planning the
changes)” , 7 W3tol g 7)< (Deploying the change
descriptions)” | " A8E A Y(Enacting  the

Z2A2EE

1A &R [5106]07]18]

changes)*
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o] TZA2SL A7 AFE Y A HAL
B4 WET. wEN BAAFNME J)E A}
A NEEEY ZRA2E0] od 7FS e
Golrz, FAY EARE dotrm 189 g
g =3

21 A7F Af A2 AsEd

$8 & IBM9 A& 33 Y (Autonomic computing)
gk 2E(1] & 7Ivez B3 XY AUt
A $r(Context-awarable Self-healing) X3} Z9& X |
Zol AFAH AUt FuIFAEHZ BAHA
AgetE A7 A f(Self-healing)?l HE dAE=
AL AY Yol A&® 222 A o3l
T3 #TE JbesA dta, ASFHo=E AAE
AZ Jts EF = Autonomic B Aot} o]
27y A X8 29 (Self-healing Deployment
Model)& 7|Wte2 7]& A7} X {f(Self-healing
Al2Ehel FadE BAsa, Al2¥e #Es
543t Autonomic GAE AFd}= AUt A
A] 2 & (Self-healing system)= A2t}

i)

221BM A7t AH Al2H

IBMo A} Agr A7t A Al 2 E(Self-healing
system)-2 aA “3+2(Monitoring)”, “Z
¥ 8H(Translation)”,  “E2d(Analysis)’, “Jg¢ =
2] +(Diagnosis)”, “¥] =M (Feedback)”e] S@AI A
TEA2E il & % A Al (08S), o] €}
B o] 2 (Database)®} Z UYIF FAIXVEE
oA AAPdd =2a9Y9E  AdapterE  AHE-3tH
AAZezr  2YHY 3, IFTE =22
2 (common log format)o.2 WIAFTE o]AL
CBE(Common Base Event)'2li %t} CBE3HZ
Hgd 2% Autonomic Managerol Al A G H i[9,
CBE =ZIE 9o d#AAPL #4439 Symptom
Serviced] =& o AHUHEHE Feoh
A59HE Adtd AFHEE T A HAY
W 3y) 918} Policy Engineo] At 853 1 A3}
71 HAF AFHo]  Resource Managerl Al
AEH o] Self-healingd] 715S T3t

IBM9] Self-healing System< T}EE 7 ZojA
AAEE 238 BAYG A2l HA ol
Q%= Common Log FormateZ =ZI1& WHE3}o
Al 2]l 22271 BAE A43tn 23S AN
F A=E se FHol Utk 2 Adapter’t
Aol H@3e AXAENA AHdE R disto
AANZrez RUHY e AL 27t AAdHe
A A kAo wlE P 2o gt EZ Qg
gelo] oz o]FXA dri. %7 wEo

! CBE(Common Base Event): XMLZ Ed ¥ logoll W&t
TEAQ ZEE S vEhdrh
http://xml.coverpages.org/IBMCommonBaseEventV111.pdf

AXAESY g EYHH AFE ZEA27
gzge BAFie iz BIE FA Ao
T3 213 Ayt "ag g sl
LABAE ABE, 1AL HAHI ddE F+ UE
et A BBy

olgigt ujlgez Eu IBMY self-healing
systeme HEZHOZE  leveldod| AIslE Fu
AR, @A A|2"o] ZEX 2 Qe GHEE A
level 2 olA level 3 AX9 AujAvt 2H3E}A
2Rg 4 g

2.3 CISCOS} IBM9] Adaptive Services Framework

IBM¥} CISCO7} 3822 A3 Adaptive Service
Framework(ASF)~= A “#&#(Monitoring)”, “Z1
A S(Translation)”, “<] I}(Filtering)”, “4](Analysis)”,
“Agt @ X]f(Diagnosis)”, “¥ =¥ (Feedback)”
6dAlel A EZ2A2E Y. ggd
AXLAENA Yeve =& Adaptor’} EYHH
3l CBE ¥4oz wW@siy, x§7t "Hesidn
voEE 239 A4S A4 AsA A
2L AAH  Autonomic Managerol Al A3}
Autonomic manager= Symptom Rule®] &J&|A Hd§
A4 WPE Fob AF FEUE FHEAT| I,
AXJES Azt F Al (critical problem)yt &2 3}7)
YE FA7F L3R E ¢ Call Home Format?o
A ¥ messageE  SSP(Support  Service
Provider)/Venderol 4] Eujo] Heg HAUYES
=1 [10].

ASFE  "UE¥YE o83 =239 A%E
A B, 7]&o) IBMOA ALY  Self-healing
system2] ©3do] Y Autonomic Manager®] F-3}&
Z9. EF A FealinggE  HEF Ao
FE3Ad @A BFA HEAY F e EA9
A9 Call Home Formatg ©]&3lo] ZHAHF
qAE I £ Jde 7S AFTHAL

a2y #EEy Ae 2739 Ale]= Hu CBE
FAog WFE 29 ApojERrst AAL HFHF
Aier A WE HA Fo f23 F CPY,
Hze AlgFo] Frhste EAIFol Utk oA
A gL 8HdX Foi§ tnlo]2E AHEEHA
Aoy ga2Arge AR BEAE oF7] AFH T
2125 Call Home FormatZ ©] &3l 744 glojA
| SSP/VendorolA] X Q&x] ¢ow FHAAL
AAAE F ke Aol Ak EF o] WA FA
CBE¥ 9 21& FalA BFE& 4517 w&o

2 Call Home Format: IBM&CISCO| A} E&8E 3380
%)= Healing System™} SSP/Vendor3te] ofAlA] AF
THoFoltt,

http://www.cisco.com/application/pdf/en/us/guest/partners/partner
s/c644/ccmigration_09186a0080202dc7.pdf
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[F 1] 8 914 F 27} Z]F(Context-awarable Self-healing) X3} 24

Basic Managed Predictive Adaptive Autonomic
Level 1 Level 2 Level 3 Level 4 Level 5
Characteristic

oFYEt HEZoA
Al2E] e R
4y

spipe] HEZofA
FEH BHYE
b %)

2729 447

A2 AAE
2I7& ZUEHY,
#gelzpo) s YEE

4

A28 AXE
A4 7]ek 24 8

Healing

ECELE
HY7 §5 §4
B 2 47

EEY
Required skill
229 YHI=Z Fed FeH9 #e gigo] gigt | Blide] i | AN2H FH X
#d A4 270 gl A4 | FerF o= AyrE ol olsjE | AlH]2o] gj§ 24
H¥HE #¢
grys ag | Y =G G
24 gz =58 #e] =37

22 x5

Administrator’s burden

#ejApo) et )&

Healing o] 8.2 ¢

Az 5] AespE

TR

Aluj= FY 4%

A EET} T FE o E1{E% | Healing <& 2
=5 2z = e 3 i
il TEEE ST yrd ge

oA #Hel
Benefit

Healing £ 9/ ¢+
I} HL k9

28 &F

y&ad #el7t
Tt Yy
7Y

#2294
He GJEET}
wopg

we 9i1Es
oF 72

g A N9
EP%-

etz el agjo)

77

CBE&E 9] 217} 3HE0}A) 3 Autonomic Manager®l
osia BAMH7 Aol HAHF AE FHulok =
88 Ao ASde FE2 F ge g
At

oL Fsle] A o] N2l AT Level 4
Z Brlde o443 FEst Ao

AolA AFPHE FAE sHEstn 2ot
A 3h B =R E 3
o o] H E(Multi-Agents)E  ©] &3ttt AsS izl
oz do]HE(AgenyEol FWH AL AAsta
AASA UixFdFezM Bk &E A (Autonomic)
27} A $-(Self-Healing) 2 F33 4 vk
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3. AL N&F

At ANx"o AL [(2¥ 1]% Zoh At
ANAEe Y3t 42 FXUESZRE AAdHs
27318 ®UEY 3FE= Monitoring Module, BA€
E31E Filteringd}3l CBE¥AY =212 wWIge
Component Agent, Al2E9 A% RUHHYSI
2| $3lE System Agent, X EXES Al2do YEHE
18l =  Diagnosis Agent, A¢®  ZAFe] oid
AL ZHAASE  Decision  Agent, 573
AXE g 4o (Vendor)9 A ¥ (Web
Server)® AMsY ey HRE HALE
Searching Agent, %]z}l 7]



AFE A% ARE ATy 2AHEES AAPES
A" AFE A AL FFA7]E Admin
Interface® T4 &Hol 9t

Web Server Of Vendor

[2% 1] A A2 PHE

3.1 Monitoring Module

o] REL Z+ HIXJEESS =2 AAHE
AABe2 BUHY 37 Y8 2 H=2) gt
BRe o] FRo| thFstqd EIE CBEF2OZ
W E3E Component Agento] W§ ZHZE o]
Bl A(Array) Wol Ex¥(String)ato® 7kAz Ut
Monitoring Module> A}4lo] 7Ax Y BE
239 AR £AFoR HIse 2anAdY
ApolZ27t WA HUEA FRIdi Alo]=2 ®Ao]
DABH ol3-H = Component AgentE A PA|7t}

&<  Monitoring  Module®]  F3 o] g
g agjFolt}.

Stepl if1A 271 A2E 9=
Step2 AA| FHY Afoj=2E
o 5g Ato]Z ¢} wlmg}
Step2.1.1F d A 7Y Aloj=¢}
A TGy Alo]zrt Zod
ig s F7HAI T
ELSEIF &dA] 5 Ato]=9}
o] 9 = Apo] =7}
2= Fom
i A Component Agent
£ A8,
Step3 Step 1 &2 ZHc}

3.2 Component Agent

Monitoring Module®] Component Agent-& 23 A]7]H
°] Module A7} R -f-(Self-healing)2 98] Lo
2avg FE39 CBEFoz @EAFJL. o]
HAHE 98l Agent: Preprocessing, Parsing, XML
Generating. @AIE A X}, Preprocessing A=
g3 2L YFo] dojdrh
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Stepl 21 T Pox vt oA o
A7 AR e AQY 209 9NE
g
Step2 Th&o] MY a8 9=
Step3 “not”,’unused”, “error”, “reject”.
3} e A9ss ded gt
Step3.1 IF (1 ¥4 =7} &A|31w)
2 23& 39
gdeoz FFIY
ELSEIF (719 =7} &431A
gow)
Step 42 7+t}
Step3.2 stute] EQlezd 238
doldz BEgn
Stepd ¥i8)E £8

Preprocessing @AIE AHXAWH 3dhte ZaEe 2z}
dolE2 UHA "o oEA JUHZD doE
Parsing #A3& FdA CBEolA <ujdte &4
FZEF wiEEd o] w 2o IFHARA UA
% WEol CBE logE AZ3s7) s w3
AL7t 9o & =W IP address, Host name etc.
ol9} 2 FEL WY  Configuration Fileol
AT 22T o AET £ YA F gL
[ 2] Pasing &8 I1HO2 FAZ Aok

Word l Configuration
- | File

— 3 3

[Parsing words with Configuration File |

Parsed
Words

[Z% 2] Parsing 33

Preprocessing™3-& A% Words®  Configuration
Filex} #7) IF ~ THEN ruleo] & Parsing®3 &
AAEA CBERI] Eo¥ £AuUES=E Iddoh
o] £A4}EL XML Generating® A& AAHA XML
Schema®] @& CBE 212 Wgdth

3.3 System Agent

System AgentZ ©h3 [I1% 3] Zo] o2 ZEEZ
U old ot



Management Module

[ Sensor )[ Executorj

[Z¥ 3] System Agent

Sensor= CPU AR Y Memoryd B @A ALE-F<
T2A2 HB, Job ScheduleEE EUEHH 3o
Management Moduleo]] A] A &gt} System Agent ol
2l+& Sensor’} Component Agent2 F-E| CBE LogE
‘i‘—}.O_‘?i Message Generator= CBEZ19] o]& 7153
MemoryA X, Job schedule®X, @Al AlELF
z2Mq2 AHXR, gz #AYA A H(Administrator
information)& F7}3l] Diagnosis Agento] Al EHdt}.
#elA ARE X f(Healing)ol AHHRE F¢
FalApol Al ol& dEle AR #AI AR
Management Module2 Sensor2%H XEUHHYH
Arol AR diFd A2g JAn HFT
dFA FZHog AT EF CBE Logot
AolX AFT A" FH HEEY FeE
93 2YUH® E HHEEL Message Generatorol 7]
Ads £
F/tH o= Management Module-& Decision
Agent2FE w2 X WY (Healing method)E
wolr] #4313 Execution Moduled F3] HA3g
ZAE AT

3.4 Diagnosis Agent

(¢}
L

§

Healing SystemW oAl System AgentZFE u
2389 W&E 7NeR 7 279 A@dE
J}Olz‘s}"’ JelE @@l Diagnosis Agent?] E%}

1YFL e 2.

Stepl messageol A/l CBER1& F&3%t}
Step2 CBE 219} A correlator component

HEO o
Step3 1] =g f\lﬂtHOﬂ LA Agd
208 &=

Stepd ATE 22 & SelAHY )
Step5 I[F~Thenrule 7|¥to2 218
SR

Step6 CBEZ 1 ¢} 7] v Al2¥ A
ARl AGARE Decision Agentoﬂ A
A g}

3.5 Decision Agent
Healing SystemW ol Al Diagnosis

ATARE 7jwtoe =z 2§99 TS_’_,. A A s},
FEAA4 AAHE AR #HL 223

2o

ol
o
3, ©
0, I

AR Af, A AR olFe] EHA
Aez ART & A YAHY AfAEe
2R AHe el Ay AAY, A HeR
A2 AFSES st Pdol Aok dEsW

HEAA H4AL BAY, 94 dE2ZgHE FIIE
g3ste WEol aZold, ZEFQ MEE
g Ao izt ZEAA XNFHH ot dE
Eo] AJAHX, Restart, Rebootings 2 WHeo| it
Decision Agente ©] WHEZ DB(Database)Oﬂ (23
413 22 HolE9 FHE AFASATIE xA9
aE AFHEES geo oy d3ke 270
EA3HA] &L H $Decision TreeE o] 83t 713
A% Af  Pdi(Healing Method)S
System, Agent’t ©]& AP F Jv IE=E
B

A 28 4 FX Ay A SHELS
BAst HAHo AFAPHE ZAs] AT
glo]EBo]t}, “ DECISION" Columng XA x|
G B F4dE A AFE A “ RRoot
Solution)", "T(Temporary Solution)", L% 7 TR(first
Temporary  Solution, second Root Solution)"&
AR EE =&t} "FEEDBACK"  Column<
Decision Agent’t Bl XH& 3 =& Agg
%ol System Management Module2 %8 %<& 3 &&
eI

Decision Agent™= System AgentZF-E T2 @A)
2 A A E(CURRENT JOB)H ¢o=2 3= Y
2 A Z(FUTURE JOB), o] & V5%
W] 2 2](AVAILABLE MEMORY)9 # &3} Decision
Agent7t 2§  AXFH ] -$HH(TEMPORARY
SOLUTION)3} #2243 (ROOT SOLUTION)Z
At 2 HolEmy ¥udd. wF Ze
Jlelo|H A FEEDBBACK®] Positive?l & (row)S
ZOWDECISION  Columndl  %E  AFEs
AR gt

a8y 22 #HYEe Erowel & 4S5 ID3
diglEe o|&g ZAA E(Decision Tree)E
Asta o] Eglg T HY ALY ARPEE
AR D3 agEFL Foi dHde] i
duistd BHTAE A5, 7]E 7HA 2 YA

—

PROBLEM - TEMPRARY SOLUTION = ROOT SOLUTION CURRENT JOB' FUTURE JOB AVAILABLE MEMORY | DECISION . FEEDBACK

CONNECT CHANGE CONFIGURATION ~ REINSTALL - NULL
AVAILABLE NULL RESTART . NULL
OVARLOAD  ALLOCATE MEMORY REBOOT

BACKUP

NULL 80% o T POSITIVE
NOLL 0 80% __ . _ R POSITIVE.
NULL - 80% _ 1 TR POSITIVE "

[Z¥ 4] &% do/&
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ke Ade BRA dtd A8Y 4 de
L38% ok o] LneAFE e 2k

Step0 FEEDBACK®] Positive?! rowE&
table= A A g},
Stepl F¢ Ftabled] A Z(roo)==7} E
e EAE 23 o
Step2 & =EZ& B EXI PR 3t}
Step3 ¥-%2 29| <l E 2 3J)(Entropy)E
o533 Zol AL
E(P)E Entropy,cE= ¥ H7 ¥
2o Npe A HEEL] AF
NIZ AF cl 9 Aol
Stepd FExE9 HHEL EF3lE
E3& dggr
Stepd.l1 & == HE BRELTZ
T2871 712 AHSEHA e
EE ERAE o diztd F7He
E3& A8 B4
JdEZY ZALHE T
Step4.2 Stepd. 1o A 73 AEZ ¥ 9
atol7} 743 & & ZA=
ERAE A9
Step4.3 ¥ E2=To o] ERo] gt
ERE 4839 A xEss
H7tgd
Steps A 2AHELYY Z d¥ =5
HEoez 1 =29 HEEo] &3l
S 271 T o]3AA AAMg
Step5.1 T BRE oL ==71 & )
EQP29] HEET T3
gugEFe 59
olyd s E9 &% FP27t

o] ZuEFAA“ 53” 2 FEEDBACK, %A
Z A2 AE(CURRENT JOB)H oz F38 3¢
2FAZ((FUTURE JOB), ©°|& 7}s% =g
(AVAILABLE MEMORY)°|t}. Decision Agenti= ©]
A5 JQEZH #FAFE Tt #4749 @&
Blugo R AAY E&(Decision Tree)s 33l
HEHd A43& WA At

o] ¢31EFL T3t HFAHA AAo] YA H9.

Decision Agente X +5 3t 23 HES I=E

System Agentol Al ¥]E T} o] W FUZ Fhte
A TE BuUA L2h] o] W ol
AR LR A"l AZAd fFPo] wEs
A7t JerE, oy 7R S FHACAE
AaA A B

System Agent® ©] AIHEE AYdlo Al2"S

2833 A%g Decision Agentol) 7|
3] = ¥ (Feedback)3 k.  Decision Agent=  System
Agent2HE  WE I = wl(Feedback)S 7Z[NIo=E

7} 3} 845 (reinforcement  learning)2 30 zFAl9]
A28 FHAAA Y3t

g [2¥ 5)E B =EolM 7238 (reinforce-
ement learning) [12]2 & &3t oolr},

Daczion
Agent
state &, raward fr
aetion &

1ter
, System
b By Agent
i

(29 5] #3% 9%

Decision Agent2FF & fAXE AFPA
System Agent= ZAdo] wet FAHH(Positive)ET
B 2 (Negative) T Al X| (message)E 3| =¥ (Feed-
back)dtAl H 1 o] AF}E-L Decision Agent®] |-
HolEd oA sEEHRT.  oRAE  H3iA
Decision Agent System Agemto) Al X|-f-(Healing)7}
HAEAE ZFs719T HHE o] Rtk

3.6 Searching Agent

ek ojE HIFE ANZEE ¥t $AHAL
oA oiF HXE W (VendonE £33
A Ftolol FriH, o] M2 U o]¥l E(Event)7}
e 2 (Log)’t A HYSW  Diagnosis
Agente G 8tA] X Fx doh. o7 F¢
Searching Agent< ‘"google"®} TS AAAAE
o] &3l CBE Logdl WAIE Vendor® Patch9}
#AAE ¢ Alo]EY FAE ol ¥ Zol FEH
A9 (28 6]7 Zo] Searching Agnet 39
url SRS A3t Uiyt Wste HFEHA He
urlE FAdsta FAdzel s A AR AN

http://wm.google .co.kr/search?hl=kokie-UTF-8&newvindou=1kq=sendnail+rpatchesite¥3aredhat.conblr=
http:/7/wni.qoogle .co . kr/search?hl-kodie~UTF-Ranewindou~12aq-apache+patchesitednapache. orghlr-
http://wnm.google .co.kr/search?hl=kotie=UTF-8tnewwindov=18g=vuftp+patch+sited3nwu-Fipd.orghlr=

[Z¥ 6] URL &
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AL E  urle] F&E, s HoAENEH A
gy (patch File)d] HIAE ""“E} H39 w3
s}Y(Patch File)?] FHFA7F “ *rpm” ot “ *pkg”
Ze AYstd X F 2o —E‘—ZH?‘S}E Hdo|d
Searching Agente 2IAHEZE A3t Decision
Agentol Al @AY, a8y AR ¢ *sre” 9
Lol Aol Y3 HojA AR FL& HIL

A 9 Holxl ARE Admin  Interfaceo] A
dA#E

ok Searching AgentZ} ¥l Ti(Vender)oll Al A3 3}
sx  FY(Patch File)d wurld A ZIhA
Vender®]  AlAB(Board)oltk FAQARE ol
Admin Interfaceol] A] @A

3.7 Administrator Interface

Searching Agent’} BUIF+ AHEE E F
quzke3 dEHo 29 GTEEQ
AR F de AEIFH)2E AT AHEATL
9o AEHo|2E B AP &S 2AHER
ZAXElo] A 31,  System Agents= O]
APzt A7}E ) =W (Feedback) 3t}

4. 78 2 B

B =FoA Ags A2"2 Linux kemel 2.4
o)A JavaSDK7]Wto 2 T2 EEIYS TR

Healed System

Management  Servert= Oracle 9%  ©]&3I3x
2} 7} 2] (Self-Healing) & B 22 E (test) 5} 7] AS
273 RedHat Linux 2.4 & /var/log/message®] U+
Z2IE ol &3tk

41 74

g (29 718 B =EdA Fhste AV AH
A ~E(Self-healing System)®] H|F3AHo] I
A @& tholo] 1# (Sequence Diagram)o]t}.
Monitoring Module> A28 Wox HAEHEESS
237 2AHE AZ2E AANIeE XUHES
sty (29 8] T AEE Eavt LAY
Component AgentS A Y A| 71},

Component Agent= AAZE EI9 7]1YE(Key
word)E ZtobA] Healing2 98l A1gHojd 2UA
#agicl. Tl 93lE Y= Key word)E  2A
2P AL Agents AT [2F 819X 2
2aE “reecting'olgtE AAFH JI¥9=E JHAu
At} o] B¢ Agentts 2IE [1E 917 22 CBE
o] 237 WHato] System Agentoll A] A F g},

Searching Agent= #H® Urlg A9 doj&
Hlo]A  H o] E(Database table)l]l v AR}
Atkzt &g wTi(Vendor)l 1A Bl (Webserver)oll A
497 3t ARE AT ZNE FEES
Ag7t "8I} ANz"ke FEste #AYAY
QlE} s o] & 3}H (Administrator Interface) . 2 B U] =] 3L

Healing System

Adrministrator [ Monzhf Log Tran Diagnosis Decision Searghing
t Marn ant
infer Componen I I l l Zz: :}: ] Miocule ule Modue
B ’[1]mon|tonng
4
] Generated Il'n]onlbr ing
! [ emerggncy ]
- Healing
not Exist a Kfeyword]
erminated I\Iﬁ)du e
[Exista
WOT
tags ® cop | CBE +/odded dafa
Analysis and
Diagnosis
[re:
i I _L_JDeclde
Annn'nrin{n Methnds
. ! iNottms_um.Lemae&i
Healing Feedback
'LJ‘J. Retrieval
' Learning
[Fle=*}pm | *.pkg | *exe ...] (Wieb)
= ¢ e
Pt uP
[File = *.src | *bin | “ar ..} o | /////
" ) H =
[. Dwmng script Send Script b~ F b:ac I_[:ILearning
: Patth pack
[Not Found Patch] send Related Information [J"‘] Feed — []:] Learning
Whiting script Send Sceipl : T
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Aug 31 13:53:19 selab.skku.ac.kr sendmail[13543]: NRA13543: SYSERR(reot): collect: I/0 error on connection from [220

[Z¥ 8] 4¥€ 22

<CommonBaseEvent creationTime="replace with our message text" globallnstanceld="NFF58C6B0F4211D880B8OBFF6BABC2170
<situation categoryName=""Componentid:&#x9; Application Server;ProcessId:&#x9; 2676;Threadld:&#x9; 6aé1d:

<situationType xsi:type="AvailableSituation"

</situation>

reasoningScope="replace with our message text" ope

<situation categoryName="ComponentId:&#x9; Application Server;Processld:&#x9; 2676;Threadld:&#x9; 6a61d

<situationType xsi:type="fAvailableSituation”

</situation>

reasoningScope="replace with our message text" ope:

<situation categoryName="Componentid:&#x9; Application Server;ProcessId:&#x9; 2676;Threadid:&H#x9; 6a61d

<situationType xsi:type="‘AvailableSituation™

</situation>
</ConmonBaseEvent>

reasoningScope="replace with our message text" opes

[Z¥ 9] CBE ¥4z Hidg 22
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Diagnosis Agentt= System AgentZ ¥ @&
o M) X] (Message)s CBEH¥& EA359 Logzty
dA¢dE #F3 AYE Jded. JgdE 29
7]&o]  System AgentZFE W& AJAE A
A ¥ (System State Information)= THAl 7135 o] A A
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[2¥ 10]°14 ¥EWrAH OS2 Windows Systemol| w3
A (Patch)d] A= WL T A Y (Patch
File)E oA A3Pstyd "o}t upelr] EvlY] Exec
HEDS FFH P} Linux/Unix System? A9+
ol 3 Y(binary file)2 A= T ¢FL
AT PBHFY(Compile) EE mmol} pkgF 9
Fez x5 ddh o] o= 9 EntY 7S
H4gds] E83d drh. W FAEQ AAo
2o A9A4d vw uE ™3 88 5 Ao
TS m X (Patch)e] &2 Wyl ofzio] A&
Web Browsing BoardE® &34 AT F Ql:,
AdEA = 23HEE [2¥ 1009 A
o H<¢l Text BoardE 34 FAdAY AH
FAE 7 Aok

Decision Agent™ Diagnosis AgentZFE W&
ARG AR L AT ARES Mt EA
Ao b HHF AHUEHE At Xf
o] ME g o] X H Diagnosis Agent=
Zlo‘”‘%‘%" TAsAt AP AT Code¥
Z3YE, AFE AT 23YE FH= FA3o
System Agentol Al X Jith  System Agent: 9]
v Al 2] (Message) & ok TPk, FPF AHE
o] &3}o] Decision Agent® 733}% < (Reinforcement
Learning)A 1 ¢}

42 N2¥ 7}

ANzd" Hrte 2o 2UEY H2E, 23
A7 WAFAAANAY FEH, TEAR &,
AFE BFAAY dAs=He vrkA #Hde=
Y3t

213 2UYHY H2E 7|29 BMF Ciscool A
A WAL AXUEAM AdHe =g
717t} Adaptor7t EUEH 3te A& AR
oA AXTUE F7t @AY d, dF I
BUEY S T2A2 F EF 9 7 oJof ke
AL Ak ol EAES A HsiA

A QYA 2~¥ 9] Monitoring Module7} 52 Al 2o
EZAse 28 O EYH™HELE AL



el vd  ZEAAVE HEEd AFEE
Yaloz 228 HLs a9 59 Feol 2o
TUHY E2E9 fEAL I otde AL
AFE A8 Azl FFste F 229 FE
71EY WAg B E=EA Agd waoz

Girold AT Aol

1) 71& %4
P 2 Cand M=C

C=Q0 andM=Q

“ H=P+M 1)

il

P2C, M=2
C=0 o]i M=2
“ H=P+2 )

(P: W2 FFie FLIEEY
F Z2AZ F)
(C: FEVEEY F)
M: AXJEE EYHHFE
T2 A2 F)
(H: Self-healinge 93] djxgo] FF3
TEAL F P

A A AN H=P+1° oYL H=P+2¢
o] 8= 7129 Monitoring Module®] #1323 (fault
tolerance)E 93 o H]Z Monitoring Module& 3}1}
g F71etg o [3¥ 1112 7]1£ Self-healing system
3 At 2" vlEe] ALLHE BT Yo

71& Self-healing system2 FAXWE 9 F7} F71E
golch  dzzg] AMgEel Frbete BRlEEFd
AsE RAAE, A A2Ee AXPE
718t E =z AFEEo] AT FFE de
A&3HA AsE B

£ Mamory Ueage

damery Hsage
B = h W e DT - B

- . o T i M o e o e

e e o o WP

) 2 > “ 8 L] ¥ 8

Number of Compoient

wlfus Pirant Setthai g opten w8 =Eridiag Zahhasl arm
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[Z¥11] 22& BUEY dler AHEH= B2

23 o3 9 H3e 584 7€ AU AH
Al 2Bl (Self-healing system)2 HEJUE|A A€
2E CBE(Common Based Event)Z W 334
gey s7] "ol H@EHAHA 29 4S9
3712 A& AdTsol AsHe HlASE] &A1
At
Aokd  A7F AF A 2E(Self-healing

system)< AEXWUEA WY 22 YA A=A
“ Key word" (o= E£9] Not, Reject, Fail, Error
=5y Zan, 3 7 Key word"7F 22 W9
ZA8tH X (healing)7t LY 2T UNFdY
WA deYE JAH L FPstn, (BEE WS o
ol WEAANAN =219 Fo AVE U
Aol AstEE Hags MAde Wgoes F2
235 714 $ot.

<8E 500709 218 YA eE X +r(healing)
7} H8% 2ae O¥A ¥L E2EaE FY3HY
219 F9 A7IE /AR Brh . 29E
A7 AAZ X Fr(healing) € A3l AHEHE 238
20% W R, ¥Ed 209 9 277 71EY
wano zolzl AL ¢ F AU [F 2].

[E 20A B RAAR 7EA2"H} A
AN2"e  ztele  "HHI = Aot At
A 2€le CBEE W37 Ao FEY FIAYE

[ 2] 23 79 Alo]= H &

e el - Existing Self-healing system ; L
Created Log 100 200 300 400 500
Translated Log 100 200 300 400 500
Filtering Log 26 87 90 103 106
Translated Log Size | 260,400 byte | 520,800 byte | 781,200 byte | 1,041,600 byte | 1,302,000 byte
. . Proposal Self~healing system G R R
Created Log 100 200 300 400 500
Filtering Log 26 87 90 103 106
Translated Log 26 ' 87 90 103 106
Translated Log Size 67,704 byte 226,548 byte | 234,360 byte 268,212 byte 276,024 byte
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