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3. CSP, Casper and FOR

3. 1 CSP(Communicating Sequential Process)
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3. 2 Casper(A Compile for the Analysis of Security Protocols)
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3. 3 FDR(Failure Divergence Refinement)

22 TTZAH, CSP 20z 448 IIYE Sl 88
o £49 gH=E(

=3
2ot YOl A Y, AEHD 22 2O 4459 @
T8 NS S200. 018 B 82 288 BIAIX
2% AL PAS BOR0, 2A AU HsHMUE 24
# EC. 3 29 TREZ0| $CA RF00H ¥ QA
Oy, SFY, UF, RABNY 22 BARLY BHEO
S0 8 2A £2000

4, Casper/FOR & 0|28t BCY Protocol 24 & 21}
4.1 Carlsen BCY Protocol &4
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#Free variables

v, U Agent

s : Server

pkvd, pkvm, pku : PublicKey
skvd, skvm, sku : SecretKey

SPK : Server -> ServerPublicKey
SSK @ Server —> ServerSecretkey
tsv : TimeStamp

dataV, datal : Nonce

ru,rv. Nonce

InverseKeys = (pkvd, skvd), (pkvm, skvm), (pku, sku),
(SPK, SSK), {ru, ru), (rv, rv}

#Protocol description

0. =>v:iu

{a.s—> v : {v,pkvd, pkvm,tsvH{SSK(s)} % digV

1b.s=> u: {u, pkuH{SSK(s)} % digu

2.v=>u:rv, digV % {v, pkvd, pkvm,tsvH{SSK(s)}

3. u-> v {rul{pkvm}, {rv.digU % {u, pkuHSSK(s)}Hru}
4.v=>u: {{{datavHru}Hpku}{skva}

5.u->v: {{{dataUHru}Hpkvd}}{sku}

#Intruder Information

Intruder = Mallory

IntruderkKnowledge = {Provider, User, Sam, Mallory,
Nm, PKvd, PKvm, PKu, PKm, SKm, SPK(Sam), Rm}

#Equivalences

forall nu, pkvd, pku, skvd, sku, ru .
{{nuru}Hpkvd}Hsku} = {{{nuHru}}{pku}}{skvd}

forall nv, pkvd, pku, skvd, sku, ru .
{{{nvHru}Hpku}Hskvd} = {{{nvH{ru}}{pkvd}}{sku}

% 2. Casper 8 0|88 Carlsen BCY Z2£2 HAl
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Secret(V,ru, [U])

Secret(U,pkvm, [V])

Agreement(v,u, [ru,pku, skvd])
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# UIU"“ 8—?/\}8’4 stefiol thol FDR 2 interpret JIs S
5 = 18 30 20

0. ->Provider : User
1. Provider -> |_User : Rv, {Pkvd, Pkvm, 0}{Ks}
1. I_Provider -> User : Rv, {Pkvd, Pkvm, OHKs}
Time is 0
2. User -> I_Provider : {RuM{Pkvm}, {Rv, {User, PkuHKs}}{Ru}
2. 1_User -> Provider : {RuH{Pkvm}, {Rv, {User, Pku}{Ks}}{Ru}
3. Provider -> |_User : {{{Provider}{Ru}H{Pku}HSkvd}
3. I_Provider -> User : {{{Provider}{Ru}HPku}}{Skvd}
Provider believes Rv is a secret shared with User
The intruder knows Rv
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