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Router#show ip route
Gateway of last resort is 192.168.1.33 to network 0.0.0.0

211.106.165.0 255.255.255.192 is subnetted, 1 subnets
C211.106.165.64 is directly connected, Ethernet0
192.168.1.0255.255.255.252 is subnetted, 1 subnets
C192.168.1.32 is directly connected, Seriall
$*0.0.0.0 0.0.0.0 (1/0) via 192.168.1.33
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19-May-00 17:31:59 drop inbound udp scan.wins.bad.guy
MY.NET.29.8 netbios-ns netbios-ns 78

19-May-00 17:32:09 drop inbound udp scan.wins.bad.guy
MY.NET.29.9 netbios-ns netbios-ns 78

19-May-00 17:32:20 drop inbound udp scan.wins.bad.guy
MY.NET.29.10 netbios-ns netbios-ns 78

-——- snipped -~---

19-May-00 18:15:18 drop inbound udp scan.wins.bad.guy
MY.NET.29.252 netbios-ns netbios-ns 78
19-May-00 18:15:29 drop inbound udp scan.wins.bad.guy
MY.NET.29.253 netbios-ns netbios-ns 78
19-May-00 18:15:39 drop inbound udp scan.wins.bad.guy
MY.NET.29.254 netbios-ns netbios-ns 78rt to

28 (3) Y 23(CHECK POINT FIREWALL-1)
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{**) NMAP TCP ping (**)

03/21-13:33:51, 880120 209.67.78.202:1029 -) 211.49.132.23:80
TCP TTL:46 TOS:0X0 ID:19678

YHeRA* Seq: 0xE4F00003 Ack: 0x0 Win: 0xCO00

(**) Large ICMP payload (**)

03/21-14:30:40, 110169 209.67.78.202 -) 211.49.132.23
ICMP TTL:255 TOS:0X0 ID:5487 DF
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Nessus Scan Report--------—-=—--— —SUMMARY
~ Number of hosts which were alive during the test : 9
- Number of security holes found : 54

- Number of security warnings found : 113

- Number of security notes found : 303

TESTED HOSTS
10.163.155.2 (Security holes found)
10.163.156.1 (Security holes found)

+ 10.163.155.2 :

. List of open ports :
o ftp (21/tcp) (Security notes found)
o http (80/tcp) (Security warnings found)
o snmp (161/udp) (Security hole found)
o general/tcp (Security warnings found)
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