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Point Quadruple Operation on Elliptic Curve Cryptography Algorithm
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G934 gsA2Radg 73 2o Se Qe 2ne 34 80 B =RdAE A&
o FoH-S4 (double-and-add) LRAZOE Ae)SAA 22 FA AL As] Wujg-RA
(quad-and-add) $n2)Eg AH&3H7] 9sted M (point quadruple) ABE HEIT FED AL
C Z2ayg Agste] Ax) Adel 283t SUSAT. WY 223 4L HATY FEAA
de BgHolw we ANg Adden S8 + o

ABSTRACT

The most time-consuming back-bone operation in an elliptic curve cryptosystem is scalar multiplication. In
this paper, we propose a method of inducing a GF operation named point quadruple operation to be used
in the quad-and-add algorithm, which was achieved by refining the traditional double-and-add algorithm.
Induced expression of the algorithm was verified and proven by C program in a real model of calculation.
The point quadruple operation can be used in fast and efficient implementation of scalar multiplication
operation.
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.M 2 quad-and-add ¥}2o] NEA ALHU B =
AMe quad-and-add M ALEE 5 e
B 4 95 &8 AE HA8Y 9 7B point quadruple A9 TE wisiA Hoz
Azro) wol He)dA oiFEE AAE AL  gEam, A4 ZTAcHes AEgd Er)
ohg A3 ol F B dAe WHEdY 8% grg 2o C ZzaYoes Zue] A%S
E 278 Fdolth 9714 k= GFQ™) 49 9  wrlsag.
ol9] AHfolat PE GFR™ AolA AHeld ey
4 A9 L9 Holrt
. ERE=S4 oidt
kP=P+P+ ..+ P @
B FA dE A2"dA 2z F4s T
AukHl A4 FAdN Aze FAe # W B w PY Wol ARSHEA JIEHA WY
F9g v oe) W P QA dim (Hna  doubleand-add F3EF L AR Aot [1]
e 5 gol oE o) FujA Qo] (GdtmA  ©) WAL RSA ¢E AXHN FFY P A
e F Hol g ) UWRET, FARTE 4 22 AF G4 FAE 9@ ALI}E squ-
e WA AL + A= Pyo) FRET.  eeandmultiply FA%} FASRGD T & e,
2 (1) WmE2A Aste WyHLe AFHe=RE
double-and-add ¥}2]o} ALR-Eo] A%, HI
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m—1
k=02 (bie 0,1) & W FnedZF o}
i=0

st 2ok ExF oA 3 A A2 add(),
Tl d AL double() o]t ¥ gt

Double-and-add algorithm for computing kP
kP :

k= 3b2* (bi e 0,1)

i=0
Pi= Pz, 9)
Q=P
for i from m-1 downto 0 do (2)
Q = double(Q)
if =1 then
Q:= add(P, Q)
end (Q = kP)

o] gneFAM FoF AL Hx mIYy T
g Aike H3te kE olAs4E FAUL e
Hamming weight?t59] 3 ti4g dito)] g3}
te Aotk o] BAE AN 48, 2 JA
whalo) Aetsdth 2 % drt Non Adjacent
Format (NAF)& ol &% #2Qd], ¢4xng)§L
<3 29 2]

Binary NAF method for computing kP

t—1
NAF(k) =¥k - 2°
=0

kP
Q=0
for i from t-1 downto 0 do
Q:=12Q
if k=1 then Q= Q+P (3)
if ,= —1 then Q@ := Q— P
end (@ = kP)

A e kPE AR 31 k9 oW ¥F
of t§ redundancyE AlEFt} AW kS
NAF =i vlg] uppojel gris @ye] gid
olith HHE Yue quad-and-add B 0|9
gnEos g 4 (99 2ot

Quad-and-add algorithm using radix-4 redundancy
kP :

=
7

k= Y rA" (r= booth recoding %)

P = P(z, v)
2P := double(P)
Q:= [0P, +P, +2P, — P, —2P} & 31}

for i from L;— — 1 downto 0 do

Q:= quad(Q)

if (ri == +P) then

Q= add(P, Q)

if (r; == +2P) then

Q:= add (2P, Q)

if (ri == -P) then

temp P := neg (P) @

@ := add (tempP, Q)

if (i == -2P) then

tempP := neg (2P)

Q = add (tempP, Q)
end (Q = kP)

714, B =9 ol wiyt He Jg 75
71 A8 g A gAC T Wi double() HibE
FHste AL APAIZ] HEAM, 9 d
o Ty A4S ol &ste, vy A4d (point
quadruple; quad())& F=3td t&3d e 4
B)E 4g F Utk

Point quadruple operation (quad())

« P(z, %) = Q(z, 1) is the same point on an
EC.

-if x1 = 0, the result 4P is O (zero at infinity)
~if x1 # 0, the result 4P(z, %) = R(m, )
x3 and y; are as follows,

?

B=A+N+a,
=1+ (\+ 1)z,

z2
)\’=$z+/\+1+—2;—, 5)
=N+ A+a,
A= (z1+%).

. 48)E ciste] 7|5 HS

FEE Bt F49 4y AL HEEr) 9
}A, 27 FH AN AR BE2og YR
AFsTh AR E5 AFL 71 Y wHHy
FEA F42, F8A8 dxAZIz Yo AFs
I HA BE2e 4w o4l (state machine)g E

st AAR Ao} FHae YA HA2H B2 §
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FIAGFREAYS 2004 2ATHHEUIA A Aln

AZsR. 29 ANFQY F=29)
FA& 53 ¢nEFE 39 C
xgagoeg HoAY (simulation) 3o HZ3}
pei=
wA {3 FANE AFEH) A T
HZ ¥ Mastrovito] A4 F47] [3]8 C dol2
F83 1 B2E WE (test vector)ZA 1938 E
deojof deE FMAA dFHIHAY. C A=
718 ¥ FAV e dndFgd 7izxdo Je
HA7l fE LFE TAANA oy dAde
dnFe] 55 WE RE AHE FHoZHN
gasugh =3, 14 A2AFE URiA7E A
|3l HAFol EE&IHET AA 2B FHE
AZ37] M e BHY F4 A9 EAe
M43 (generator)o] Bt FHeo H5E F3)
73 93 0% deds AME &3 n-
= 0% A9 deozi AFE P34
4. =¥ 18 29 2= &2 double-and-add 231
e1&3 quad-and-add F1E)EE AMESIT AIE
M ANRA quad() Q3L ARSI 192 A &
Ho A o 243 3d 53 943 0% d= A
BAFe Zio|n

Lot

doutle-and-add

step# O:daude-and-acd
0_DOBB7D19_2H0367C8 (BRI A 7E3CA14 ABS1350A AEBT7TERF
1_CEA3366 07CA04AC, 2967088 DBCADTFS_96FR722 _4CCECREC
step# 1:double

1_756FF0DC_810F7856_023CH5C B14481F3 A6685728 B15130A3
1_07188367_58304440_217ADBAC ASEFB0DC 85CUERAC_3FaB1662
step# 2:doble

1_1549FE34 2A808066_CORPARE_ACB1D415_00809840_86F38447
1_COCC061E_00D1960A_50F7FEB3 AB6B0AE3_400F431E_4BCO830F

step#190:dadle-and-add

1_26548867_65358608 06FOPERC. 5118095k 20005601_FDESHOF
0 SC3BCACD 837AGAB1_97F97238 30P028E, 1797902 582007
stept#191:dauble

1_5AE7384C, 93647598 6475718C 069EF793 SF2ANCOF, 2466R8E7
1_38C5621A B07AETI9_AESE20R0_FAERBG6_ 20860680 138C8CAA
step#192-double-and-add
0_00000000.00000000. 00000000 00000000, 60000000_00000000
0_0000000000000000_00000000_00000000_00000000_00000000

Y 1. double-and-add 2229 A2

quad-and-operation

step# 0

quad-and-add(p)
0_DOBB7D19_2E0067C8_03FI0E1A_7ER2CA14_AG51350A ABS17ERF
1_CEBA3366_07C304AC_2967067B_DICAG1 F5_96rR92722_4COECR6C
steptt 1: quad
1_1549FE34_2A898066_CO3AFB_4C810415_00809840_85F3B447
1_C0DDDB1E_0CD1 9604 _50F7FEG3_ABBE0AS3 ADOFA31E_4BCOS3F

step# 94 | quad-and-add(p)
0_24771C2C_8E33F4A9_81965ACO_5FBCBDE2_4A0FCI03_6208E770
0_90500FE8_02308800_25000682_0581E98C_ 43935674 8ABT2F10
step# 95 : quad-and-add(p)
1_2654E867_65358608_05FD2ERC_511BC95F_20995691_FOESSFoF
0_9C3BCACD 837A6A81_97F97238 30P086F_1 797902F_5829FR7
step# 96 : quad-and-add(p)
0_00000000_00000000_00000000_00000000_00000000_00000000
0_00000000_00000000_00000000_00000000_00000000_00000000

28 2. quad-and-add 2 0 2 9] A

V. dglm s "ot

Ay e 89 34 45 A&H, & £
A A J1E A9 i A 2 FAd
3t R PR, M2L quad)) A3 FHE
o] APsAt. ALH quad() Q4L AHE3)
o Ro Hd¥E 4z 8 TAHAME SEG 2 [4]4
A Agd= 193 ¥E B9 F4 meelEgd
sect193r28 HE5HAS @ B5d M FY ¢3
3 gAYd 2=Ze FA FY A 7E W
(double-and-add)el] w18 #3tA F4 A3o] 30%
ol X KA AF AT FIA RA I
o] 2E ZJ3ld ANFoRZE o 0% AT
B AL F UG-

v.d B

E =R XE Elgamal 819 JFXH ¢35 Al2H
M ALgE &£ Ude 2% FA JddAMY
quad() A& {31 AL dAE ==&
e AZe C T2aWL ol8dd 33y
ot Ae 71E HYol wis) of 30% A% ¥
Ag B

2Ze} F4]& Elgamal el F43 ¢35 Al&F
o] 718 ngseHdAE AFEHAT e FHE
o] &3 ¢4F 3, T Y ML ol&3ly AR
A9e e vz ALHE F BY F4E
AL A RE dxelEd HLol He v
+ 4% AHUFE AAFH P Aotk
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