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ABSTRACT

After Morris’ Internet Worm in 1988, the stack buffer overflow hacking became generally known to hackers
and it has been used to attack systems and servers very frequently. Recently, many researches tried to
prevent it, and several solutions were developed such as Libsafe and StackGuard; however, these solutions
have a few problems. In this paper we present a new stack buffer overflow attack prevention technique that
uses the system call monitoring mechanism and memory address where the system call is made.

7IR=

28, 7, A= g, B JRES

UEE 7I¥e H 83t vze 49

1. M P
A BAFH= vy CMERS THS

M

g 99
wAE

Hr ox

19883 JEUl ¥ A1 AViz €8 Wy
LHEZL FAL HISARNE 7PF de] AHEH
3 Qe HA 71HFY sl v LWER S
71He Z2aYe] S Y2 AN ¥
e HHE AYAY 4 Uoke o) AW
EAHA vy 2 EER &7 FHY Al =
#HatA Bor 53] 19960 LHEE  "Smashing
the stack with fun'[1joigle Fo] dedA 22
ZAET B QMEES FHVPIE oL A}
&34 =odch ofeidt vy ewEZ S FHE W
A8t7) 948 A 7P E MEHAEH, dRE
28 Aol A B F4 dHE $A3] A A9
71 &A@t a8y £ =fdAe E2E V)
o] AR Al2E A ALEEe ALY 2 &2

AE 7ML AAE.

£ =BodMe 2% A v LHERS FF7)
Rl s dwety, 3PN B A7 R AFE
& &A8R, 4FAA A2 F ZYEHE o &
W LHERS PAVYE 4280 53A
t ZZEHYS o)&¢ AEHH 25 47
&1, nfARe g 63dM FZES WEF @t

I HEouE=S 27 7|y

28 ¥y onERLE P49 BAFLE
A¥eozN Z2aYe| 5L siAY U
ol FYREE AR AR 7Pl vy

B

- 772 -



Al @27 288 sa] F2E JHA L SSFIP T2 o fdSE F448 volaz~EY ey

HEZ L WA 7Ye] 29gdH g ol &3e olfF
E AHEARY d o] ARSHE T4 WR Ad ¥
FEF 5o EAFL 29 gl AGE7
wiojct 7t LEHE BS, 2E2E ¥ F
E FASHA 22aY 9 YL A48 T 52
Ao 838 29 o AR3A Hed oln £
Fa, Y EJEH, 29 ISNH, FF 3F A
ALEE 24 E AL 228 A AHESE AY
W Fol A%En. oW, 5 52 A ¥ &

F47h 4t A9 94 ARFH L, 29
d9L LIFO Y2 9Hug 54 49 AY
Hae EXFL7 ARZH e gAY A
Hog ge Wrg Fid AF=HA drh E3
29 999 &3 P A @ HF Wk
AMZ gd WEFe)r] WEe Aguss LHER
+ A7IA HE BAFALE Bl & 5 A €
{1}

A® FA J

EXEEY

EETR
DAY Yy — _——— ELE-X-N:]
ZHW RO
%A F 4
LER:E]

widek bulier
ardwin  growth

D
oAy god
A F A

4o @R
L

Botlom of slack

oxpINtL

a9 4: 29 99

H o292 A BAFLv WA=
7%, Ui "Segmentation Fault’, 3& "Bus
error"s} 2 AR E &3ty z2 Yol T8
gk a2y 71Ae] FHY AR FYIEE X
g Wgel AAD BAFLY X 4EF =
gaz=el e FAE YY3A o wAx gl
o] Y £YI=E AL & UA "o

A 34 22 Auzs gy Auza @

wo e -
eane aer

oabucyon
orser

Executed cods sapment Executed cade seoment

B Atack Coda 88 o) Atach Gode 48

I 5: MY eHEZLE o|8% ZEIY 3§
¥7d 33

a9 29 a)e Y LHEZ ST} doy) He
28] g3 T2IY FEL HAFT Y} b

strepy() FE B8 BB LHEZ Q0L dojd A
#o 29 998 BF 3 gy, oju J6ulo]E
Z7]2 o]2o]A buffer[96]d] 128Hlo)E EAY
large_string[128]0] @} HoJAA =7 g &
HZ2Z 97 doidA @t} olF7x T2y
EEL WASHA Fsted, 59 EA WHQ
return; 3Y S FYL o} Fxrorg FAFLt
Attack CodeZ} A= gle AANZ VHHU7
W&ol )¢k o] Instruction Pointere Attack
CodeZ o]Z3}A At}

. 2 i

1. StackGuard[4]

StackGuard+= Immunix Project[5]e] ¥&o &
Adg dFe HARdy &3 rlsezM, 29 4
dA HAde MY LHEZS FES B BH
F4 HALS wRAZY. StackGuarde 271X WY
g o) 83ty EAFLE BRI 3 A wyo
2 7€ AL E X A A Z2aY L2F
}4E o shtei(canary)te 54 A=E 3%5
= Y EAFAL uE R(ES Fa)d A9
o zaado] 4y BARE AH AP I}
v l=e H7 qRE A% #5 AR v}
va] f=7 MAHR @& Ffw 49 B
E AAg ol 28449 HEE QHERS A
A BEAFLE AAse 248 e 9= 9A W
22 Folgte 714 stell APE) T AA gy
< MemGuard[6]z}= ¥ =7& &3l B
AFa7 ARE el 27 FAg Sl @
Aol E7}53=E vrErh. MemGuardels R
"quasi-invariant"[3]2}2 E#+v @& o] &3l
t, ol 7Hd dEE EA] BHE o] &3 U
71ER B4 viee HolAE ¢y Agoz 4
Ao g 2718 FRAAIIE 71yl

2. Libsafe 2 Libverify[7]

20 FA 2

A% FOIE—p

Sy HOtE— ] fmiein

CLED)
iy

mmmmm

I

3% 6 : Libverify 2 w4

Libsafex= bell-labsof| A] 7h¢§t vy eyjZ=2 <
T4 WA 7Y e g StackGuardole @i A4 =
=7 HasdtA gk o] 7 ¥y QeuEZae

- 773 -



e GHRENGS 2004 EATHSEUHA A A1z

HAFHE 717 Aoz oA e 450 &
& 7% Libsafer} A3afe 2ioke B9 59
3 o] E9 45 AIEIY By eWZES HY
g 2rag.

Libverify[7]= StackGuard¢} v]3 719-& A}
£33}, StackGuarddl A ARgsle Fhvbg] dle
€ Libverifyo] & EAFL2E AT F 59
FA AA e AAARE st EAFLV ¥
A9A g AsolD A B4 27 A3
Ao

3. Non-executable Stack

Non-executable Stack[8]¢]gle= AL ¥ Idl&
28 GYox Z2agoe] YA RIS F
dg #A%] Al7e welth AY tixEe] Wy
SHERS I 7L L8 99 oA A H
B2 urg e 28 d49 A g 48 B3
TE e HW dREY Uy LHERS T3
S YA £ A Gk 28y 29 49 AAE
A3 BI3leE = Aoe executable
stackS o] &£3le BE Z2IaYEe] HAHow
FPE R LA Pk

V. A|JAERI 2 QLE|ZIE 0]
HIHEZS 2X[7{Y

LM QWIS B4 9

270l 4 AnE gz By eWERe 27
28 g A4 IEE QYR FFY FAFLE
YH A =) Fa2 WA 98 A 2=
€ 93 "ok oy A$FE 4 F=E 29
A ol AASA HEL, TAR o5 YA
4 2=dH B2 BE N2ad B8 29 99
g HAEA Bk webd 32HE N2 8
o el Fosk 29 Feo)n, AW 2E
) AYPA A2delN Bt Agstn 3
£ 7oz BusE 4% 9YSU A% 29 &
MEZSV} A A0E AT & Yok

&gt

[t rlo

2.9y enjZes BdAE g3 A2d 74

B =FoA Agste Aad E UYL o
23 By eWERS WX A2HE FHIIHgn
Hago] ZHAlstojor gl ZEIY BEE Pt B
2 Pd HYHe =2aP Wry 99 a8
HFolatn ARH= AaF] & BF SE o) &3
o 374 2% Y28 TSR, TAE 29
N2 E gA dA 2E BN A 29
2UHy A3e FAET}

23y 2 Pe A9 AN2dE Beste A
25 gz o) AFEH=H, o] BEFo XEE
T ZTEagoese HAHE MAx s Ao
FaEe g9ut z2a9n R YEYIAREE
A& wolEoln Z4E MH2E AFse HE
EZZOYE Fo| XA

ZRIY BF P EHE Z2aYE] ALE
e Wze 99 Me 7 Aladd o WAg
F o B =FoA 483 Linux Al2gdjA
= g4A 38 F AdQT A" F EF Sl
7 ARE BEE F UAE A Aa" FE
FEEA "FoH2]

3. & Adde

55 P o3 AAFE Z2agdA A9 &
o] A HE A&¥ 2 A2F F M2
AEHD, A2" 2 f4re A2" F ZUE
¥ d3eg £48 A2y 2 FRE A5
A=Y F BUREY d3e £48 ALY FE o
vl FejHo] e P, M, SE o|&3ld #A ARE
#ado. ol &9 AL Zo] AFHYA Al
9 22 g Ade F71H9 2ol AF
HA gxn, 838 ALY 29 AP of 7y F
g vAA etk W Ao dTEHE AL
d Zo) FAsE Atde AT ALE FE 2
 Z2A2E AANAR 23 715E 479 B
2atelA AR WAAE AFP)

RE POl o8
YA B2ON

ication @2
LI 9@ Aot

29 7 Az=d 3 v

4. N2d 53

E A2 28 JA s EHE V|EY 5,
Z B3P A 2" X ALE-8hE signal handling, 3
U & FAHeE FYAND F AD, 29 9
G M HAdte Al2" £E5%E dgdez 3
7] W&o} Fault Positive, Fault Negativer} A &
BEo] ul$- oy, 7|E Aj2F F RUHY S
o] &3 AYYA AlxdlolA HAF Al2E Z9
A&FQ welrt 98t glen Hgsdn B
He Zaayge] &2 327 9edx g A4
o] Ao B A2 IAR %L A dHol
g3 gAox $8E 5 Y& HAeE woddEo
B Aade] BdHoges AaH FHde WA ¥
83tk Ao Yo

Iv. ZZ2EEIYE 0|88 AlEo|d

B =Fdx AFE 2 EEQL 7E AF
HI Qe 4% AaY Y 2 T2 OPEL ol &
gl Ajad Fo] dstE Mre F4AE FAF
o vy LHEZSI} FAF ZZHALE AR A

- 774 -



Alel| 8 2.7}

zdg fx F2E 7t SSFIP 72 A% f4WE #4448 vholaARAEY ey

e Zgado|tt. F2 Algd a2y P u
Qe strace BB /proc/<process id>/maps I}

Yolt.

1. T2 N2 e ALS o9 9l
AgEd T2 AL maps Y-S AHBE 7

ZZA2EC] AHEEE WiEE F93 a2 9
g 9% F Uk 29 5& gva AxddA
2339 X92$ Bduy vre] 998 H
g Aoz 2dgdde A= Oxbffc000 -
=3

0xc00000009) & &% <

:u—g 8 : nixﬂ* ull:ael °§°—1 EM

2. 3&F e A" g9 F4

a3y 6 st?‘ AZ A &5 Al2Y 55
A8t AL Z "/bin/sh" W o] ThE PAHE
v 2@ 2999 F4 Oxbffffa52)o A A
Prle AL B 5 Yok

9 9 E2HE AAY B9 T B

3. TEM = FA

e TREENS o83t P A2

ol 28 Fo oA dAshE Al2d

3, T HES £ Byt a¥ 7oA

Bl BB BRE AN AT FH
& g

g 10

A=

Axe 99 A

v.d B
B =FdME vy eWE2S 7 71Ygs BA
1 9 M2 7L Adedth & 7ge 7iE
4 WH eHEZ S 7 7Y FAHA =2
2% 22F5 Q7SR oA, Ak AYYA AL
HolA g4 & £ gle 4% Yol & ok
B a7 A Al2Ee bR Fast R 3
1—% Bdsly] Y AbEEe AlAE #F EE 5o
A" F BE SE ol A3 A F
%lt—ﬂ?} A2x® AAe dFg E}TSM Ho o
g o] BE& 7 Jyel g FRT A
A 7 FEe] e MNASESR E1 Hofuljo} &
0 3 4 Al 2R AlgEE wEe] F9
A2 A AL 2L FE2L A8 F4HQ A0
gt B =FdiAE Intel x86 CPUE AL&3}
£ RedHat LinuxE iAoz HAE stgon,
Linux A2 2A¢ 2 2 f2Ed g v
2 998 maps 4AdS T3 A A8 + U
o], 2819 Ho YAE FE3) dold 4 AUk

ol
N

],

o

A2

[1] Aleph One, "Smashing The Stack For Fun
And Profit", Phrack 49th Ed. File 14th of
16, Phrack.org, Nov. 1996

[2] Rebecca Gurley Bace, Intrusion Detection
, Macmillan Technical Publishing, 2000

[3] Crispin Cowan, Tito Autrey, Charles Krasic,
Cal-ton Pu, and Jonathan Walpole. Fast
Concurrent Dynamic Linking for an Adaptive
Operating System. In International Conference
on Configurable Distributed Systems (ICCD
$96), Annapolis, MD, May 19%.

[4] Immunix project, http://immunix.org/

[5] Qian Zhang, "The Synthetix MemGuard
Kernel Programmer’s Interface”, June 1997

[6] Bulba, Kil3r, "Bypassing Stackguard and
Stackshield", Phrack

[7] Arash Baratloo, Timothy Tsai, and Navjot
Singh, "Transparent Run-Time Defense
Against Stack Smashing Attacks", Proce-
edings of the USENIX Annual Technical
Conference, June 2000.

{8] Solar Designer, "Non-Executable User St-
ack." http://www false.com/security/lin ux
-stack/.

- 775 -



