A Study on Security Framework in Digital Home Environments

Do-Woo Kim* - Jong-Wook Han*- Hong-Il Ju*: Yun-Kyung Lee*
*Electronics and Telecommunications Research Institute

E-mail : dwkim@etri.re.kr
2 o

WENZ J1es $HH 1AV UALYHE Asted AFHE T Gl RIS
g& ere/dte, WAD, DIV 5 shisl VEA=E A2¥e2H A7 AL oud 9
£ BE ARAAINEL ANY & Uk cli@ FUEAZ BFL AN & F A= A
€ 95t ARAe PP DGIP HFY WEYT 922 & At o %) 4y YENS
of 9RE FRANANNEE FHo| 2B B Hopde sHach B IXYE AN B
ZHQA2 THE A AHY BN ¥ B 9TAY AT} Bago

ABSTRACT

With the development of modern communicaticn and networking technology, more and more computing
and communication facilities, automation equipments, home information appliances and different type of
networking terminals come into home all over the world. The user can control information appliances in
home environments. The home environment can communicate with the external network via phone line,
wired LAN, wireless LAN, or mixed. However, home information appliances that are connected to the
external network are under attack and need to be secured. So specifying suitable security requirements and
policies for digital home environment is critical in home networking environments. This paper analyzes the
possible vulnerability to home network, and specifies the security requirements derived from the vulnerability
analysis for digital home environment
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