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ABSTRACT

Change of paradigm of network attack technique was begun by fast extension of the latest Internet and
new attack form is appearing. But, Most intrusion detection systems detect informed attack type because is
doing based on misuse detection, and active correspondence is difficult in new attack. Therefore, to heighten
detection rate for new attack pattern, visibilitys to apply human immunity mechanism are appearing.

In this paper, we create self-file from normal behavior profile about network packet and embody self
recognition algorithm to use self-nonself discrimination in the human immune system to detect anomaly
behavior. Sense change because monitors self-file creating anomaly detector based on Negative Selelction
Algorithm that is self recognition algorithm’s one and detects anomaly behavior. And we achieve simulation
to use DARPA Network Dataset and verify effectiveness of algorithm through the anomaly detection rate.
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