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Abstract

Authentication and digital signature make
secured existing contract in remote spot. But,
It required method of storing and managing
secret, such as private key password. For this
method, we make efforts solution of security
with smart cart, such as java card. This paper
implement SEED algorithm based on Java
Card
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private static int[] seed(int pbData[], int pdwRoundKey({])

{

int L0, L1, RO, RL, TO, T1, TEMP;

int[] K= pdwRoundKey;

TEMP=(;

/] BELL HolElE 4ulolER 4o 1.

LO=pbData[0]; L1=pbData[l); RO=pbData[2];
Ri=pbData[3];

/AR dEsht E5HE sele P2

/[ “SecdRound1"3}  “SeedRound2” I8 238 Lo P
s Y

“pbData"

TO = R0 ~ K[0];
TI =RI "~ K[IJ
T1 "~ =T0;

TEMP = SeedRound[(LO, L1, RO, RI, K (01K [11);
L1 = SeedRound2(L0, L1, RO, R1, K[0DK1])
L0 = TEMP;
TEMP = SeedRound1 R0, R1, L0, L1, K[21K[31)%
R1 = SeedRound2(RO, R1, L0, L1, K[21,K(31);
R0 = TEMP,
TEMP = SeedRound! (RO, R1, L0, L1, K[30),K 311)
Rl = SeedRound2(R0, R1, LO, L1, K[30LK[311);
RO = TEMP;
[/ gEsh} Eogrt 94 dolHE wer] AT fetval
T OAFE Al Wl 242k dolelE B3 d o ghe vt
L igite
int retval[]
retval [0] = RO; retval[1] = R1; retval2] = LO;
retval[3] = L1;

= pew int[4];

retorn retval;

}
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int[] key = new int[4]; o .
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A = key[0]; B = key({{}:C = key[2}); D = key{3};
A AA dgor gojd | B A8 AN
TO = A + C - (int)KCO;
Tl =B + (int)kCO - D

K[0] = SSO[(short)(TO & 0x000000ff)] » SS1{(short)((T0>>>8)
&  0x000000ff)]  ASS2[(short)((TO>>>16)&  0x000000ff)] ~
S83{(short)((T0>>>24)& 0x0000001)];

K[1} = SSO[(short)(T1& 0x000000ff)] » SS1{{short)((T1>>>8)&
0x000000ff))  »  SS2[(shor)((TI>>>16)&  0x000000ff)] *
$S3((short)((T 1>>>24)&0x000000ff)];

TO =A;
= (A>>8) * (B<<24);
= (B>>8) * (T0<<24);

A+ C - KClL;

B + KCI -D

T0
Tl

Ki2) = 5S50[(short)(T0 & 0x000000ff)] » SS1[(short)((T0>>8) &
0x000000£f))
$32[(short)((T0>>16) &
$S83{(short)((T0>>24) & 0x000000f));

0x000000fH] A

K[3] = SSO{(short)(T1 & 0x000000ff)] » SS1[(short)((T[>>8) &
0x000000£t))
§S2[(short)((T1>>16) &
SS3{(short)}((T1>>24) & 0x000000£6)};
-------------- 5%
TO =A,
A = (A>>§) * (B<<24);
B = (B>>8) * (T0<<24),
TO = A + C - KCI5;
Tl = B + KC15 - D;
K[30) = SSO[(short)(TO & 0x0000004f)] * SS1[(short)((T0>>8)
& 0x000000ff)] *
$S2{(short)((T0>>16) &
SS3[(short)((T0>>24) & 0x000000ff)];

0x0000001)} A

0x000000f)) A

K(31] = SSO[(shorty(T1 & 0x000000ff)] A SS1[(short)((T1>>8)

& 0x000000ff) »
$S2[(short)((T1>>16) &

S83{(shor)((T1>>24) & 0x0000001f)];

I A4E 4E 719 Bag 7] A%

encryptKeys = K;

decryptKeys = SeedDecRoundKey(encryptKeys);

}
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