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Abstract

In cellular communication, subscriber authentication
is an essential technique. The mobile station should
operate in conjunction with the base station to
the CDMA
authentication is the process by which information is

authenticate identity. In system,

exchanged between a mobile station and base
station for the purpose of confirming the mobile
station. A successful authentication process means
that the mobile station and base station process
identical sets of shared secret data(SSD). SSD can
The
cryptographic hash function is a practical way of

be generated by authentication algorithms.

authentication algorithms. In this paper, we propose
and implement MD5 and SHA-1 with modified structure.
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II. CDMA SXdA ¢ 9F
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RANDSSD ESN A-Key Padding
{56 bits) (32 bits) {64 bits) {40 bits}
SSD ¥4
(SSD Generation)
SSD-B-NEW SSD~A-NEW
{64 bits) (64 bits)

RANDBS ESN MIN 1 SSD-A-NEW Padding
(32 bits) (32 bits) (24 bits} (64 bits) (24/40 bits)

oF ¢ad
(Authentication Algorithm)

AUTHR
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1. MD5

31 MD59] 7§18
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IX,V.2) = XOY(X+D
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