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Abstract

In this paper, we implement an Elliptic Curve
Cryptosystem(ECC) processor for DTCP. Because
DTCP(Digital Transmission Content Protection) uses
GF(p),
design a scalar multiplier based on GF(p).

where p is a 160-bit prime integer, we
The
scalar multiplier consists of a modular multiplier and
an adder. The multiplier uses montgomery algorithm
which is implemented with CSA(Carry-save Adder)
and CLA(Carry-lookahead Adder). Our new scalar
multiplier has been synthesized using Samsung 0.18
um CMOS technology and the maximum operation
frequency is estimated 98 MHz, with the size about
65,000 gates. The resulting performarnce is 29.6 kbps,
that is, it takes 54 msec to process a 160-bit data
frame. We assure that this performance is enough to
be used for digital signature, encryption/decryption,
and key exchanges in real time environments.
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Algorithm 1 EC Point Addition(Affine Coordinate)
input © Pilxs, y1), Palxz, y2)
output : Ps(xs, y3) = P1 + Py

if P; = 0 then P3 = P2 and stop
if P; = 0 then P; = P; and stop
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if x; == x» then
if y; == y» then //doubling one point
X=(y1-y2)/(x1~x2) mod p
else
P3 =0
else //adding two point

N=(3xF+a)/(2y2) mod p
= N-x;-x2 mod p
= (xz~x3) \~y2 mod p
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Algorithm 2 EC Point Addition

(Projective Coordinate)

X3
y3

intput : P(X,Y,Z1), PAX2,Y2Z2)
output : P3(X3Y32Z3) = Pi+Ps
if X; == X, then

if ¥; == Y; then
M= 3xf+az;

//doubling one point

Zy = 2Y1Z; ;5
S =4x,Y7 ;
X, =M -25;
Yo=M (S -X)-T;
else
P; =0,
else //adding two point
Us = XoZf2 ;
U, = X1Zo'? ;
So = YoZiP ;
S = Y75 ;
W = UO - Ul y
R = So - Sl;
Zs = ZoZiW ;
X = = W ;
V= TW’ - 2X» ;
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Algorithm 3 Montgomery Multiplication

intput : x, ¥, P

output : S = Monprolx, y) = xyR™' mod P

S=0;

for i from 0 to k-1 do

=t " Xxyo ;
S=S+xy+mP)/2;

end

A g FAA ke AT yo HE Alo]2E 97
o felA ¢ F gi%ke] FudE ¢nHgEFLS yd
=S ujEd i sl B4 % HIE AN
she Aotk xsk b kit 4 A kd 23 42
E qdato] o]fox7| WEel At @ xyel 2% He
ol 8¢t gty I ¥, &6E g& ¢ 4

ste} thedt 2e FAe FAol Y
S=S*Rmod P=S*2 mod P

et 2% 49 9 sted RE
A # A% 2 FAY HH
o, g2 ECCe 7] #E
e @neES o] &3td
F 27 F4 Qe 6}“1, AZ A7 gl
AL HFoz FT A7 gl oz TAH
AAZ 4 gch o W HBAE AN 2%e
71 W& FAEg FAAAME 1& FHob |}
S=A*B mod PE Aitad o Axa 33y € FHg
FA4L ¥ste AA Ege I 4% FHE e
Wa ges 2o

Pre-Processing
A" = Monpro(A, 2%) = Ax2*+2* mod P

= A*Z mod P

B' = Monpro(B, 2%) = Bx2*+2™ mod P
B+Z mod P
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Main-Processing (2)

S = Monpro(A®, B')

AxZ*Bx2427% mod P
A*B*Z* mod P

Post-Processing

S = MonprofS", 1) = AxB+22*

= A*B mod P
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Siddika 2 =5
Normal to Montgomery 12n+16 4(n+2)
EC doubling 36n + 38 I0n + 29
EC adding 42n + 56 16n + 38
m(EC point double) + m/2(EC point adding) | m(57n+66) m(18n+48)
Projective to Affine 3t + 16n + 16 HW(p-2) (n+2) +(n-1)(n+2)+4(n+2)
Montgoemry to normal 6n + 8 2(n+2)
Montgoemry Multiplication 3n + 4 n+2
Modular Add/Sub In+l 3
60n"+105n+40 195n°+60n+18 (HW(p-2) = n/2)
Total number of clock
= 1,552,840 clock = 508,818 clock
Total Arealgate) 115520 64,539 (Samsung STD-130)
Critical Path 2TpatTya = 10T e Tcoa + Tea + 4Tgae = 25Tqae
91.308 MHz, 9.4 kbps 21.3 MHz, 7 kbps
Performance . i
(Xilinx V1000E-BG-560-8) | (Altera Excalibur EPXA1020C2)
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