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T3] Zt} telnet 3&5A) 254 He A= 22
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static int harden_count; //panic0l &lJ| M9 A&g
/13215101 ol Y29 globaltis ot
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char *aa;

harden_count++;
printk(“ip_rcv()->%dWn”, harden_count);
if(tharden_count>150){
aa=10+10;

rintk(“aa=%d”, *aa);

else{
printk(“harden_count=%dWn”, harden_count);
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|__asm__(movl %%cr2,%0):“"=r(address));”
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no_context:

ret = die("Oops”, regs, error_code);

printk("RETURN from die() in do_page_ fault()
HII ret=%dWn" ret);
if(ret == 1) {
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return;
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die(){
f'e't“= show_register();
if(ret ==1
return ret;
}

[2¥ 5] dieQF$F W 22 44

dieQ¥TolME &5 22L& 80l show_register()F
FE et AL /A A o] FAHA B HRAS
AXA Eot.

show_register(){

if(in_kernel)
printk(“Wnstack: : «);
ret = show_stack();
if(ret ==
return ret:

{23 6] show_registerOW &2 4Yx

show_register)BFE 99 2ol 2ldge dA sy

show_stack() ¥t 2] 2]H k& vt show stack()o) Al
T fault @ address gt%! 0x14 & M A HE @2 A
2ol RIYE FFd F& AL 3t} show stack
€ °o] 83 esp ?»1]?(151"‘%)@1 712791 ¢ 28ge &
ﬂ]ﬁ BAFA "),

show_stack(unsigned long * esp){
stack=esp;

__asm__(“mowvl %%cr2,%0":"=r"(address));

if(*stack == address){

*stack = kmalloc(8, GFP_KERNEL);
return 1;

}

//show_trace{esp);

return 0;
}
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#define ASSERT(expr) do { W
if(texpr){wW
printk{“Assertino[%s]failed %s: %s(hne %d)Wn" W
#expr,_ FILE_,_FUNCTION__,_LINE_ )W
panic(“Assertion panicWn”); W
“}while(0)
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#define ASSERT(expri1,expr2) do { W
itlexpr1 W
printk(“Assertino[%s]failed %s:%s(line=%d)Wn" W
#expr,__FILE__,__FUNCTION__,__LINE__};W
expr2;w
}while(0)
//panic(“Assertion panicWn”):W
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__asm__(“pop %%eax¥Wnwt» : : );
—asm__(“mov| %%eax, %07 : “=r"(reg));
printf(« 0x%xwWn”, reg);

(2" 1] 283 &<

(¥ 11] &2 FE digh o F49] g FHj
FUste) e E Agoez Nr 28 e 9§ B
A HE 2¥9ge JEHES FAYT £ YL Aol
o] %3 2Z¥F7} EBP P29 74 ABEHE
9] A& EUAEEH A 3L Q¥ £ Ak
do_page_fault 5] 4] show_stack & ©]& 3l ESP
A2 ABgE AFsA =He sp HFE 29
ZHde FASA He P2 gatd] fault Y F4
FTE FE F Aok oo HE) A2 FAUE TG
3} FozN AT = gl

4. HE

52 LAAANA panic o] T FEL HL A
g ol HHQd dHE 5&8H4 @t ol 4
Fo &2 F&AHoE YAY 5= 9= Woto] kernel
hardening ©]t}.

E =8dAe d3Ed AR iz FzeA sy
N8l “ panic” o] LA He B ZHANA EF
g £ g wdg AN H2dEE Ayse
kemel hardening 941 #E2A A)A® ] I faul ¢
7445 A&t panic handler & O % o Zatg
AE WP 4FBH AY 2289 FROZ falt

E qusl7] 9% dAlolth B¥Ad YvrA AL
AN2dY BE fALE ZAI= fanlt SFA 5
2 AgL dAHoE FAE £ JEE HA Hojok
ol HE g2 AY A2y dgoAA fault 7} 2
AL 7Ve4L AR A AAste d¥E FGe
o, 71&AHog AHAYE A28 5359 falt 7} L=
ARE B3ty EAE AEY & Y& Aotk

AU
{1] 1A-32 Intel® Software Developer’s Manual, Volume 1:
Basic  Architecture, charter 6. Procedure Calls,

Interrupts,and exceptions , 1995
[2] Understanding the Linux Kemel, BOVET & CESATI,
OREILLY, p216~p222, “Page Fault Exception Handler”,
2001
(31 A5 F79-kemel compile
http://kldp.org/K oreanDoc/html/kernel_Compile-KLDP/
Kemel_Compile-KLDP.html
[4] SEQUOIA “Kemel Hardening Guidelines”, Tim Udall,
1994
[5] Using Assembly Language in Linux, Phillip, 2001
[6] Introductino to Linux Intel Assembly Language, Norman
Matloff, 2002
(7] Inline assembly for x86 in Linux
http://www-106.ibm.com/developerworks/library/lia.html
[8] Intel 80386 Protected Mode , ©] &, 2000
[9] Intel Dveloper Forum HAN-S170 : Hardened Linux that
Enables Fault Management, Glenn Seiler, 2001
[10] Carrier Grade Linux on IA, Intel Developer Forum Sprin
© o g,2002
[11] Montavista™ Limux® Carrier Grade Edition[WHITE PA
PER] ,Montavista Software Inc. John Mehaffey, April 8,
2002
[12] Linux Kernel Internals, Michael Beck,Mirko Dziadzka,
Ulrich Kunitz and Harald Bohme,Addison-Wesley,1997

{131 Intet® Architecture Optimazation (Reference Manual) In

tel, Intel Corporation, Appendix E, 1998
[14] Operating System Concepts(6th), SILBERSCHATZ&G
ALVIN&GAGNE, JOHNWILEY&SONGS INC. , 2002
{15] Linux programming bible, @53, 224, 2002
[16] Linux Assembly Language Progaramming, BOB NEVE-
LN, PHPTR, 2000 ,
[17] Kernel Projects for Linux,Gary Nutt, Addison Wesley L-
ongman,2001
[18] Linux Device Driver(2™), A Rubini&J.Corbet,
O’Relly , 2001

434



