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1 . Introdution

First, there was a single personal computer in
as few homes with no connection to the outside
world. Now, we have computers in most homes
and most have internet connections toe outside
world. The next step, already happening, is not
one computer but rather a large network of
sevices in a home. Some of these are mobile
devices, which will be brought into the home
guest, friends, hired employees, maintenance
personnel employed by service providers, and
pther strangers. As these changes happen, the
security needs of the home user also change. In
the days of the disconnected single PC, the
primary security threat was from virus
contamination on floppy disks. With continuous
connectivity to the Internet, many new attack
channels have been opened, while floppies have
all but disappeared, closing that older channel.
To the extent that these existing threats are
understood, there are products available to help
users defined hemselves against them However,
the future home will have not one computer
connected to the Internet but rather a network of

many devices within the home, and that network
might be connected to the Internet. In such
environment, the potential for attacks is greatly
increased. Since this is still in the future, there
are no products to counter thsese attacks. We
briefly address the present state of affairs
regarding the security of home computers. In
this paper, we discusses the new home
environment, in which there are theats not only
from outside but also from inside. Those threats
are characterized, and security mechani= that
can be built into products to secure the home
user against these threats are described.

Il. Securing the existing home network

Any home computer connected to the Internet
is in danger of being attacked. A broadband
connection leads to probes preparatory to an
attacks every few minutes. A sial-up connection,
behind the firewall of an Internet Service
Provider, leads to attacks from machines that
are behind with one ISP, probes came once or
twice week. There exist many papers, both
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academic and practical, on how to use existing
products to secure current home computers from
attacks via the Internet. It is not the purpose of
this paper to reterate that advice, but to
summarize it.

1. Computers owners should have a firewall
and allow no responses to any attempts to
connect into the home from outside. A
Firewall must have external administration
disabled, and any passwords with which it
was shipped need to be changed to very
secure, hard to guess, passwords. These
passwords can be written down, because
they are defending against network
attackets rathe than in-home attackers.

2. A computer should have a modern virus
scanner, which is enabled to scan all inputs
to the computer, as well as automatic
updating of virus signature files, at least
daily.

3. Computer owners should update operating
systems and applications with the least
security patches and scan for new patches
daily.

4. Security setting should be sent to maximum
on the both browsers and e-mail agents

5. If one uses wireless networking at home,
the wireless access point must be placed
outside the home firewall, rather than
inside

6. For each operating system, there are num-
erous setting that must be properly to
maximize security

lll. Elements of Security

1t is a popular misconception that "security" is
synonymous with “encryption:, In many cases,
confidentiality via encryption is that least
important element of a security solution,
Network security involves a number of different
elements.
. data origin authentication
. command authorization
. message integrity protection
. message replay prevention
. data confidentiality
. key distribution
. trust versus trustworthiness

N W=

IV. Home Network Security Requirements

The requirements for security in a home

network depend on how "home" is defined. It
also depends on what is envisioned as the
network within that home If the network is just
a link from a cable moderm to a single PC, then
one length of networkcable would accomplish all
the network security that the homeowner needs.
However, we think ahead to a time in the
not-too-distant future when a home contains
dozens, if not hundreds of networked devices,
some belonging to the entire household and
some belonging to individuals within the home.
We summarize the security definitions of the
previous section in two categories: authorization
and confidentiality. For each device in the home
network, we need to concern ourselves with two
questions:

1. Authorization: Which things are authorized
to do what actions or access what data on
each device.

2. Confidentiality: Which thins are allowed to
read the messages being transferred to a
given device from somewhere else?

V. Key Distribution Mechanism

It is not possible to say that one element of a
security solution is more important than another,
with the implication that you can do just the
important parts. Doing 80% of a security solution
is like closing 80% of a submarine’s hatches and
diving. That said, key distribuion is the first and
arguably the most important part of a security
solution. Included wunder the term ‘"key
distribution" are the following:

1. passwords

2. DES, AES or WEP kwys

3. PKI

VI. Authorization Mechanism

Once a key for a given device or component
or user has been learned, that entity can be
authenticated, but a security decision cannot be
made based onlyon authentication. A device
must how what each authenticated entity is
allowed to do. Devices cannot be manufactured
with that knowledge built in, so it is the job of
the device owner to implant that information.
There are many mechanism available for this,
but the three predominant ones are an Access
Control List(ACL), an authorization server, and
an authororization certificate.
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6.1 Access Control List
An ACL is a proteded table residing in
memory in the same device as the resource
whose access is being protected. It is an array of
entities, and each entry contains th following:
1. subject: an identifier of the entity being
granted access
2. authorization: an indicator pf the rights
being granted that subject
3. delegation: a flag, indicating where the
subject may futher delegated these rights
4. validity: optional conditions on validity of
the entry such as a "not-after" data and
time

Some ACL entries contain fewer than all four
of these fields, but these are enough to cover
any home network authorization decision we
have encountered. A device can control access by
an ACL alone. This makes programming easier
and also allows an access entry to be deleted
with ease, assuming one can access the
deviceholding the ACL. It has the disadvantage
of requiring a great deal of ACL editing if there
are a large number of ACLs or a large number
of subjects. It also could require a large amount
of ACL storage. Since ACLs must survive power
failures, this memory must be non-volatile.

VH. Security Products

The products avalable in 2002 tend to support
the hardened perimeter model of security. This is
appropriate to most basic concept of home but
not to the more complex forms of home
environment. These products also tend to have
been designed based on regiirements of industry
rather than of the home, making their admi-
nistration difficult and sometimes assuming the
existence of both physical security and a group
of on-call support professionals. Universal Plug
and Play security, describd below, is a new
standrad designed for home use, but is too new
to have products for sale as of the fall of 2002

7.1 Firealls/Gateways

An Internet gateway or firewall secures an
internal network from the Internet, to the extent
that it blocks unsolicited traffic from the outside.
As long a there is a single security domain
inside the home, the home can be secured by a
single firewall. However, if there is more than
on security domain inside the home then a
single firewall would not help guard the

interests of one internal security domain from
other internal nodes. One might create a separate
wired network for each security domain and
give each of those networks its own firewall.
However, that solution gets expensive as the
number of domains increases. Even in homes in
which there are multiple security domains whose
securityis defined through mechani= other than
firewalls, one will probably wnat a firewall to
protect the collection of domains from hostile
outside entities.

7.2 Wireless Security

Wireless networking is becoming popular at
home. It relieves the homeowner of the work of
running network wires through and within
finished walls. It can also reduce the clusterof
wires within a room. However, ith this benefit
comes a security drawback. By relieving the
homeowner of the work of individually running
network wires to each device in the home,
wireless networking prevents the homeowner
from selecting which devices should connect to a
given network as might be accomplished by
running wires. Instead, with wireless networks,
cryptographic keys need to be used to indi-
vidually choose which devices should be con-
nected to a network. Devices allowed onto a
network would be given the key to use that
network. The choise of wide area coverage
networking, as with wireless or power-line
networking, might also restrict the numberof
networks the homeowner could define. With
individual wires, the homeowner can set up
separate networks for only the cost of some hubs
and wires. With 802.11, each separate network
would required a separate access pint and
separate channels. Since there are fewer than
seven 802.11 channels that can operate in the
same area without getting in each other;s way,
this limits the number of networks that can be
declared in a small space like a home and
implemented by 802.11

7.3 WEP

Wire Equivalent Privacy(WEP) was the
original security measure for 802.11. It has been
shown to have a flaw in key usage that allows
an attacker to recover the key used after usage
that allows an attacker to recover the key used
after eavesdropping on a few thousand
messages. Therefore, for real security, WEP is
not useful. It can be an annoyance for a casual
attacker, but not for a determined attacker.
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VIII. Conclusion

One conclusion of this paper is that with
proper security against the insider threats in the
home environment, the security of the home
network against threats from outside is
increased. Securing the home network is not the
easy job some people would like to believe. A
home network security policy can be much more
complex than a corporate security policy. The
homeowner would have to implemente via
network security policy controls what the
corporation implements via door guards. Most
network security thinkin to date has assumend
that networking access is binary: that one would
allow access to the network or not. The idea of
controlling access to individual components is
relatively new to network security sedign. While
we adjust our product design process, this will
produce a period of gradually increasing security
and there will be a graadually increasing security
and there will be a gradually lessening tension
between th desire for ubiquitous computing and
connectiviti on the one hand and the desire for
real security on the other.
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