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ABSTRACT

Computing and Networking technologies are rapidly developed. A lot of hacking events are occurring. As
a result, people have a interesting for security in these days. Network security systems have come to be
widely used in our networks. But, objective testing method to evaluate network security system is not
established. Therefore we have difficulties that select a system. In this paper, we investigate evaluation
methods for network security systems(Firewall, IDS, IPS etc) and, design a evaluation tool for network
security systems.
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1.1 attack recognition

1.2 Resistance To False Positive
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2.1 UDP Traffic To Random Valid Ports
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2.2 HTTP Traffic with No Transaction Delay
2.3 HTTP Traffic with Transaction Delay
2.4 Protocol Mix Traffic

2.5 Real World Traffic
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3.1 Packet Fragmentation

3.2 URL Obfuscation

3.3 Miscellaneous Evasion Techniques
(4) Stateful Operation Test

4.1 Attack Replay

4.2 Simultaneous Open Connections
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