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ABSTRACT

Trade-off of security and speed always exists in the latest network environment. Recently, developed
security processors is improved very performance, and security connection algorithms of a lot of part were
embodied by hardware. This high speed security processor is essential ingredient in string network security
solution equipment development that require very big band width. In this paper, we wish to describe about
design and implementation of 10 Giga VPN equipments. In this system, embodied 10 Giga to use Cavium
company’s Nitrox-1l processor, and supports two SPI4-2 interface and PCl interface. All of the password
algorithm that password algorithm that support is used in common use VPN equipment for compatibility
with common use VPN equipment are supported and support SEED algorithm developed in domestic.
Designed to support IPsec and SSL protocol, and supports all of In-Line structure that is profitable in high
speed transaction and the Look-Aside structure that is profitable in practical use degree of NPU(Network
Processor Unit).
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