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ABSTRACT

A network based intrusion detection system{N-IDS), can detect intruders coming in through packets in
real time environment. The ability of capture of packet is the most important factor when we evaluate the
performance of the system. The time delay between the time handling one packet capture and next one is
variant become of packet handling mechanism. So for N-IDS can not settle this problem because most
systems use a single processor. In this thesis, we solve the problem of irregular time delay with a file
socket and multi-thread processing. We designed and implement, the Crasto system. By an accurate
observation, the performance testing shows that the Crasto reduces the capture delay time to 1/5 comparing
to the existing single process N-IDS, and maintain delay time regularly.
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