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ABSTRACT

The problem of unsolicited e-mail has been increasing for years, so many researchers has studied about
spam filtering and prevention. In this article, we proposed a faster spam prevention algorithm based on
userlD instead of full email address. But there are 2% of false-negatives by userlD. In this case, we store
those domains in a DB and filter them out.

The proposed algorithm requires small DB and 3.7 times faster than the e-mail address comparison
algorithm. We implemented this algorithm using SPRSW(Spam Prevention using Replay Secrete Words) to
register userlD automatically in userID DB.

Kewwords

spam, e-mail, userlD, domain, white e-mail, black e-mail, spam filtering, spam prevention

.M B 33 g AaygyFe] ik
F19E W "EE ASEHog fEe dulo
YedlY T8¢ 74 849 3} oWde  E sjolaly Amud HARE VFoz usts
HEHZ H27 tlEo] A&l E75UT, 71 vy e Agod AE7t Ad Zr1ste] DBY ool
sol YA AFgAE sy ge & HRoE g zslstE ayo] ok
2] ZAgih 2 Fau SEAgodE o # o] Paul Grahame¢] #jo]z|¢t HE2)E 2
g #efol ool Wi MM §3E FUME o NZnE A1 Qlon o]Fo) oa] AT ¥
oHJ- olAet 2y A o] th A7[3-5]7t A& Fo|ch
ol AHYE File daFor AIE  wolxt A9 Wele 2WvAL a5
€ 434 & A4 oIMY(UCE : Unsolicited 7} njma zZx|gh gaude Adojds East
Commercial E-mail)g A3t 289ds JY £ ¢ #(false- posmve) b Al A gt ]‘3‘?} o}
gk d2i7hz] 71EHQ Wde fde oY gE Awuds BEE WASS 4 ) zz}?_ls}]
E2EHES 719= 71wk FH, blacklist AT, of gt WAz Lo] 9o}

- 211 -



VIR RFTA3] 2003 FAFHLERIA AT A2E

I olog F4 2igtel ol AT ¥na|E

ol Fa7vto g 2HvdL Addle 7R
29 wiog 9% o]uld FA(white e-mail
address)7t S48t W B o) F2(black
e-mail address)& zddle WHOLE A|2HE F
4%+ Ao 29de F28 AF wRE
%Y 49 Bode gF oid 37 DBE &
A3 M2 £ =Zdor x|

%3 oY F4 3 AAHRANN userD9} &
wiQlo] MR olud FAE AAE viEF}, o
WL TE()9 @) X¥E T 20 24
2 FAE oY FAE 25 vluslol Iz A
Zto] 2.2} del= 2 DB =% userlDg} =419
vl o) userlDE F238ld nlmsls Whgoz w
AEE B £5 29 waA 4Y3e Y
Agtact.

. userlD wju Z|8te] Y X due|E

ol F4E userlD@domain-namexxx O
2 FA4e] d. @Y BREL AR Aololt]o]n @

<& THlelth 41357 A oY F&
£ white e-mail address DBol| A A3l th4l A}
82} ololt] wro g FAE white userlD DBE
Ex A9 vdolA userIDE F2Z3te] DB
userlDe} Bl E sl= wWiold}

white userIDE E3AI7)YH wserlDE FEH £
Qo] 2guldoe] A=A F& F Atk FF oldf
4 #F4 userid@domain-name.comS g {13 userid
7} $==H9 userlDe 21 Tuiglo] T & userid@
bestsex.como] £33 € 4= Qlcth. wldg A=
Ao ojd wido] e A E=uUE black
domain DBel 5&3It}. o] AAL AFoz A ¥
F o] 502 YoM AR AEH | 2F Fi
AH ARNEE SFG). userlD FEHOE QA7 29
Q Afe o 2%7F #2198 12 A"

userlD 7]%ke} WhE W] AT L3e]Folo).

23 1. A$tE white userlD#} black domailo 2
23qd& e HA

V. Al2gle 78 U D

ArE userlD 7)wre] ~® o dygEe
procmailg o] &3t TG Al ¢ B
FANN 4RHUSE WAY & UES php
Aolz AgAF UEHolA2E THEALYG FEL
2 userlDE $E3t89 olgy] WRo| AFoE
userlDE EE3l= W o ud HUAZE G
3 WPEPRSW)[6]E HEsATh 18 2%
FEY 29 AJF A 2" AH FAE ol

a9 2 ALE NP 3EE

23 2t AlAE-& Linux AJ2 o)A sendmail
2} procmaile] 23 s A forward 3+
3 .procmailre 3J o] o] &=t EF IMAPS}
AEstd M9 e E6E 23 EUdA AH
A 938 A2 ¢ U= E St 1Y 3L
userID 7]4¥te] wlE 2oY e A2 AX
TR Zoltt

.. Dackhash

29 3. userlD 7]wre] 29 WY xgk AlAH

-212 -



userID 7]uke] whe WY Agh gnaF

php dolZ 7dE 4Asd ¥

A QEE o)A e 1Y 49 2ot 34 Yol
gt vjdo] Ag =33 ASE ¢ ¢d 7% v
Yol g A Zo Hol By A userlDr} FE5
WS dele vAAE 48 F doh EAATL
ol ES A% viLdoe AHEATE & A
e Ay A AT £ Ao 9 A2 AHE
o @y AlolE 'R PR I=E A

U WBS AL AE

Secrete
words
Added
nofice

First
notice

sarang

Thanks, Your userlD was registered in my DB

Sarry, insen “sarang” in the subject for register your user ID
[ HEET)

¥ 4 A9 97 AR dEHelA

AL WA E BT B UTolE deg
o oA e BuR A6 Y AAl o]
A Eol7l B A% £41 o]nd T BSof A
§ A48 29 55 A8A7 55 HUee ¢
SER NEEE

B

J Outiook Express
1= a3 #0
i & EEEEE
‘ e

' g v HUY AR ne
) Added your e-mail a.., Re: sarang

S AN Added your e-mall addrass In my mail EE A

G B EAY HA%: Aa: sarang

@ Rz g
S YA Y
~ &3 onip.net
| e ERy
: G 2Y ERY

Thanks. Your userlD was registered in my DB

h S AN B2Y
O safe (1}
A unsafe

a9 5 AR 55 H948E 29

4
>
o

1Y F4 5o 527 LA} oY
HWE AL o] ulZ safe folderZ Y 5]
LA Al o] AEHAES g™

Ath Wy zale] st oW Yy g
I Fa7t BEHA &2 olvdo] =3 &
E A2do] AFog ndgdolE ¥XFE ut
Ug Mo} gAPoz F4T FIL 4 O

~
2
=
&

o AgudR AR E/FIE LF &8 Ha @
% glt}. 1Y 6& white domain #&] o)t}

R L U PO TIPS T S

No, domain

o
i onip,net r
2 | yahoo.cokr ~

19 6. white domain DB &<l %

19 79 white userlD e} Folth FF 5
E 7besty] o2 g dds) AL 5 Aok

Jy

o e T Lo te 1 Totat - 100 o

No. E.mail Address ]
1 ywcha r~
2 | Qkspark I
3 | B spam r
4 [@onip f
5 [E3jyke i
3 sonice r
7 | C3ibshim I
8 | CJjeshim I
9 ibshim i
10 jcshim r

i3] i

2§ 7. white userlD DB ¢l #

Aotd UL 2709 =WRle] tiEA dAz 3
g3l HorTh E 1049l Zo] 6n2%e] $3d
palgong kyungpook.ackr9] userlDe] H# £}
598 z}elH, 876vo] T=¥ andongackrol ot
userlD9] HF Fx} == 546A0|t}. B userlDY
BA 5 572 Aoly], =uilY B2 = HE X
&ate] 14.5700)th olv YL @8 X sl g 21.227)
o] FAER 7 2oyt userlDe} =vQ19) 2
ol Ayl otet g2t 2 4 Uk

¥ 1 ooy FAolA userlDY} EnQe] Fab 5

userlD & Domain E faggﬁrg'k fil:-dong.ac Avg.
Avg, characters in | 5 g8 546 5.72
Avg. characters in | 1700 | 1200 | 1450
Total characters 2298 17.46 20.22
Include @ 21.22

1007} ¢] white e-mail addressS 712 31 A= 4
£-9] djojct. userlD7} FEE EF wjdo] 2% o]
22 100719 wWd Fo 2707 S8 AT 100719
W do] =3 A9 waelA black domain DBol&
2719 =olo] 5& "ok E 2& oW vl ¥
7 userlD Hw Wel A HinEE F2bo] £5

ebd o

¥ 2 oluiy vla Wy} userlD Hlm whHolA
vlase Ao

evoss | G | ros | *
white e-mail
address 100x21.22x100 2,122,000 | 3.69
white userlD 100x5.72x100
& blagk 574,900 |1.00
domain 2x14.50x100

Aete =& white e-mail address xpgho]ub

black e-mail address filteringoll = 2] &0] 71353}

- 213 -



FEAGARENG 2003 FAFLSEWAA AT A2z

o olsh Zo] AYE WHE 4 &
o wzmgoz DB §%& Y 4
A e ALEAE MO HUL E3
2 52472 290 AT A2 $58 27 A
1 % ok

V.2 2

=g 24dd YEY £E AdoA o4
4 4l userlDE ¥l wdte WS A Ldky
Bol £&0) Fof EX oWy F4E HIu3}
£ By BA vlmolA o 374 vim FE& F
F AAch A" i ES YUY 2Eud
gt oiyzl Wi wdo] FaEE WY A
W A 2go| L3817 A 3Heic).

At FnEFE 29od A Aoz
T8EHAY. userlD7} FEHA G vl 4
31 AlagloA 34 vYEAE B3, AEof
Y @ol g Yol Hulo] AFeE FE3e g
MG S A 25 (SPRSW)E A &34t

E3 ALSAL ¢ Bt Ad 43 Y A8
2 A Ho|2& #EE 4 glo] DB #eo A
3l IMAP$} 9534 Outlook ExpressolA] A}
88 & o) A4 Bl FARA BT A Y
# sk

e
>oﬂo4M‘

=

gx

]

[1] 20013 Au3 F7js dARAA, T3 A
H 234, 129 2001
[2] Paul Graham, “Better Bayesian Filtering,”
Proceedings of the 2003 Spam Conference,
2003.
Provost, ]. “Naive-Bayes vs. Rule-Learning
in Classification of Email,” The University
of Texas at Austin, Artificial Intelligence
Lab. Technical Report AI-TR-99-284, 1999.
[4] W. Yu, “New anti-spam filter based on data
mining and analysis of email security,”
Proceedings of SPIE Data Mining and
Knowledge Discovery: Theory, Tools, and
Technology, Vol.V, pp.147-154, 2003.
A=A 2, “SVM £/ ¢neFL oY &
Hold FEF”, 5‘%@14‘5}&‘4 03 & &
W ¥ =83 (B) pp.552-554, 2003.
g 9, “uiddold g o] 8T =
dd A zge 77, 163 NsH &
T3 =&, 2003.

B

—_—

5

—

6

—_—

- 214 -



