2003 (Yt TI=sgl SHHEEst=ls H26d RS
AESO] 43 AR AEEATA $& 3

HA43A,

ol %%, ol¥9
BFAstried ALTAETEHA
A3t : 062-970-2248 / Fax : 062-970-2204

Differential Power Analysis for AES and Countermeasure

Sung-Jin Kim, Dong-Wook Lee, Dong-1k Lee
Dept. of Information & communication, Kwang-Ju Institute of Science & Technology
Email : {jiny8985, dwlee, dilee}@kjist.ac.kr

Abstract

Paul Kocher has developed new attacks based on
the electric consumption of cryptographic device
performs cryptographic
computation. Among those attacks, the Differential

such as smartcard that
Power Analysis(DPA) is one of the most impressive
and most difficult to avoid. By analysing the power
dissipation of encryption in a device, the secret
information inside can be deduced. This paper
presents that Advanced Encryption Standard(AES)
is highly vulnerable to DPA and readily leaks away
all secret keys through the experimental results for
DPA. After all, it is required an implementation of
the AES algorithm that is not vulnerable to DPA.

We also propose countermeasures that employ
asynchronous circuit.
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3.2 Differential Power Analysis(DPA)
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