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Abstract

In this paper, we propose a dynamic key lifetime
change protocol for performance enhancement of
virtual private networks using IPSec. The proposed
protocol changes the key lifetime according to the
number of secure tunnels. The proposed protocol is
implemented with Linux 2.4.18 and FreeS/WAN 1.99.
The systern employing our proposed protocol
performs better than the original version in terms of
network performance and security.
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285021 | 27.9623

1800/225 | 31.9784 | 30.4608 | 28.8945 23.25317;7.8835

8001200 | 31.9794 | 30.4183 | 28,5761 | 27.8137 | 24.6521

 800/100 | 31.9548 | 30.4006 | 28.8701 | 27.7892 | 24.0067

400/100 | 317657 | 30.3137 | 28.4087 | 27.8031 | 23.8207

400/50 | 316135 30.3218 | 27.8885 | 27.3085 | 23.0585

© 200/50 | 31.6045 | 30.2474 | 27,6738 | 24.0541 | 22.7711
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10025 | 31,6041 | 30,2383 | 27.2200 | 23.0713 | 21,5332
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outgoing packet®l

IPSec Traffic Monitor¥ /proc/net/ipsec_eroute2)
Het Byl 248 AA$E Fxdo g43d B

o] £& AA3c} 21Y4E ipsec_erouted] ol Aotk

251 192.168.1.2/32 -> 192.168.2.2/32 => tun0x14b0@
0 192.168.1.3/32 -> 192.168.2.3/32 => wn0x14b2@
1910 192.168.1.4/32 -> 192.168.2.4/32 => tun0x14b4@
47 192.168.1.5/32 -> 192.168.2.5/32 => tun0xl4ac@
115 192.168.1.6/32 -> 192.168.2.6/32 => tunOx14ae@
0 192.168.1.7/32 -> 192.168.2.7/32 => tun0x14a6@
196 192.168.1.8/32 -> 192.168.2.8/32 => tun0x14a8@
468 192.168.1.9/32  -> 192.168.2.11/32 => tun0x1424@

23 4 /proc/net/ipsec_eroute
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struct connection {
char *name;
Iset_t policy;
time_t sa_ike_life_seconds;
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time_t sa_ipsec_life_seconds:
time_t sa_rekey_margin;
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