Giolel Gtold

mo

Ol88 HHIA HE

0K

A
=3

wsa, T2, YSH, 2
PEE LI TEE NE-EE

e-mail : {hosanna’, iuno, yhkangl, yvieom}@ece.skku.ac.kr

Data Mining based Denial of Service Attack Detection Scheme

Ho-sang Park, Eun—-kyung Cho, Yong—hyeog Kang, Young |k Eom
School of Information and Communication Engineering,
Sungkyunkwan University

2 o
| CHEel malg BEWAHL HIZAH
22 2lo|stCh Ol2d& DoS &3
UHS A0l SESE W UMUK AU
=]

AR

DoS (Denial of Service) BHE F2 victim
oZM HaA MEXIIL MBIAE 0I28IKl REIES
8l Cist JIYES0l MEEN 2L, B2 E8%
Xat=0 80t UCH 2 =20id=E JERKI3 Mo HHEEE ZA XM&g2 JiX1
(Network-based Intrusion Detection System)0ll GIOIE{ DiOlE JI®I8 E&AIAH Ol2{& DoS 3HE EX
2 QE JIYES ROEHCH 0 JIEE 0/86tY W21 XIESsE YWHoR DoS 3HES EXE £ AL 2
ES20AME MO JIEE 0I88H SYN Flooding 321t Teardown 2201 8 EXIot JisgsE 2L

= ol
= 2

a
Swmo

I

ne

1. A 8 DoS B2 F2 victim0l S WMalE BLIHU F4H
Ol &2 WaE BUEs Z2H0l AT XY FLRE SYN
2D ¥ W SO oIUS e HAES &R0 Ol2dE ¢ Flooding, UDPstorm, Looping 32 S0/ U1, £X2 =R

BHulol HSEH metd 220l 0188 oldd JHXl MBIAdt
L2 SIRASH, MblA2 B 24Y, 38 SE HIRGI0

o8 o=
ZAL AIEO CI22IMX CH2si T Ol 2 WEHAIE Sot
o Q8 It 0186t YD, HESD UASS 2ADIBtCH
Oleidt WEKI2NAM DoS

A2 8= BAIE TCP/P

o Hetgt 2Eg BAGAHU AHMUIAE H3ot= AlAHY
UHE ADAIZ HAEQ AZXOF MHIAE 22X RN

St OITHS) victim® BAE, MY, cIRE &2 HER I

HZEOl &0 A= computing entity?t € 4 UCH
DoS A = OtLict UWIERAINAN gadts Cras 3

=

£ EX5)) A5t SAE D|Er MYUEX JIYY UHERKD
Jigh AQUET] J1HO0| YN AUCH SAE Jju ALY I

2 e AMAEINA AT #E 24 AId &8 ZAMS
= P, WIERIT D18 AUEX JIH2 MAHE Sidts
W2l HE2E ZASIH B3AE XISCH 538! GI0IE 0tol
s JIEE AM88 UER3 Jgtel AUEX AAE
(Network-based Intrusion Detection System, NIDS)EE 2|
E=O A A = otLict XX o2 30 CHaHA
T WEn IsS3E Yyeoz BAE Eldis YEE N3
B 2 ACH[1}{2]. T2te 8 =20iM= NIDSH Jigts &
1 GIOIE DIOIYZ2 AIE5I0 DoS 3Ag EIXldte g2
HAIECEH

2 =29 RYES Sy ZC 2Z0AME DoS B0l Oy
Bt BUAIDE AJEID, 3HUAME 018 A0 St X
SHE MYUBICH OHXI 4B0MdE Z8 Y 8% 2N
Ol CHahAl DI 8tCh.

2. o P

¥ 2 Qs (e THRUE SUXRAYES 78N SHEUS

715

2 AWM= 018 SYN
CGEd

= Smurf, Teardown S0 UCH
Flooding 32Dt Teardown S3&

2.1 SYN Flooding &

SYN Flooding Z2Z& TCP connection® three-way
handshaking2 0I&8t 220|Ct. TCP connectiong A& Al
310] A E S Hal AMABE MEZS sequence number

E n#dls M8 FLsd 0lA0l  three-way
handshakingOQIC}.
Client Server
SYN-SENT LISTEN
{active open) (passive open)
SYN_RCVD
ESTABLISHED)|
ESTABLISHED

(28 1) TCP/IP2 three-way handshaking
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victimOl 2UWHl =2 victim2 SYN, ACK W3l 24 #,
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m2lel fragmentation2 OICIALE 24 Jbs6ICH TCP o
Z2 ol three-way handshaking€ 8t UEONM S AlA
B2 MSS(Maximum Segment Size) FEE W& SCH oK
OF & AAEE HP8l= UWEHIT S2U MSSEO M &2
MOIZSl Z2It EMECIH  fragmentation® A SHCH
Teardown 222 03 fragmentation® MAS OIE3 I
OICt. 8t¥ fragmentation0f & MEES2 SHX| AAEUMA
CHAl X ZICH SHXICH Ol W2l0| 24E HR0= W A
HE M2 CAl QEE &t S0 d2il M3S OAl 2
2 O, offset HEJ} XX F=CH AAEE shutdown H|
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3.1 SYN Flooding

STN Flooding
M2 E 0|88t

SAE X6 faiMEs 28 29 &§d

ip l

(2% 2) SYN Flooding 320l 0I8&= it B2

flag sequence num.| ack num. dest.

M Bl SYN Mg s7U 22 = U=z MA0ICH AH
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<SYNACK>2 <ACK>2l Mg st A 1SN(Initial
Sequence Number)2 OIE8!Ct ISN2 MHOUHAH 2RSHA
HEidt= 32HIE==XIOICH ISN2 MBIt 4 microseconds Ot
Ct 18 BIAIBIHEA connection RAO0l A2 WS =Xt
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// t : ES <SYN k, ACK>S i

// k : GEQIE SR =Yl gy

// s+ %S <ACK k+1>& &

// ack_number : “1E9i2&2 EoloL =39 3¢k number

// threshold :%9Y =9 277 =H= JAY

When packet is outgoing to the network
if (SYN and ACK flags are on)
if(k is not in the hash table) {
insert the k into the hash table;
t++;
delete the k in the hash table after 4.55 hours;
}

When packet is incoming from the network
ack_number = packet's ack number-1;
if (ack_number is in the hash table)
S++;

Every seconds
if( (t-s) > threshold ) {
SYN Flooding attack;
initialize the t and s are zero;

}

(2D2IZ 1) SYN Flooding 2=S

gXot=

#define ISN_HASH_IOG 11
#define ISN_HASH SIZE (1 << ISN_HASH_10G)

int isn_hashfunc(unsigned long isn)

{
unsigned int value;
int hash;

value = isn;
hash = 0;

do {
hash *= value;
} while ((value >>= ISN_HASH_LOG));

return hash & (ISN_HASH_SIZE - 1);

(O3 3) d4EiEEE MEGH| HAB i &

3.2 Teardown

Teardown B8 B XIS HolA I8 42 22 6o 3
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ool A= size BEB S & & ULH NIDSIH & X
MAHE EWdt=E 2 WA A fragmentationOl &

U=XE LB &0 fragmentationOl
2 2IAEE CHEL.

LM ACHH IS

= MBI fragmentationg MA0I2Z item_listE 2HE0!
frag_listOll Z=2}8HCEH.
SIAEDL 240l EH offseth sizeE BHIDGHH AN

fragmentation® X| Ot XIE FE8HCH

<src, identification>--<size, offset>--—<size,offset>

<P.I, 20303>--<1470, 0>-<1470, 1470>-<1470, 2540>-<50, 4010>

<B|, 23023>--<1000, 0>-<8, 600>

<CI, 31303>-—<1470, 0>-<1470, 1470>-<1470, 2000>-<270,2540>
!

(0% 5)Teardown T2 &X8l=0 MBEHE
2IAEQ O

O

// frag_list :
AQEL =as

// item_list :
T AYEC =lam
// size : B item™ size

/1 offset : W™ item¥ offset

// next_offset : g item® offset

5% E¥% fragmentation® TIFEL F=H

1 fragmentation® MMAED FX (item)

When fragmented packet is arrived

if ( <src ip, identification> is not in the frag_list) {
make the item_list;
insert item_list into frag_list;

}

else {
update item list;

}

Every seconds
current_fragment = frag list's first element;
do {
current_item = current_fragment's first item list]
element;
do {
current_item's sum = current_item's size +
current_item's offset;
if (current_item's next_offset ==
current_item's sum)
continue;
else
Teardown;
} while{current_item = next item list element);
} while(current_fragment = next frag_list element);
initialize the frag list;

(¥D2IE 2) Teardown
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8 5% 20|l 2IAE= identification, source 1P, size®t
offset2& OIZO0{ M QUC & source IPOIA EAE WA
D8 identification & JIXI22 0 $- Ek% (0[E=2<10;]
2t2t9] fragmentation® 38 FE8IC} OF AIAE0l
FYUE fragmentation® IHASe HE= frag_llstg E=X
0 2A2/E . Ol= otLte fragmentation® 312 HEI X
FHUUE item_listEE RLECH OIM item_listE8 F&d}
= 22 i(tem)EE  offsetE  O0IE3H0  IH3!0I

ENMUE HIXIECH frag_listi ZMstK Ss

fragment&
<identification, src IP> EE2& 2= M30| TRSCIH O

717

<C, 31303>--—<1470, 0>—<1470, 1470>—<1470, 2000>-<270,2540>
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(O™ 6) Teardown BXE 22 PR Ml 2AE9 O
g &0, 18 61 28 CIAEE MU =i

identification 313030/ CIE OIOIE0l <1470,0>0ICt Oi
A2 fragmentation® Mle & B W3S size= 14700l
D offset0l 09:%% SIDIECH & 9W OIOI’I2 <1470,
1470>0ICt. Ol 0l D29l size= 1470011 offset2
147028 _lﬂloFC} Ol = ¢ M2 sizet offsetel &
2 5 Bl #]9 offsetlt Z0t0F 8Lt =, FAAQ AR
Ol= fragmentationOl & i3l 2 offset2 BlWdH M2 &
&3] OO BHCH Dl 3XE 2 A FR0E offset
20l MZ Ci2H ECh 108 60iA M SR D W B
Halg 28, A Sl 3 size?t offset?] & 34700
Ch O 22 W 9l 3 offsetdt & iléHOt BtCH Lt
Ul SR 22 254022 347030 LXK &=Ct 0 B2
Ol= Teardown 23 E €& 210/CH
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