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Automatic Generation of Intrusion Detection Rules using Genetic Algorithms
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alert tcp SEXTERNAL _NET any -> $HOME_NET 21
(content: “USER root”; msg: “FTP root login”)
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7 Echo 67 BOOTP
20 FTP, data 69 TFTP
21 FTP, conrol 79 Finger
22 SSH 80 HTTP
23 Telnet 109 POP2
25 SMTP 110 POP3
49 TACACS 111 Portmapper
53 DNS 113 P
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alert tcp $EXTERNAL_NET any -> $HOME_NET 79
(msg: "eject!”;content: "|36 661";)
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« Populations : 64 ~ 5]2
- Iteration : 1000

- Crossover Rate : 0.70

- Mutation Rate : 0.05

- Roulette Wheel Selection
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- alert tcp SEXTERNAL_NET any -> $HOME_NET
23 (msg: "eject!”;content: "150 3bl";)

- alert tcp SEXTERNAL_NET any -> $HOME_NET
23 (msg: "eject!”;content: “|40 3al”;)

- dlert tcp SEXTERNAL_NET any -> $HOME_NET
23 (msg: "eject!”;content: "I38 56 511";)

- alert tcp $EXTERNAL_NET any -> $HOME_NET

23 (msg: "eject!”;content: "I3c 46 511";)
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