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Program RequestingProcess(p:process);
var Rstatus = wait @ status of request:

Q = ¥ : set of process; /* quorum */

K : set of process;  /* reply is received */
G : set of group; /* current group set */

ID : process D

X : data part that user want

T: set of partial secret value

When plgroup set is G) wants to enter CS;
begin

Rstatus = wait;

Select arbitrary Q from coterie;

K =¥,

T =%,

send "Request(G,IJD,X)” to all q€Q;
end; /*end of request initiation. */

At arrival of "OK” from gq;
begin
if Rstatus = wait then begin
K:=KU{q} and T:=TU{s} ; /*collect s from each q */
if K=Q then /*tnat means collecting secret value finish*/
begin /*can enter CS */
secret = h{{s; from T}) /*h : reconstruction function */
select arbitrary g€G;
send "Lock(g)” to all q€EQ;
Rstatus = in;
/*in the CS, access data that user want */
y(x) = D(x) XOR secret
Rstatus = out;
send "Release” to all q€Q;
K =¥, /* waits for "Finished */

end /* end of Q=K */
end /* end of Rstatus= wait*/
end; /* end of arrival "OK” */

At arrival of "Enter(g)” from q;
begin
if Rstatus= wait then begin

send "NoNeed” to all reQ-{q}:

Rstatus = in;
y(x) =D(x) XOR secret
Rstatus = out;

send "Noneed” to q;
end; /*end of Rstatus= wait */
end; /#* end of arrival "Enter” */

At arrival of "Cancel” from q;
begin

if Rstatus= wait then begin

K:= K-{qh
send "Cancelled” to q;
end; /* end of Rstatus=wait */
end; /* end of arrival "Cancel” */

At arrival of “Finished” from q;
begin

K:= KU{q)

if K=Q then send "Over” to all q€Q;
end; /*end of arrival “Finished” */

Program ManagerProcess(q:process);

var status = vacant: status;
group: group, /*current group */
Que = null: priority queue of requests;
waiting= null: process; /* waits “Lock” */
sentok = null: process /* ‘OK’ is sent */
Que = null ! priority queue of requests;
using = null : set of processes;

At arrival of "Request(G,ID,X)” from p:
If IDE registration_list /*check authorization */
begin
Insert the request to Que;
/* assume that Queli] be the position */
Quelil.status := wait;
Quelilpr = p;
QuelilG = G;
if status = vacant then begin
/* generate o with encryption random function Keya(x)*/
o =Keyd(x);
/* generate pseudo-random string with a private seed rr+/
r=Rn(x XOR ID);
/* computes its share of the key, si using the SSS */
si=MTi(o,r)
send”OK"” to p;
sentok = p;
Quelil.status = waitlock;
status := waitlock;
end /* end of vacant */

else if status = locked then begin

if groupEG and Quelll.status = enter
/#Quell] : highest priority request */
then begin

o =Keya(x);

r=Re(x XOR ID);

si=Ti(o,r)

send “Enter(group)” to p;

using ‘= using +{p}

Queli].status := enter;

end

end /* end of locked */

else if status=waitlock then begin

if Queli] is highest priority then begin
send "Cancel” to process sentok;
/* assume Quelkl.pr= sentok */
Quelk].status:=waitcancel;
status:= waitcancel;

end

end /* end of waitlock */

end; /* end of "Request” arrival */
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At arrival of’Lock(g)” from p(p=Quelil.pr);
begin
using={p}
Quefil.status := enter;
status := locked;
group= g;
if Quelll.status= enter or g€Quelll.G
then begin /*Que(l] can enter CS */
for every request Quelk}(k#i) such that
g€Quelkl.G do begin
send "Enter(g)” to Quelk).pr:
Quelk].status ‘= enter;
using ‘= using+{Quelk].pr};
end; /* end of do */
end;
end; /* end of arrival "Lock”

At arrival of "Release” from p(p=Queli].pr);
begin

status := releasing;

remove entry Quelil;

using := using -{ph

if using=¥ then send “Finished” to p:
end;

At arrival of "NoNeed” from p(p=Quelil.pr):
begin
remove entry Quelil;
if p= sentok then NewChance
else if pEusing theen begin
using:=using~{p});
if using = ¥ then send "Finished” to sentok;
end
end;

At arrival of "Cancelld” from p(p=Quelil.pr);
begin

Quel].status:= wait;

SendOk;
end;

At arrival of "Over” from p{p=Quelil.pr):
SendOk;

procedure SendOk; /* permission released. */
begin
if Que is not empty then begin
/* Quell]: highest priority request */
Send "Ok" to Quelil.pr;
Quelll.status := waitlock;
status'= waitlock;
end /*end of Que is not empty */
else status != vacant;
end;
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