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Abstract

Threshold signature and blind

signature are

playing important roles in

cryptography as well as practical applications such as e-cash and e-voting systems.

In this paper, we present a new threshold blind digital signature based on pairings

without a trusted third party. Our scheme operates on Gap Diffie-Hellman group,

where Computational Diffie-Hellman problems are hard but Decision Diffie-Hellman

problems are easy. For example, we use pairings that could be built from Weil

pairing or Tate pairing. To the best of our knowledge, we claim that our scheme is

the first

random oracle model.

I. Introduction

Digital signature is an essential component in
cryptography. Depending on its purpose, the
digital signatures can provide the various
setting.

A threshold signature scheme distributes the
signing abilities to a group of signers such that
a digital signature on a message cannot be
produced by a predetermined number of signers.
With this property, misbehavior caused by a
single dishonest signer will be eliminated in
many applications. A blind signature scheme, on
the other hand, gives users ability to get a
digital signature from a signer without revealing
message content. This property is very
important for implementing e-~voting, e-com-
merce, and e-payment systems, etc.

A threshold blind signature combines a
threshold signature and a blind one to exhibit
both properties. Therefore, a threshold blind
signature while giving user ability to get sig-
nature on a message without revealing its con-

threshold blind signature using pairings with provable security in the

tent, still maintains the shared secret key to be
distributed among signers.

In this paper, we propose a new threshold
blind signature scheme based on pairings.
Working on an elliptic curve over a finite field,
our proposed signature scheme has achieved
efficlency in terms of the signature size
compared to the previous schemes [14] and [15].
We also prove the security of our signature
scheme in a formal way.

Organization: Some background on bilinear
pairings and relevant tools are stated in Section
II. In Section II, we describe our proposed
threshold blind signature scheme. Section IV
analyzes the security aspects of the proposed
scheme. In Section V, we will evaluate
performance of our scheme. Section VI is
concluding remark.

II. Preliminaries

1. Concepts of bilinear pairings
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We summarize some concepts of bilinear
pairings using similar notations used by Zhang
and Kim [23] which was used to design
ID-based blind signature and ring signature
based on pairings.

Let G and G2 be additive and multiplicative
groups of the same prime order g, respectively.
Let P is a generator of G;. Assume that the
discrete logarithm problems in both G; and G2
are hard. Let e:GixG—G:2 be a pairing which
satisfies the following properties:

1. Bilinear: e(aP,bP’) = e(P,P)® for all P,
P'E€G;r and all g, bEZ.

2. Non-degenerate: If e(P,P’) = 1 for all P’
€Gy then P = O.

3. Computable: There is an efficient algorithm
such as [1] to compute e(P,P’) for any P, P’E€
Gr.

Group G is called Gap-Diffie-Hellman (GDH)
group if in this group, Computational Diffie-
-Hellman (CDH) problems are hard but Decision
Diffie-Hellman (DDH) problems are easy.
Throughout this paper, Gi is GDH group of the
prime order gq.

2. Blind signature scheme based
on GDH problem

To propose the threshold blind signature
scheme, we build a blind version of the
signature scheme in [4] defined as follows:

Let P be a generator of G Public infor-
mation is I=(q,P,H) where H:{0,1}'—G, is an
one~way hash function. A new blind GDH sig-
nature scheme BGS=(B8K 8S,8V), where BK, BS,
and BV are key generation, blind signing and
verification protocol, respectively, is defined as:

-BK): Pick randomly s€xr Z, and compute
Q=sP. Return the public key pk and the secret
key sk, where pk=(q,P,H,Q), and sk=s.

-8S5(1 sk,M): The user wants a message ME
{0,1}* to be signed blindly. He picks a random
number r€grZ, and computes a blind message
M’ of the message M, M’=H(M). He sends M’
to the signer. The signer signs on M’, 0'=sM’
and sends back ¢’ to the user. Receiving ¢/, the
user unblinds it and gets the signature of the
message M, 0= r'o’ and outputs (M,0).

- BUpk,M,0): It Vppu(P,Q H(M),0)=1 then

return 1 else return 0, where Vppr() is an
efficient algorithm which solves the DDH
problem in Gi.

The security of the proposed blind signature
will be discussed in Section 4.

III. Proposed Scheme

The threshold blind signature schemes TBS
includes of three protocol: Key generation 76K,
Signature generation 78S, and Signature
verification 78V protocols.

1. Key generation 78K

Suppose that there are n players involved in
the 7BK protocol to make a (tn)-threshold
scheme DKG [9], where n> 2t-1.

Let P and P’ (ie, P’=BP for some BEZ,)
be generators of ;. Denote n players involving
in 78K as {L; La.. L.}. The public key and
the secret key of this group of players are @
and s, respectively. The public share of the
player L; is &: and the corresponding secret
share is s;, for i=1, 2,.., n.

Each player L; behaves as the following to
generate a shared secret.

G1. At first, L; sends its information.

* Select randomly (uniformly distributed as in
(18]) @i and b€ Z,, keeps them secret.

* Pick up randomly two polynomials fi{x) and
fi{x) over Z, of degree at most t-1 such that
filO®)=ap and fi(0)=by. Let flx)=aw + aux + ..+
Gi-x"™" and fi(x)=by + bux *..+ by’ These
polynomials are kept secret by each player.

* Compute and broadcast Cy=auxP +biP’ for k
= 1, 2,.., t-1, sends fi{j) and fi(j) secretly to
each player L; for j=1, 2., n, j=i.

G2. L; receives information from other players.

(a) After receiving fi(i) and f;(i) from L; for
J=1, 2., n; j#i, the player L; verifies fi{{) and
fi{i) by checking

=1

fli)e+f0,(i)eQ = i (0

£=0
If Eq.(1) is verified to be false, L; broadcasts
a complaint against L;.

(b) Each player L; , who received a complaint
from player L; broadcasts the values fi(i) and
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Fili) satisfying Eq.(1).

(c) Each player marks as disqualified any
player that either:

* received more than t-1 complaints at (a), or,

* answered to a complaint in (b) with values
that make invalid Eq.(1).

G3. Build the set of non-disqualified players by
denoting this by HP which means a set of
honest players.

G4. Computes the secret share si=Xienp fili).

G5. Each player L;SHP broadcasts axP for k =
0, 1. t-1.

* Player L; verifies the value broadcast by
other players in HP, for each jEHP, verify:

=1
f/-( i)e= ’.L“ﬂfP (2)
£= 0
If the check fails for index j, play L: sends
complaint against L; by broadcasting values fi(i)
and f;(i) which satisfies Eq.(1) but Eq.(2).

* For player L;, who receives at least one
valid complaint as above, the other players will
use Pedersen’s VSS to reconstruct value of ap,
fix) and awP for k=0,1,..,t-1. Each player in
HP sets public key of group as @ = Xienr
aipP. The corresponding secret key s=2ienp ap
is distributed to n players but does not appear
explicitly in the protocol. Each player has the
secret share s; and the public share @; = siP.

2. Signature Generation 78S

Suppose that a user A wants to get a
signature on the message M blindly from ¢
signers. Denote t signers as S = {Lill<i<t}.
S1. A chooses randomly (uniformly distributed)
r€Z, and blinds the message M by computing

M’=rH(M). A sends M’ and w.= Tl ,c ,x }_f_,

to every signer L; for i=1,2,..t.
S2. Signer L; after receiving M’, computes a
partial signature 0; and sends it back to the
user, where 0= siwM’
S3. A, after receiving ¢;, verifies 0; by:
e(a,P) = e(e:M', Q) (3)
If Eq.(3) does not hold, A sends M’ again to

get the correct o0, Otherwise, A computes the
signature ¢ on M:

t=r" 4, (4)

3. Verification 78V

The signature 0 on a message M is accepted
if and only if:

e(0,P) = e(HM),Q) (®)

4. Correctness

Firstly, the correctness of the signature
scheme must involve the correctness of
verification of Eq.(3) in 78S protocol. That
means the partial signature 0; is valid if the
i-th signer is honest. We have:

e(U,-,P) = e(ldiM/,Qi) = e(ﬂ!,'M',S,'P)= e(w,-s,-M’,P)
Secondly, we verify the correctness of the

threshold blind signature scheme. The scheme
signature 0 has a form:

0 -+=~o0

jesjes;j=id7 1

=r‘1r:7{(ﬂ{) = s (M)

€ s

We can get
interpolation.

above result by Lagrange

The verification using Eq.(5) gives us:
e(0,P)=e(H(M),Q)=e(H(M),sP)= e(sH(M), P)

Hence, if ¢ is the valid signature on M, the
verification always holds.

IV. Security analysis

We analyze security of the proposed signature
scheme in this session. First, we give definition
of the security.

Definition 1. Let TBS=(78K TB8S. TBV) be
the threshold blind signature scheme. TBS s
secure threshold blind signature scheme if:

1. Unforgeability. No adversary who corrupts
at most t-1 signers, with non-negligible pro~
bability, can do one-more forgery attack, that is

an adversary cannot produce more than {
signature after executing T8S protocol { times.

2. Robustness. Even there exists an adver-
sary who can corrupt up to t-1 signers, the
TBK and TBS protocols complete successfully.
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1. Blindness

First of all, we state that our proposed sig-
nature scheme has blind property. Since r is
chosen randomly from Z, therefore M’ =
rH(M) is also a random element in group Gij.
Thus signers only receive the random
information from the user and there is no way
to know the original message.

2. Robustness

The robustness of the proposed signature
scheme is shown by the following theorem:

Theorem 1. (Robustness) The threshold
blind signature scheme TBS is robust for an
adversary who can corrupt t-1 signers among n
signers such that n> 2t-1 signers.

Proof. Even t-1 signers are corrupted, there
always exists any subset of ¢ signers can
construct unique the secret key s uniformly
distributed in Z, Thus 78K completes success-
fully. Similarly, in 78S, every partial signature
is verified by Eq. (3), and so is the signature ¢
- Eq. (5). Hence, 78S completes successfully. ®

3. Unforgeability

To prove unforgeability of TBS scheme, first
we have to prove that the underlying signature
scheme BGS is unforgeable and then prove that
TBS scheme is simulatable.

1) Unforgeability

Differ from the standard signatures, the
notion of unforgeablity of the blind signatures is
about one-more-forgery [19). The proof of un-
forgeability of BGS based on “chosen-target
CDH problem and assumption” given below:

Definition 2. (CT-CDH) Let G: be GDH
group of prime order q and P is a generator
of Gi. Let s be a random element of Z, and
Q=sP. Let H{01}Y—G: be a random hash
function. The adversary B is given input
(q,P,QH) and has access to the target oracle
Ta: that returns a random point U; in Gi and
the helper oracle cdh-s(). Let gr and qu be the
number of queries B made to the target oracle
and the helper oracle, respectively. The
advantage of the adversary attacking the

chosen-target CDH problem Adv™"Tc/(B) is
defined as the probability of B to output a set
of 1t pairs (Vij), (V2j2,..(VijD), for all
i=1,2..,1 3 ji = 1,2,.,qr such that Vi=sU; where
all Vi are distinct and qu < gr .

The chosen-target CDH assumption states
that there is no polynomial-time adversary B
with non-negligible Adv™ 'ci(B).

We have the following theorem:

Theorem 2. If the chosen-target CDH
assumption is true in the group G then the
blind signature scheme BGS is secure against
one-more-forgery under chosen message attack.

Proof.(Sketch) If there is any polynomial-time
adversary A attacking BGS against one-more
forgery under chosen message attack, we
always construct a polynomial-time adversary B
who can solve CT-CDH problem such that
Adv?™ess(A) = Adv™ Pi(B). =

2) Simulatable

The simulatable condition means that there
exists simulators can simulate the view of an
adversary on the execution of 78K and 78BS
protocols. Since 78K was based on DKG, we
can have the same simulator as in [8). For 78BS
protocol, we construct a simulator SIM which
can simulate the view of an adversary A,
whose view is VIEWa(TBS(s1,s2,..5,,M,Q),0), in
the running of 78BS protocol. A also can
corrupts up to t-1 signers.

The input to SIM is a public key @, a
message M, a signature 0 on M and secret
shares si, Sz,...,St-1 of corrupted signers.

1. SIM chooses r' € Z, randomly.

2. SIM computes partial signature:

0 = r'sgHM) for 1< i < t-1.

3. For an uncorrupted signer, SIM computes
-1
partial signature as #.=703- %
i=1
Denote the information produced by the above
simulator SIM as SIM(M, Q, s1, Sz,...,Se-1). The
following theorem shows the simulatable con-
dition of 78S scheme:

Theorem 3. VIEWA(TBS(sy,sz,...5n,M,Q),0)
and SIM(M, Q, si1, $z..,5-1) have the same
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probability distribution.

Proof. (Sketch) By comparing the information
produced by SIM and 78S, we can easily see
that it is polynomially distinguishable the view
of A and the output of SIM. u

Theorem 4. The threshold blind signature

scheme TBS s as secure as the blind
signature scheme BGS aguainst one-more-
forgery under chosen message attack.

Proof. This comes immediately from
Theorems 2 and 3 n

By Theorems 1 and 4 we can state that TBS
is secure and robust threshold blind signature
scheme.

V. Performance

We compare the proposed signature scheme
with the previous ones KKLO1 [14], LJY99 [15].

Operation | KKLO1 LJY99 |[Our scheme

Am 2t+1 2t+1 0

M t+5 2n-t+6 1

E 6 8 0

I 0 0 1

A N/A N/A t-1

S N/A N/A 2
Table 1: Computation at a user’'s side
Operation KKL01 LJY99 |[Our scheme

An 2 2(n-t+1) 0

M 5 2n-1 1

E 8 6 0

1 0 0 0

A N/A N/A 0

S N/A N/A 1

Table 2: Computation at a singer’'s side

In these tables, Am, M, E and I mean modu-
lar addition, multiplication, exponentiation and
inversion, respectively. A and S denote point
addition and scalar multiplication on an elliptic
curve over a finite field N/A means Not
Available.

Compare to previous schemes, our scheme is
very efficient in termm of the signature size,
especially if the point compression technique is
applied.

V1. Concluding remarks

We have proposed a secure and robust
threshold blind signature scheme based on
bilinear pairings. The scheme was proven as
secure as the blind GDH signature scheme in
the random oracle model. In addition, our
scheme exhibits robustness. Even there exists
an adversary who can corrupt up to t-1 signers
among n= 2t-1 signers, the scheme still
completes successfully. Moreover, our scheme
achieves efficiency in a sense of the signature
size.

Further more, we can add proactive property
to our signature scheme using technique [11],
[10]. This property makes the signature scheme
more secure by coping with mobile adversary.
Using DKG, we can achieve proactive property
more secure, since original techniques used in-
secure distribution method as pointed out in [9].
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