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Abstract

Key exposure is the most devastating attacks in any crytographic scheme. In this
paper, we investigate key exposure problem in blind signature. We then present a
variant of Okamoto-Guillou-Quisquater (OGQ for short) blind signature scheme
guaranteeing forward secrecy. Namely, even if current secret key is revealed, forging
any signature valid in the past is impossible. Our proposed scheme exhibits an
efficient key updating protocol and introduces no significant communication overhead.
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I. Introduction

Cryptography works under the assumption
that a small piece of information (secret key)
must be kept secret. Therefore, key exposure is
the most devastating attack in all cryptographic
schemes. Forward secrecy introduced by
Anderson [2] is the security notion addressing
key exposure problem. Intuitively speaking,
forward sececy protects validity of previous
usage (before key exposure) of cryptographic
schemes.

Key evolution is a natural solution to prevent
key exposure problem since frequently updating
key makes it harder to be stolen. However,
naive key evolution, ie, randomly get a new
key to replace the old key, is very inefficient to
guarantee forward secrecy. Specifically, in public
key cryptography since if public key is
randomly changed, key owner will need to
register his public key again or include it in
every his digital signature. Thus, in public key
cryptography, we usually evolve key pair such
that public key (or an essential part of public
key) is not changed.

Blind signature proposed by David Chaum [1]
is an interesting digital signature. It allows an
user to get signature on his message from a
signer without revealing the message to the
signer. Blind signature has applications in
electronic cash, electronic voting, etc. In this
paper, we study key exposure problem in blind
signature and propose a forward secure blind
signature scheme. Our scheme is an variant of
a provable secure blind signature scheme,
namely, Okamoto-Guillou~-Quisquater (OGQ for
short) blind signature [3, 4, 7). Our proposed
scheme also exhibits an efficient key updating
protocol and introduces no significant
communication overhead.

The organization of the paper is as follows:
We give several definitions in section 2. In
section 3, we describe our proposed forward
secure blind signature. We then analyze its
security in section 4. Finally, we make the
conclusion in section 5.

II. Definition
Key-evolving blind signature scheme. A
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key evolving blind signature scheme has

following components:

o Setup: This component generates system
parameter as well as initial key pair for
the signer, (PK, SK)).

e Key Update: This component generates a
new secret key for time period #1, SK.,
on imput secret key for time period t, SK.

o Signer and User: These two entities
involve in signature issuing protocol in a
given time period, say time period t. After
signature issuing protocol ends, the user
either output signature of the signer on
his message or ‘error’; the signer either

output ‘complete’ or ‘incomplete’
accordingly.
@ Verification: This procedure on input

message, signature and public key of the
signer, decides whether the signature is
valid or not.

Security Notions. We give security notions
for a key-evolving blind signature scheme with
forward secrecy.

e Blindness: Blindness property of a blind
signature scheme (with application to
electronic cash) addresses anonymity of
cash in real life. To satisfy blindness
property, any party (especially the signer)

cannot identify signature owner given
that the party has all information
exchanged during signature issuing
protocol.

o One-more Unforgeability: In real life, any
customer should not get more money than
the bank gives him. In blind signature
context, this fact was understood by
Pointcheval and Stern [4]. Roughly
speaking, one-more unforgeability means

that user cannot get more than 1
signatures after 1 interactions with the
signer.

e Forward Secrecy: In this paper, we
focus on forward security of key-evolving
protocol and blind signature. Specifically,
a key-evolving protocol is forward secure
if given secret key at time period ¢ SK,

attacker cannot compromise any secret
keys at time period j for any j < ¢ In
blind signature, forward security means
that even knowing the signer secret key
at time peiod ¢ SK, attacker cannot forge
any valid signature for any time period J
<t

Security Assumption. In this paper, we
interest in a mathematical hard problem related
to RSA cryptosystem, namely the strong RSA
assumption. Firstly, we define the strong RSA
problem on which the strong RSA assumption
follows.

Definition 1. Given a RSA modulus N (which
is the product of large primes) and x ¢ z,, the
RSA problem is to find y ¢ z, and an integer

e such that y* = x.
The strong RSA assumption states that the
strong RSA problem is intractable, We also

give following useful lemma regarding the
strong RSA problem

Lemma 1. Given a RSA modulus N and
a6€ z, together with two integers x, y such
that a*=6" and guf(xy)=1,
efficiently compute ¢ such that ¢’ = a.

one can

Lemma 1 shed a light on how to prove
security of a cryptosystem in relation with the
strong RSA problem. Specifically, we try derive
from a forger an equation s%= 6> for some
a,6,x and 5. Using Lemma 1, we can then
come to a solution of the strong RSA problem,
thus violating the strong RSA assumption.

II. The Proposed Blind Signature
Scheme with Forward Secrecy

In this section, we describe a variant of
OGQ blind signature scheme guaranteeing
forward secrecy. To do so, we implement a
key-evolving protocol for the OGQ scheme. In
one time period, our scheme works just like the
OGQ scheme. We denote H as a coliision-free
cryptographic hash function whose domain and

co-domain are {0,1}" and z", respectively. We
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also omit "mod N' for all computation done in
Zy-

Setup

e Generate two primes p’ and q’ such that
p=2p  +1and q =2q" + I are also prime.
Let & = pg and 0 (w) = (p-1)(g—1).

o Generate a random prime , such that it

is co-prime with 0 (w).

e Choose a from zZ, of order greater than

Also choose 1€ ,z", s € ,2zy and

e€ ,Zy-

e Compute V=10a""s;*, f, =a", v, = V2f,

(= 2roe-:— N =2ro¢ mod . and_g‘ = a[_goz.

e The signer’s intial secret key, SK, Is
1,n,8 fiv ) and the corresponding public
key PK is (v, ,a,v).
Key Update

o Parse SK as (ir,s, f.,v.)-

e Choose ¢ € , .z

» Compute Yoy = Fa', fier = fa',

[(=2re+ ,, 14y =2re mod | and
_ t2

Sie1 T @S -

e The signer’s secret key in time period
i+ 1, SKi*l, is (i+1;f¢+1r-‘-‘+1.ﬁ+1,"’i+1 )-
i and

Note that, time

corresponding #,

i’

the period the
v, are not secret anyway. We

assume that users, when contact with the
signer, have access to those information (e.g. in
the signer’s public read-only directory).

The Signature Issuing Protocol

We describe the interactive signature issuing
protocol between the signer and an user in a
time period, say ;.

Signer User
t€ ,z"ue  zy
x=a'u’
X .
—_y, = ‘sz,
?,°¢€¢ ,z°
€, 2y
x0 =xa" "y,
Q=9 (if, mx0)
c c=¢0Q—-° mod ,
y=t+ cr, mod ,
w=t+oer,+ |
z=a"us’ 9y, 2
y0=y+7? med ,.
wQ=y+? +,
w"=cO—c+,
)= awov:w"z_
Signature on m is (if;d0,yQ20)

We should emphasize that the time period
index ; must be enforced to be embedded into
signature. Otherwise, we cannot tell in which
period, a signature is issued. Furthermore, f, is
so that the
verifying key v = v 2. One may argue that

needed verifier can compute

this is no better that embedding v, into every

signature so that naive Kkey evolution
(generating new key randomly) is possible.
However, in blind signature, user is in charge
of hashing his messages. Thus, naive key
evolution cannot force user to embed correct
time period index which means forward secrecy
is lost.
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Verification

To verify a signature (if{),y0z0)) on

message m (we omit the time period index on
f), a verifier does the following steps:

v Z}and m’ =¢r)020'u;0.

o Compute v, =

o Accept the signature only if

Q= (ifmx00)-

It is easy the verify the correctness of the
verification procedure since we can easily show

that Xy’ =.foz01a:0 =)
IV.Security Analysis

We state two theorems regarding security of
the proposed scheme.

Theorem 1. 7The proposed scheme has
blindness property.

Proof. To prove the theorem, we should show
that given any signature and any view (ie,
information exchanged between the signer and
user during signature issuing protocol), we can
uniquely determine the blinding factors, ?,~ and
°. It is easily done as follows: ° =) —¢ mod
., 2?2 =y0-y mod , and °=:0/(a*%v " z) where
w’ and w’’ are computed just like in signature
issuing protocol. This fact prevents the signer
from distinguishing signatures by using
exchanged information during signature issuing
protocol. To conclude, the proposed scheme
satisfies blindness property.

Theorem 2. The proposed scheme is forward
secure.

Proof. We will prove this theorem by using
forking lemma proposed by Pointcheval and
Stern [4]. The forking lemma states that if
there exists an forger, then, with non-negligible
probability, we can obtain from the forger two

different signature on the same message.
Specifically, suppose that we get two valid
signatures  (if40»040) and (if40%020)

from a message m from the forger. Then, it
must be the case that

@020 (VP10 = %20, (v27)0:. We expect that
try
%, -, then we can obtain the following

v2f= 4, otherwise, again. Since

v, = a

we

equation % =4- for some integer 6 and 3.
Since it is very likely that gai(4, ,) =1
(because |, is prime), using Lemma 1, the above
equation enables us to violate the strong RSA
assumption. Thus, there does not exists forger
or the proposed scheme is forward secure.

V.Conclusion

We have presented the first forward secure
blind signature scheme. Our proposed scheme is
constructed the provably secure OGQ blind
signature scheme. The key-evolving protocol in
our scheme is efficient so very frequent key
update (eg. every 10 minutes) is possible. We
believe that forward secrecy is an important
feature in blind signature as it protects
customers as well as the bank from loss of
money (in case of electronic cash).

However, signature size is not so efficient.
We should find a better key-evolving protocol
to improve signature size.
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