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Event’} A Al2dolA Az gs=ed dde
AZEE 08%2A AAZ 77k A"l HeE
M. =%, MY A BHo] AFLm o] F9
A7) diEe] #eE 2 B4 SHAME A
agd ofE&] Aedsiord AR NE o
v 3 #ele 3&8A4L FIANZ F Uk

ob-g2], daAd B4 A2de T AFo=
48 2% HEEL FEAA B "eF
AEE HAd AT Fo2A g NS A2
AFle EFE 7tA LY, BERA EREHEe 2
25 Hridez A £ o

3. Correlator 45 % 7H(Scenario #4)

MEAZ gl Az 522 A8 AsdE
RPC Mu29] AGHE ol 88 FAo2AN, thg
3 e vz FAL WAt

e Step 1 : Host Scan
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e Step 2 : RPC Au[29] FHIHE FH3}7]
%q é} IE)(I)hDit éﬂ ﬁy @ Tiwead Event Table &

» Step 3 : Root Shell AejolA Fa A2
0 g5

{

Qo TR S

Host Scang $3] NMAPS o|g3lgg<en, RPC
Aul29 FHFHS o]&39 Buffer Overflow
TALS AP A3 Y 74 He v goj
FTAAE root &L 7HAE shell& 53

FrER T TGS

{rootlicantal syleels ./Epc_exploit -C 143.248.137.04 -4 0 at .
314 999 (+ncr/emml) 52 ©A Z# : Thread Event

target: OxDELELTAB new: QxDLLCES6C (offset: 600)

iviping 9 dwords

cint_call{}: RPC: Timed out

ty a3 exp To oheld..

ONG! You now have rDc.ostatd technique!lss!

total 99 Correlatsr Lowsr Events with 0 « 2

deexg-xr-X 17 xoet £oot 4096 Oct IO 08:45 ./

druxz-xc-x 17 oot root 496 Oct 10 08:45 ../

drwer-xz-x 2 root 00 4096 Oct L3 22:13 bin/

AEYXT ~X L “%X 3 root oot 4096 Ocx 20 21:26 boot/

dewer -xx-x% 6 xoot o0t 56864 Ocy 20 21:27 dev/

jdruxc-xz-x 29 root oot 42096 Gcx 20 23:51 etc/

Lias 33 3¢ 3 9 root oot 1024 Oct 20 20:08 home/

druwxz-xL-X 4 root Toov 2096 Oct 10 08:53 14b/

drexr-xz-% 2 xoot 00t 16384 Oct 10 08:44 losttfound/

AeNE ~XT *X 4 root oot 9096 Occ 10 08:45 mant/

jarweroxz-x 3 xoot root 1024 Mug 24 1999 opt/

dz-XE-xX-X 4§ root ooy 9 Oct 21 06:25 proc/

dreagr =~ 2 Toot oot 4096 Occ 10 00:47 ooty 7

drucr-xz -x 3 root oot 096 Oct L0 08: 55 abin/ y S TCB i3 P T e

devacrucrve 4 root root 4096 Oct 22 04:02 wap/ 7 T S e

d X 21 root oot K096 Ocx 10 08:50 usr/ H T XCHR Biaky VOB Yo U

drwer-¥z-~x 20 XooT oot 1024 Oct 10 08: 5SS var/ T SCAN SIS Py s T

juid=0{zoot} gid-0{root) XY k) SCATSTR Trony deast T
TR SR RGeS e Y
i 7 7 S rcwe R K

Ay = L L3 FEF YR o H
¥ 7. RPC Buffer Overflow 34 43 A% B AP

2Y 10. Correlation Event : A3 1 3Ql

1Y 8& RPC Buffer Overflow ¥Ze] dig
92 ARE Fitert Aeistel B ANZ A% o A < o A
¥ Thread Event 24, AH0z 238 ome 29 03 FEAT e A 20 498 4
S FUARAS AT AVEE ATHT A lna wwyel 3AR A ARduse B
AL GF FA CMEA YIS G T AR g naza gon, dudas 2e A¥AQ
el rsl AUA ARsel 9By 24 33 SignatwretAE H s
53 AY¥ As 29 99 1094 BE )
s ok 09 9 RAE BHE o e
JHESC] e #9 £F e oWER i x i
i Altk S dey 2as 4. Situator 4% % 7HScenario #6)
Sibs 29A s ¥4 SR8 bNc  Siwator R AN AF A¥E A3 9
g9 dng FAYL B4 W AFoln 3 LN, Ni,, NM] Hei2 34 A42eg 2§
shel 4% BAE ANsgon, ¥ wAME
Scenario #6° W& AATE Holuz gt

o

ol4

2 ot B

@ Correlator Table ¢

.
T T [lack iteps of 1876 LA (83 QAR 137 B8 (R 10-00 20 AF] DRI A0VRade |3 loig More: More | More | Mors

a9 9. RPC Beffer Overflow 730l W3k 44 ¥4 ZA : Correlation Event
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DDoS 3L thye] Z2E7 53 F2E9
A2 AFold FAREL B 2oz 44
3te FHLEAN, YREY 48 IDSEL A7}
Br53% ARt a8y B =34 Aow
A4 B4 A2"9 Situator BEL AX 7
ANeE 2oz d YEYIANGA DDoS £89]

¢

40 A1 S-S HAGFA
DDoS #7498 =71 &4 T4 HrtE A
ool 7 S 2EAN ICMP Flooderg o} &3}

o 2 1104 BE uis} Zo] TF A BAE
ol s 3000Byted] W& NS AL A$3ts
/\']B]/\ 7.1121 3_7_3‘0 /gsg.s}gi‘:}_

1CHP Plooder vB.2 By: Code

[Notes:

- It 1s Normal For ALl Ping Hequests To Time-Out

|- Thiz Prog Will Do @ Birect Ping Io Ihe IP Specified
- 1o get the persons IP From mIRC Iype ~dns nick

1P Address To Flood?
? 143.248.137.48

[Bytes Per Ping (2508-3082 rec. for 28.8):
7 008

fHumbor Of Pings(or @ to keey going until you press Ctrl-Break>:
? @

29 11. DDoS &4 43

o]21§ DDoS FZo] At A& el o @A
Hu 49 dae 39 12¢ 1340A4 2e uie
2o

a9 12904 RE vist 2ol AA wel B o
EgadAE ot FASC WAL glod,
%39 3AL 4

I % 1089 3320 9%
AL e Ro] FAHAG.

3% 12. DDoS &2 ©x Z3 : Thread Event

4 Situation N to 1 Table &
T
EI—
' =
) et
3. im
PRI
gv_“ o T
Toown
r Yoy
U
Suatien N1 Beurce Ps with D = 218
Sityation N1 Eignaters Lists with 10 « 218
29 13. DDoS &2 &4 2+
olgidt 7123 AARE A4 FAAF S

AR 329 13604 BE wvis} o] shtel BA o
HEZ F&5 Yeido & d4e 33 odE
b 4 T4 g9 34 dE 7] HE
o] Situatorol A dh}e] 2AEE oWEER ¥HE
E AL U + U

%, FU¢ FAL YAHT dE
52 44 setd & Yn ArHY 3
£ 89 sb5e7]) BEed, 71&9) DS
#e DDoS ¥2¢) 27 Bt FHssiet,

—g’—z—} SAE
7 Situature
& EMF

.o 1

<

1. 28 ¢ g%

=ENE d#y AYeEx HBE HH3
2 7133 @R A Bed u5F 4
AW, DDoSY Worm 59 Ui#% &
Z71d &8 &d & e JFYdeEx 2 4
T4 AN2dg ]?_}3}9\51‘:}. s 24 23
g 5 & upe o], AgHE Ax¥e 4
TS T3 AAToE BT Ao g
83 3FEY FRE AFH Fu, d UEYA
AqA BT JqE HdA FHolU 7lEl TFH
TEEES 2V 44T 5 JEE F Foh

azv AGE Alzde] HF FHrte ey 7
Bl 71&0]} Data Seto] flo] ojn ¢ F
Aldelegte s Hitg AP P, AF
F o 9% 3F AUELE FAST 49
Agstazt ok, el A NIDSQ Snort
T HFLE 31 U A2WE &3] Host
71%ke] IDS9 & £/ NIDSE 4% & 9
Alzgog sfds °ﬂ’<‘l°l‘4

e N A
ox, o Mt 1 rhr

oA
73

o rif r:_

r]r



rir

27| Vol.13,No.2

VI %3
[1] Wenke Le, “A Framework for Constructing

[2]

(31

(4]

Features and Models for Intrusion Detection
System”, PhD thesis, Columbia University,
June 1999.

L. Perrochon, E. Jang, and D.C. Luckham,
“Enlisting Event Patterns for Cyber
Battlefield Awareness”, DARPA Information
Survivability Conference &  Exposition
(DISCEX’00), Hilton Head, South Carolina,

January 2000.
F. Cuppens, "Correlation in an intrusion
detection  process”, Internet  Security

Communication Workshop(SECI02), Tunis-
Tunisia, September 2002

H. Debar and A. Wespi, "Aggregation and
Correlation of Intrusion-Detection Alerts”,
Proceedings of 2001 International Workshop
on Recent Advances in Intrusion Detection,
Davis, CA, October 2001.

5] A. Valdes and K. Skinne, “Probabilistic Alert

(6]

Correlation”, Fourth International Workshop
on the Recent Advances in Intrusion
Detection, Davis, USA, October 2001.

Phillip A. Porras, et al, "A Mission
impact-Based Approach to INFOSEC Alarm
Correlation”, Fifth International Workshop
on the Recent Advances in Intrusion
Detection, Zurich, Switzerland, October 2002.

[7] P. Porras and P. Neumann, “Emerald: Event

(81

Monitoring Enabling Responses to
Anomalous Live Disturbances”, National
Security Conference, 1997.

E. Bloedorn, et al, "Data Mining for
Network Intrusion Detection: How to Get
Started”, MITRE Technical Report, August
2001.

(9] F. Cuppens, "Cooperative Intrusion Detection”,

International Symposium ”Information
Superiority: Tools for Crisis &
Conflict-Management”, Paris, France,

September, 2001.

[10] F. Cuppens, "Managing alerts in a multi

intrusion  detection  environment”, I7th
Annual Computer Security Applications
Conference (ACSAC), New  Orleans,
December 2001.

_38_



