20024 st HE|ojC]osts| FAHESUEEEY

XML& o] &3 PKI 7|8t CA A4

CLENES
L L

E-mail : {xxrcn, kmansoo}@maill.pknu.ac.kr, mdchung@pknu.ac.kr

Design of PKI-based CA using XML

HwanJo Kim, Mansoo Kim, Mokdong Chung
Dept. of Computer Engineering, Pukyong National University

i<l

AU G o] &Y HA AU wTo] HA =g
gt PE NS o] 48t e-Commerce7t A SHA wat Bt #d F4)
o o] & sAsty] AF Tt W] AAHT Aok 2 FAA AHA

7t V1Y 8%

g}:

L Qe dles olEatn
SEEEERE

P3|
j=
3 A4 naske

=
=2

2A7) 1 F2PKD w@de] da AlgsH 1z vk 2 e-Commercedl = XML 4& o]
£ oA 2E Aol Ay AMEEm gu olo] Wi Bt FA APsor & FEAoh

B =R A= XMLE ol &3td mAXE Agsn ¢33lE & 7|44 S AT, PKIE
o] &-5te] ABA, A% AL AFTsHe CA(Certificate Authority)E A A3t

1. M2

eile] wBEEe g ol &%
e-Commerce % 94 F7tsta gldh. ey ol
& e-Commerce} TAef 713 & Feoie Bt ##
FAEolth. e-Commerce H¢tol #AFS 714,
Z, AFA, A9 75 E] AFH o ot

old EAMEES dMAdstes Wz FAF W
F2Z(PKI : Public Key Infrastructure)[117} d&] A}
£33 Utk B 2 FRE ALY A4 o
A AF 715 L AFTFLEAN e-Commerce ¥TF
olE Q5S¢ Bag ste ANad FiAAE 4 Al
£91 o

E3 e-Commerce AlZ¥oAEs nEHE AlAA
o dig Bt B BAEE Fasig 7l HE, I
= FE71 T 2 Und ARELS 4538 FE
E3 71UAE AFsor et

B =8 XMLE ol&3ld HAzAE @3}
T U Ard dade d3zs 3 194
AFsle, PKIZ o] &38ld A%, AAA, dBHE A
Z3le CA(Certificate Authority)E A 3o},

R AL 13 HE olef, 24 BAATF 34
XMLE o8& PKI 7Iute] CA dA, 48 Z& %
gE Ao gisjA] =gt
2. &3 A

ol

L.
=

2.1 XML(Extensible Markup Language)

W3CAM 1998 AR XML[2]& A YA
AHg-Ea 9l HTMLY A& F&E3tn A2y o
AZEY e SHHA T AN o] 7t
S UE EFEoIt ME Ho|d Al=dE dFE
Ed ol §837] WiEe e AL AH Bok
A WA R e} B we] At

22 37471 218t F=E(PKI Public Key
Infrastructure)

FA7 71w FR(PKDI]E AHExe] FA71E ¢
Astn ANHY & YA FEs=E L AFIG F
A7) lak e Fa FA ANE gL Zo
@ ALgZH(User) @ 9FME wg ol FA7] 7w
T2E ol &3tes A

@ 5E7|%(RA : Registration Authority) : ¢
g 943 A&
7 7

o ¢1Z=718(CA : Certificate Authority) : A& A}
o AT} HEE ol &3t AFME AA, &
%, #rlsts A4

o & &2 (Directory) : 719 &2, AFA, A5
#7125 (CRL)S & ste AA

CAx: PKINA F9% 74 8224 AZNq A
A2 AF H8 9%t CAx 875 e Ablx

AEe FAHD FEE

- 259 -



20024 S=HE|D|C{o| 33|

FALELEERY

o me M2 g FA4L 71E F den,
o] o cigg 319 CAZF A FHZE
=

PKI= ITU-TY X509 %43 8] X509 Ao
EHEn, X509 $4L& AF7|@o A Yt AF
AE Jiwoz }35E AFIEF s lod,
H] X509 #4e Z7hd AddzE AdAd gA AF
dr}. Javadl & J2SE 1.2, 1.391A java.security.cert
PR E o] &84 AF A9 CRLA B APIE AF
gl &8 J2SE 14914 %E “CertPath” APIE %3
AEM A Ao B APIE AT

2.3 Pmart

Pmart(3]J& £ Q7oA AL s dHse 7E
olHE ZFA e-Commerce A& o]t} Pmartol A
o= Hej R Fole] P4 FRE HR doJHE
Ztol o] FojHt},

Pmarte] ¥4 29L& 99 43 YukR 4§ 54
o A&% & ged, 99 A4S MAUT(Multi-
Attribute Utility Theory)(4]el ®l®& F3 i3 ¢
x| A e 7)Ee T 71EIY AT FEy g
(simple heuristic)[5]o} wl&& F31 gloh

24 CAYE o

A&M HA ZEZ(CRL)[1]E AF71Fe] #A7E
ZA e #H7l AL AdFAMe gUuE 5o A
BE T8l Y2EE FU|HoE A AFA
A}%z}—‘—ol °ol& ol&3ld AFNE AFY F U=
Z 3 WAoot} A% CRLS F714Q #goz
A3 HMH AFA g wrgstA R3te EAA
3 ek o) & A3yl fE dgez 2l
AFA %Eﬂ AE ZREZ(OCSP)6I# ad A%
A AF Z2EESCVP[7]e] dE AgHI gt

OCSPE &8l ddA dFAMe 48 ARE AT
8] 3+ OCSP A# gt OCSP &elejdE Zho] 3
HE ZZEZ22A, OCSP My= 839 AFAMY
e ARE TEH 29 WARNE BAT F A4
o ZgoldEd HAgdtt At AF F2e) W@
AF HABE AFNA Feve G ok

Jh

[e)
—E-X

SCVPE UFA ZH AR oo AF F2d B¢
ag ¢ AT} SCVPE ZeeldES UZF
A FEA FT BE Vs E AudA AYHLEXR
ol THEE Z_‘;}Kl g&x Yo e YT ¥
F oke FAel Atk
3. XMLZ o[ &%t PKI 7igt CA A A

31 Al2d 7M

SecuPmart® £ dAFAoA /Lg e-Commerce Al
2512l Pmarte] XML HA A% 3} PKIE HET A
2goga  AAHA CAE 93t gz
SecuPmarte= CAZRE ASAE og ¢z, undg
AFHE 2 sd B BEAAN SecuPmartd]
FME HIZTEY HAFE AdFAM9  FANE
e-Commercel X <AE A g AT 4 AR, 3
A AR Fo g5l ALgdE).

SecuPmart
Web Server

TOH/AHIR
Web Browser

Pmart
Agent System ==

213 1. SecuPmart A% FAX

Y 12 SecuPmart Al +A48 BdEd. &
iz}t Fels § B-AE AHE3tY SecuPmart
ol H£&3t}h SecuPmart$} Pmart oo]HE AlAE L
Zzte] Red A2"Y FE QL HUY Alade
2 FAHE 4 YA, SecuPmart®t Pmart dlolAE

Nzde wma gave) gk 24 WEAZ o
Aok B},

a9 2. CA AN&" FAEE

a9 2% CAY JY¥ F2E RdFEY. CAEZE +
A= 84 34 3789 ManagerZ TFA "} CLR
Manager= CAdA 7I5HE ¥2& 071 93 &
g8 Alzagd HXAIUY. XML Managerst X.509
Manager 8|2 CRL Managery® YH=A] Hb3bd o}

e 28 ENT Yo AN ok Bk,

- 260 -



200244 SHRYE(D|CiolsE] EHASUEELY

7} Manager® 715& o534 Zth
® XML Manager

SecuPmart2 38 A4$d9 ARE CA9 AUAFNE
o) gsted HzEE F XML EAMe HES
EAste) AFx9 AA, A%, srlg wEdo

Zt Ao WAt WARE XML 242 dF
3 og A5,
a X.509 Manager

AAZRA AFAe AAHE 7Y AFAH 44
d By HRE AMasty Wof guiEx doH
WA A& WAt XML Mangerol] Al A&zt A
ZA AZFe ALolE CAY FNNE o &3 A
He AZFsn FEJNTE A= & o5 CRL
Mangeroll Al A2 3ot
a CRL Manager

1A #H7] EE(CRL : Certificate Revocation
List)(11e @938y AFA #7118 g2 @t DB
= AFAHY Q¥NF, #HI AR, ER F9 AR

7} AAEth DBl CRL %&& #Al&i, Mgl

H7EE AFA ARE & CRL 55 Y
7R FAZLEA AN AFAY Fd HFo]
7b538th X509 Manger2 58 %A #H7l 833
A B ARE Jdwol o]l§ DBol AGsn
A3 YA A E XML Managerol Al A&3t}. X.509
Manager2 58 A%A #ZF 83 &g F$
Zxe] dHANZT 7 DBl EAFeAE AT
A #7958 g & + doh

32 AMAE A

E 12 2 =844 dFA9 A4, FF, A7
god Al2d Agelt

< B AIAH" Al

A P
CA AF 7l
PM SecuPmart
Cy 174 x
PU¢, C . Public Key
PR, C 9 Private Key
E (m) 7] y& ALgE WANA m& Y4B
D ,(m) 7] y& AHg3] AR me %353
Infoc, AN A4E 98 C. A AR
Certc, C.8 454

33 2BEA M4
ALg3}9t SecuPmarts MZE #dd= FFS A
A2, SecuPmart®] AFNE T Wobd = Qo

YU Zzg dazd AF@H(E 39 O-@). 9F
A AAQE 918 SecuPmartl A B EES ohd
=t(2Y 39 GO®). o ¢ EE2 PKI 718 4%
38 8 AN AQINE A2 ol ALEA
9 = taay E2Y tiId AR5t olE #
3,

AHgAE Bt BES o] &AM UFA A 2
8% AR A% FA7NE XML A o2 wEs)
3 SecuPmart® FTMNFE o]&3td ¢z S Fo
o] H4IH2Y 39 @D®). SecuPmart= A4l
AYQANZE B53s Fo] CAY FNIE ol&std ¢
28 A3 CAR A$dH(2d 39 OO).

XML Manger= CA9 sz B33 T
XML EAMolx "Hag FHE FF3}L o} X509

Managerol Al  Agd(ay 3¢ @O@). X509
Managere  ASAE AT Fol & XML
Managerd] Al g3 XML Mangere <USAE

XML A2 83§ Fo| Pmarte] F747]1E ©l 43t
o g3l AgIdt(aY 39 B-G). SecuPmart
£ AN AJAINE o] &AM ExsFd Fol AR
o FAINE o)Lt Fx A ALEACA AL
tHY 39 GO AHEAE A9 AAIE ol§H
A B53gt 3 AFAE A

39 38 AFA A4 BAE RAF

&

1. Cllent_hetio

2. Server_hettn

3. Send cerlificale

4, Pmars G
cerllticate X1 3% 5. Reques! cerlificats

§. Download zecurity module

7. Make
PU., g 8. £, Ukfoq)
=,

9.0, (Epy, Uinfor

10, Ep, Unfog)

H. Dy (B, U0, )}

12, X 309 Nemer £ PU,,

o 13. Create
Cot,,

14. Send Cors,

V5.8, (Corrg)

17.2,,, (Corig)

18,07 _(En,_(Corte))

18.D,, (E ) (Coric )

a9 3 AFM A #A

34 2SAM 7|

AERE AFA HY 2 H AFAHE XML £A4
2 wgg Fo) SecuPmartel FMIIE 4353EA
AESHZY 49 D). SecuPmarts A9 71¢17]
2 B35358 Fo] CAY FNFE o8&ty <asls)
A AP 49 @B@). XML Managere CA9Y
MY 2 B35 Fo] XML EXA AFEAE 3
%33 ©]Z CRL Managerd Al Ag@Had 49
@®).

CRL Managere U549 a3, #H7 9x%
5 mady YuE DBe AFdn AP} wAAE

- 261 -



20024 gI=HED|Co|gs) FASSUBZEE

XML Manageroll Al A@@tH2d 49 ®®@). XML
Managere 9WAlAE SecuPmart? ¥M712 ¢33}
T Fo HEFHIH 49 ®). SecuPmart= 2}419)
AA71E o] &8A Bx3d oS Agae TS
ol&ste] dzsta A ALgRICA A ITHIY 49
).

39 48 9FA H7 3AHE BAFEY,

B N S

1. By (G,
() 2 Dy (B (G
3. C)
4.y (B, (Cor)
g 5 sericn, 6. Save Informret
7. me= revoted result )
8 By, ()
10. By, () 9 Dy e )

29 4 AZA A7 B

1By (Cente)

2. Dy (Epy, (Coric))

3. Cert,,

4. check
Signature,
date

5. send Cert,,

7. m <-|veritied result :

8. £py, (m)
6. gheck Cerr,,

g seripinumber

9. D, (Epy,, (m)

J¥ 5 AdFA HAE 34

35 ¢1E3M HS

a9 5% U4FAM AF A4 L 2dE.

SecuPmartZ 56 AFA HF g3 o] Hasd
XML Manager= CA9 7AYU7=2 EF83 Fo
XML EA9d9A4 AFME F2F 9L X509
Managerel 7] A2y 59 @O-Q). X.509
Manager= CA9 FIA71E o438t XL HFEs
a, AFA Y FEZIZME AZE Fo| CRL Manager
AA JAFHE A4IFHZY 59 @O).

CRL Managere 9549 dHENIZE o3l &
Aol CRL# CRL %3 Fo] AZ" &M ¥H7] A

€ FNHA H7) 9% E FAdsn FHS XML
Managerel 7l  AF@dHad 59 GD). XML
Managere A%E SecuPmartd #1712 53 3t

¥ SecuPmartel A AZHHIF 59 @)
SecuPmart AH41¢] 7|7 E ol &84 Ex3s 3
of AH&zke] jANZ FFEAA ALRAA A
tH(Zd 59 @).

428 2 B 93
2 =RdAde ddstz Azg £ g=
e-CommerceE 3] CA7} zt¥ ol & 75 ES A4

3tz XML B PKI 7]%tel CAS 4AM=, 28 3
EJEEL FHIIUY. 2 ZBHE WARE 25
XML& ©]§3te o]RojAn ¢4353tE 7] AR
A g o) Foj AT

4T 594 € RS 233t Javag o
3t REWE  HAZoEM  PKI 7w
e-Commerce ¥% otvgt 7] &7 WA &7
g o8 I AF A2 LY & o)

5 AT AAZA CAY 7] BAd BE NE Q
TME ARHOZ AN £ e W) W A7
7t gasi

(Bt 23]

[1] R. Housley, W.Ford W. Polk and D. Solo, RFC 2458,
"Internet X.509 Public Key Infrastructure Certificate
and CRL Profile”, Internet Engineering Task Force,
January 1999.

[21 wac, Extensible Markup Language(XML),
http://www.w3c.org/XML, February 1998.

{31 Mokdong Chung and Vasant Honavar "A Negotiation
Model in Agent-mediated Electronic Commerce,”
Proceedings of the IEEE International Symposium on
Multimedia Software Engineering, Taipei, Dec. 2000,
pp.403-410

[4] R.L.Keeney and H.Raiffa, Decisions with Multiple
Objectives: Preferences and Value Tradeoffs, John
Wiley & Sons, New York, NY, 1976.

[5] G.Gigerenzer et al., Simple Heuristics That Make Us
Smart, Oxford University Press, New York, 1999.

[6] M. Myers, R. Ankney, A. Malpani, S. Galperin and
C. Adams, "X.509 Internet Public Key Infrastructure
Online Certificate Status Protocol - OCSP”, IEFT
draft-ietf-pkix-rfc2560bis-01.txt, February, 2002

{71 C. Adams, P. Sylvester, M. Zolotarev and R.
Zuccherato, “Internet X.509 Public Key Infrastructure
Data Validation and Certificate Server Protocols”,
IETF RFC 3029, February, 2001

- 262 -



