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JPEG compression ] l Geometric transformations } [Enhancement techniques

Horizontal flip

Rotation

Cropping

Scaling

Dalstion of fines or columns

Low pass liltering
Sharpening

Histogram moditication
Gamma correction
Color quantization

transtormations Noise addition

Printing-scanning

Statistical averging and
collusion

Over-marking

Oracie attack

Random gecmetric distortions
Geometric distortions with JPEG
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Watermarking Attacks

[ I

I Attacks Cl Attacks

| Removal Attacks

Protocol Attacks

—

Denaising

Lossy compression
Quantization
Remodutation
Collusion
Averaging

Jittering Brute farce key search
Globat. local warping  Oracle
Global, local transtorms

Watermark inversion
Copy attack
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Description
Delay : 100ms, Feedback coefficient : 0.5

Signal process

Echo Delay : 200ms. Feedback coefficient : 0.25
Typical case:l0-band graphic equalizer
Equalization with the following characteristics

Freq. 31 62 125 250 500 1k 2k 4k 8k 16k
Gain. 6 +6 6 +6 -6 +6 6 +6 -6 +6

Band-pass filtering 100Hz - 6kHz, 12dB/oct

Linear speed change +10%

Time scale modification |pitch invariant time scaling : +4%
MPEGI Audio Layer3(MP3):128kbps(stereo)

Codecs MPEG2 AAC : 128kbps(stereo)

Noise White noise : S/N -36dB

Cropping 30% oA
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Attacks on Watermarks

l |

‘ General Attacks ‘ lGeometricAtlacks ‘

‘ Malicious Attacks ‘
Index Color B8t Rotation Gradation transtormations
Format &8¢ Scaling Orthogonal transformations
Gray P8¢ Trimming Luminance transformations
D=4 pp Mirror Composite transtormations

Print & Scan
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