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Security Measures

At QIS g ot
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HICIJIXL ALE Access Control = CAS
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HOH s < =M Confidentiality —  Encryption
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Integrity
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Digital Signature
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Non-repudiation

Digital Signature

(@)Kith Trddgeithd

0 PKI : Public Key Infrastructure
Q Authentication

O Identification certified by TTP(Trusted Third Party)

0O Digital Signature : DSA, RSA, EC, KCDSA

U Encryption

U Symmetric encryption : DES, RC2/4/5, IDEA, SEED, etc
U Public Key encryption : RSA, DH, EiGamal, EC, etc

Q Integrity

QO Hash Funtion : SHA-1, MDS, etc
O Massage Authentication Code : HMAC-SHA, etc
O Digital Signature : RSA, ECDSA, ElGamal, etc

U Non-repudiation

QO Digital Signature : RSA, ECDSA, ElGamal, etc

(§) Mita dadlgrned
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O Conventional : Fast but tough key management

Use the same Key to encrypt/decrypt

== /)
decrypt

Plaintext

IS encrypt
Plaintext

Ciphertext

U Public Key : less fast but better key exchenge

Use different key to encrypt/decrypt

encrypt
Plaintext Plaintext

Ciphertext

4 (@) huea tdeizriont

Digital Signature | '
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Certificate Repost . D( ) >
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»CRL Repository :
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QO NIST, FIPS186-1 DSS(Sigital Signature Standard)
O DSA(Digital Signature Agorithm)
QSign only
O RSA(Rivest, Shamir, Adleman)
DO RSA Security
QSign and Encryption
QO EC(Elliptic Curve)
QU Shorter key length
QSign and Encryption
O Fast computation
Q@Wireless PKI

U Related Hash function
d FIPS 180-1(Secure Hash Standard) : SHA-1

° (@) KER Frietsiot

Security Protocol Layers

Application | E'pcrgrt‘;?;;ce Application
Email  |e—>/MIME, PGP Email
Higher—level SSL, TLS, SSH Higher-level
net protocols kerberos net protocols
TCP/IP e IPsec TCP/IP
Data link e Hardware link Data link
encryption
Physical Physical

The further down you go, the more transparent it is.
The further up you go, the easier it is to deploy

! @)/ ica grivigneiont
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d %}_\H?':J‘E’ L Ab2t Q Certificate Authority
Q HEAEE, etc
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O SSN/Picture Q Digital File

U Finger Print

) ) O Authority Digital Signature
O Authority Stamping

° (@A Tretzre

X.509 Ceﬂi~ficate

L ITU-T standard for providing the certification
service based on the PKI
U Security service at application level
U Lower layer : SSL/TLS, Ipsec
U Description
U Certificate Profile
U Procedure and structure
U Certificate Management Protocol
1 Certificate Request Message Format
O Certificate Revocation List(CRL) definition, etc
O Online Certificate Status Protocol
O Related : IETF PKIX
0 RFC2459, RFC2259/2260/2285/2287, RFC2510/2511, etc
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Version
Serial Number
Signature | Algorithm
infomation | Parameters
lssuerON |
Validity
SubjectON |
Key Information Algorithm
------------ Public Key
Cert signature T
10 | o]
(@) Micn Hrledzzicht

X.509 Isue a‘d Chain

s it

CA(Certificate Authority)

Key Pair
ifi
Public @ Request certificate

Private

Private
Certificate

h 4

< o
Certificate

Issue certificate

<0
2

___ Ask Identification
Send Signature & [ = Verify signature
certificate "1 » validate certificate
‘ Grant Access
User A UserB N
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Backup Center
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OCI-H1 Conditional Security
\ Access Module
syglem OCI-C2
4 A
internet OCi-H2
Content | — ocCIl-C1
OCI-N
3 v
Video , T . fﬁ(‘ Consumer
Content Headend A ?"M" R W Devices
Ervironmeht
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Other (:I—__“‘_I\ I
Content ocapP
N OCI-H3 P
y
Operations Supportirg
Hardware And
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Downioad Software Authentication
Copy Protection Device Authentication
Legal Commerce Authentication

OCI : OpenCable Interface
OCAP : OpenCable Application Platform
H : Headend, N : Network, C : Consumer

' (@) WER arfeatgpoden

[}
(O8]
[}




J)O Dad 0 are £ s alio

U Acess privilege control with Digital Signing
O Grant Limited access of Platform resources to unsigned
application
U Code Signing

4 Digital signing with distributor’s certificate issued by
Trusted Third Party

O MicroSoft Signed Cabinet Authentication
O Sun Microsystem Signed Applet

U Contents Signing

Q Insure integrity of contents

O Prevent hackers to tamper with their contents in any place
of the distribution chain

H () MeR Rrfeszzon
- Je s NE atllo

POD 0 CPS : SCTE DVS/301, OC-

Module SP-PODCP-IF-1107-020527

Q interface : DVS/295, OC-
SP-HOSTPOD-IF-110-020524

Cable Host Consumer
Headend Device Device

N

CPS : Copy Protection System

DTLA : Digital Transmission Licensing Administrator
DVI : Digital Visual Interface

CAS : Conditional Access System

POD : Point Of Deployment

DLTA or DVI Protection
CAS

Protection

° () WiEA Hrrdedgeient
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%

By - i
Protection for Protection for
lllegal service lllegal copy
Headend POD Host
Conditional
(CAS server) Access Syste DFAST & PKI
@ Network intorface @ @ HOST-POD @ @
» ® A
\ -Macrovision for
analog
Business Madel Separation of Business Model -5C for IEEE-1394
of Service CA from Host of Content digital
Operator Provider
(Proprietary) (Spec. defined)

“Authentication based on PKI Certification”

16

(@)1 ddedgeiont

_OpenCable CA Higrarchy

RootCA

CA

CableLabs “; Self~Signed 9135 Al
o AN

Manufacturer—N

ssuer - Cablelabs

End Entity

HOST |

{ POD J ’ Issuer : Manufacture CA
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U Host

O CP decryption
O CCI controlled content output

g POD
0 CA decryption & CP Encryption
O CAS message termination and control

] Headend

O CAS message generation
O Authentication validity check

O Root Certificate Authority(Root CA)

0O Root and manufacture certificate issue
O CRL(Certificate Revocation List) gerneration and handling

8 (§) KICA Yariedzmiont

Overall Protocol

| POD Module | [ HOST )

Pre-Operations .

< L

Host Adthentication
first phase authentication
second phase authentication

< IDs to headend third ph authentication
{bidirectional (Host Re-authentication) (unidirectional
operation) aperation)

1AP Authentication information

=

IDs to headend

CP Key Derivation
CP.data_req
CP_data_cnf
Nonce Exchange for Key Generation

Post-Operations R

B (8 1ica plgvio




Data channel protection
3 MPEG2 Transport Encryption
Q Copy Control Handling
(J Key Derivation
L1 DH key exchange
0 Authentication key and CP key generation

(J Authentication
0 X.509 certificate
Q ID report-back

0 Key management and Revocation
U Key Refresh and CRL

? (@) [HiCh Higrion

U Two-way system : Automatic report-back
O ZEOILECIE Yol Nad 32
3 Host_DevCert/ POD_DevCert
Q Host/POD serial number
Q Host/POD Manufacture CA Name

O One-way system : Manual return
0 One-way Al A8l I = unidirectinal host
Q Host_DevCert/ POD_DevCert

O Host/POD serial number
Q Host/POD Manufacture CA Name

[(J Multiple hosts

2 (§) Kica hadetzaien




X.509 v3 in OpenCable

4
HE

7 =

OIS A 4 X.509 version 3
QIEMNM &8 RFC2459 except validity period
RDN HEJI&=A C-0-[S]-{L}-0OU-[OU]-CN
_ —~ RootCA : 20 HO| &
IEM REJ|I2L
4 =2l ~ CA & Device: 20
—~ RootCA&CA : 2048
Key Length ~ Device : 1024
Algorithm SHA-1withRSA
B (@) MiEn Fiedgriot
0 i 2 2ti0 = Ar3 pfe

U Device parameters

Keys Size Usage
DH keys(DH_pubKey,,. DH_pubKey) 1024 bits | D.S. Verify
Authentication Key(AuthKey,,. AuthKey,) | 160 bits | CP Key generation

U System Parameters

Keys Size Usage
Host_ID 40 bits Authentication
POD_ID 64 bits Authentication
DH prime 1024 bits | publicKey generation
DH base 1024 bits | publicKey generation
RSA public signing key expoenent 0 bits Signing and verify
% (@) Hich driedsrieny
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K
paraeri;trers Size(bits) Generation Description
408lsb for Public key exchange 408Isb of 11024 bit; shared
DHKey AuthKey. Function of [p.g] DH secret information. .
Long—term key, stored in
2241sb for Ks | FIPS PUB 186-1, 140-1
' NVM
SHA-1 digest
with [DHKey. Host_ID. Result of Host
AuthKey 160 POD_ID] authentication. Long-term
FIPS_PUB 180-1 key. stored in NVM
N_Host, N_module 64 FIPS PUB 186-1. 140-1 | emporary information for
CP_key refresh
SHA-1 digest with . _
« [AuthKey. DHKey(Isb224), ;?88'2:’ of 160 bits SHA-1
s 128 N_Host, N_module] g o K
FIPS PUB 180~ 1 Session key
Ks_dfast
(C‘; Key) 56 DFAST[Ks] MPEG2 TS DES-ECB key
“ @ e Hrdedgiont
Yo bz ) - D 0 - »
028 8HAx

QATAEE

:1999.78, 200248 WA

DoAY SUS YH 52 20

Q&EXNAHcHIIEY : 1998.78

QMdRAYE S8 HA BHH 55 9F

O PKI J|8t9 e-Commerce 2l =2} 2=
QOEHYHAIAMOHEHOIYE SBCIUSA AIE 2|25
U GACIG2B/IZHIL S SO AIER IRNE N5
QDTVE S& PKI JIBt2| T-commerce &4 Tl
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Thank You'!
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