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Contents & Rights holder Consumers
We want.... We want....
* No piracy * Privacy

* No illegal distribution
« Safe collection of $$
* etc,, etc.

« Simple terminal

+ Easy to find, pay, share
« ete,, ete.

Integrated Framework is necessary !!
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— To enable transparent and augmented use of multimedia resources
across a wide range of networks and devices.

— From “PD of Technical Report”(N3500, July 2000)
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MPEG-21 =8 F 9| (1) e

¢ Digital Item
— the digital representation of “a work”

— “a structured digital object” with a standard representation,
identification and meta-data

— “the fundamental unit” of distribution and transaction within
this framework

+ Digital Item = ( Resources + Metadata + Structure)
— Resource: individual asset
— Metadata: data about or pertaining to the Item
— Structure: relationships among the parts of the Item
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MPEG-21 =8 & 9| (2)

o User
— Any entity

» That interacts in the MPEG-21 environment or makes use of a Digital
Item

- includes all members of the value chain
» e.g., creator, rights holders, distributors and consumers of Digital Items

¢ USE (interactions between users)
— Creating, Providing, Archiving, Rating content

— Enhancing, delivering, aggregating, syndicating, retail selling,
consuming content

— Subscribing to content
— Regulating content
— Facilitating transactions, regulating transactions
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MPEG-21 (ISO/IEC 21000-1) ™

o ISO/IEC 21000 consists of the following parts, under the general
title, Information Technology — Multimedia Framework:
— Part i: Vision, Technologies and Strategy
— Part 2: Digital item Deciaration (DID)
— Part3: Digital Item identification (DII)
— Part 4: Intellectual Property Management and Protection (IPMP)
— Part5: Rights Expression _anguage (REL)
— Part 6: Rights Data Dicticnary (RDD)
Part 7: Digital item Adaptation (D1A)
Part 8: Reference Software
Part 9: File Format

Note: Other parts may be added when needed.
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MPEG-21 =2 7+ AME

¢ The ease of understanding the terms of use (“agreements”)

s The enforcement of business and usage rules through the value chain

o The support of regulations and statutes and the incorporation of
societal factors as necessary

o The provision of User protection, including reliability of service,
statutory rights, liability and insurance for purchase, loss and damage,
and escrow arrangements to eliminate risks

+ The management and protection of User privacy

o The personalisation of content

o The ability to add metadata as content moves through the value chain

o The verification of the integrity of Digital Items and the provision of
means to check when, by which method and by which authority this
integrity was verified;

¢ The ability to track content and transactions;

e And many others ...
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MPEG-21 & 4 Sl

o Digital Item Declaration
— What structure?

¢ Digital Item Identification (and Description)
— Which content?

¢ Content Handling and Usage
— How is it used and delivered?

s Intellectual Property Management and Protection
— How to control rights?
¢ Terminals and Networks
— How to (interoperable transparent) access the content?

o Content Representation
— How to represent the multiple (coding) format of content?

¢ Event Reporting
— How to interface and measure the interactions?
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MPEG-21’s Seven |
qualifiers for Tran!

Digital Item MPEG-21 RS
Declaration ' DIDL :

- MPEG-4, .
MP3, ...

j lationship
& Digital Hem -»
CAuthorisation/Value Exchange -

Content
Handling and
Usage

Terminals &
Networks
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Part 2: DID SA8

e« DID = Digital Item Declaration

o Current Situation: There is no
— general, flexible and interoperable solution for all kinds of content in
any context.
— uniform way of linking all types of descriptive information to any
kind of media resource
— ability to intelligently manage collections of content of diverse types

and from all sources
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Part 2: DID ETR

e Need
— “Digital Item”2| T4 R4 U HE 2G| B 4 Y= «“HOY»)}
s

» FFe “Use”E 7534 3tojof &

» G Fe) R =] AN2E XY

» B &3 4 (Unambiguity)

» Al 9} o)ol] gt A (description)S BF X3

Digital Item : 1 content Digital 1tem : Multiple contents

Content2 _@p
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Part 2: DID

. 2
— Represent abstract structure of a Digital Item
» Container, Item, Component, Descriptor, Resource
» Condition, Choice, Select, Assertion, Statement, Anchor,
Fragment

o I
— Normative description of the syntax and semantics
» of each DID element

o A 3| 0KSchema)

— The entire grammar of the DID representation in XML

B URJL BUSHE
T Jhectratets Wt Teu o )

13



Part 2: DID 3.3 La

Container

| ttem 1

Container Component

tem ' Resource

{ Descriptor [

Conditioned Iltem

Component

Descriptor

Component

|| Descriptor ]

Resource
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Exchanging Content Erml
vs. Exchanging DIDs h=Lls

R

o In MPEG-21, content is exchanged by exchanging
DIDs

— not necessarily the entire Digital Items

o The resources can then be located
— as the DID contains links thereto
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Part 3: DII EIM

o DIl = Digital Item Identification
e ER4
— M USSR HE== AEE 48HIDI} 812,
» No name (or ID), no explanation, only content as is
— We need Identification in order to do:
» IPMP, search, filtering, cataloguing

« M21DII=UIE AEMHAE Z2Z38I0 AL IS8l generic & Ef
— Many identification systems have been implemented or are in progress

ISBN (Int’l Standard Book Number)

ISRC (Int’] Standard Recording Code)

ISWC (Int’l Standard musical Work Code)

ISAN (Int’l Standard Audio-visual Number)

h)

P

>

P

x
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» URN, URI
» DOI (Digital Object 1dentifier)
» cIDf (content IDentification Forum)
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Part 3: DII

¢ MPEG-21 uses Uniform Resource Identifiers (URIs) to
identify
— Digital Items
— Metadata Schemes

— Users
— Other entities (e.g., territories, rights expressions, terminals, ...)

e URIs allow industry-specific identification schemes to be
used within MPEG-21 framework

— URLs (e.g. http://www.etri.re.kr/mpeg-21.html)
— URNSs (e.g. urn:isbn:0-672-30894-0)
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Part 4: IPMP B,

o IPMP = Intellectual Property Management and Protection
— 1P (X = T
» AF, ANAN AHEFT AAA A E=AHHE ZHJF A
— Management (22l)
» ALE Ao Rojo a0 & AL L {54 dF 24
— Protection (£3%)
» Al Aol = Aldo] 2 AN2E HAZFAUAILE T UEE = A
» Digital Content delivery

— Internet : Napster
» Music, Video, eBooks, Games

— Digital Broadcast
» STB with HDD, PDR, DVCR

— Industry is expecting increasing revenue from Digital delivery
— But, there is no proper IPMP systems yet
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Part 4. IPMP ETrtl

e Current Situation
— Most of the e-content is governed by at best rudimentary IPMP
systems
— No de-facto standard IPMP system yet
— Lack of interoperability between IPMP systems
» A framework required

— Requires
» the freedom to exercise their rights by choesing channels and
technologies
» the freedom to manage their privacy
= interacting with content anonymously
— Existing IPMP systems cannot deal with the subtleties of issues
related to Intellectual Property Law.
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Part 4: IPM

M

o MPEG-21 IPMP specifies communication protocols for the
access to protected Digital Items

— For creation and consumption of content

— Standardised messages between ‘IPMP Tools’
» Authentication
» Cryptographic containers
» Watermarking
» Payment systems
» Key management, ...

¢ Does not standardise Specific Tools
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Part 5: REL Eigl

e REL = Rights Expression Language

¢ Based ContentGuard’s XrML

e “Programming” language for the creation of rights expressions

¢ XML Schema based

Intended for digital and non-digital resources in media and
non-media space

Dependent on MPEG’s RDD
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Part 6: RDD ETa

RDD = Rights Data Dictionary

¢ Based on <indecs> Principles

e An interoperable Dictionary of Terms for use in Rights
Management

¢ Includes Descriptive Metadata and Rights Metadata
¢ Machine actionable, therefore automatable

¢ Provides mechanisms for transformation from one schema
to another with minimal loss of semantic precision

e Provides definitions for MPEG’s REL
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Part 7: DIA EI

o DIA = Digital Item Adaptation

e To achieve interoperable transparent access to (distributed)
advanced multimedia content by

— shielding users from network and terminal installation,
management and implementation issues

— allowing the multimedia applications to connect diverse sets of Users,
such that the quality of the user experience will be guaranteed

o A Digital Item is subject to a resource adaptation engine,
as well as a descriptor adaptation engine, which produce
together the adapted Digital Item
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Part 7: DIA

Digital Item Adaptation

Descriptor
D | Adaptation; D?
Engine >

v

Digital

Item ) !

Modified
Digital
Item

R | Resource | R?
Adaptation
Engine

v

v

Normative
Syntax & Semantics
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Part 7: DIA

¢ DID Adaptation

— Using audio instead of text resource

— Include subtitles into video stream

— And: Audio deseription for video scenes
¢ Resource Adaptation

— Transcoding, bit rate conversion, ...

— Magnifying

— Text-to-speech modules

— Extracting information from resources and presenting it
to Users (for EPG)

e DIA and DRM

— DIA modules can be governed by DRM (IPMP) Systems
— For example:

» “No Text-to-Speech” business rule will take precedence over
legal obligations
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Part 8: Reference Software Sl

« MPEG-212] Parts2| J|S5S S80I MH R ATE 0=
nag Sx

o MPEG-21 & #2200l JIBte AT EQYH L0 24 A=
GHES 23 ATENNH NSE F&

o Ref. SWZ HISE AZEAN HHA 2= USW 201 HII

— This software module was originaily developed by <FNI1> <LN1> (<CN1>)
and edited by <FN2> <LN2> (<CN2>), <FN3> <LN3> (<CN3>), ... in the
course of development of the <standard> for reference purposes and its
performance may not have been optimized. This software module is an
implementation of one or more tools as specified by the <standard>.

» <FN1>% A 22} 9] o] 2 (first name) S, <LNI1>= A (last name)S, <CN1>& 3 A}
g —.Z—(company name) &, <standard>t A £ 3 (e.g. ISO/IEC 14496-1)2 1}

Part 9: File Format ElIgL

o New Part 9 of MPEG21 created: File Format
¢ Standardized file format for MPEG-21 Digital Items
-~ Combines MPEG-4 features with new MPEG-21 features

— Will accommodate a valid DID, media resources and references to
external resources

e Currently, Working Draft v.1.0 published
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MPEG-21 Architecture SRR

¢ Open question:
— How do the elements fit together?

e Two approaches so far

— Top down — drawing the ‘big picture”
(ISO/IEC TR 21000-1)
— Bottom-up — development of various tools

e But how do they meet?

— Discussions are under way — Digital Item Manipulation Methods
may be the answer

N s U
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The Future

MPEG-21 may have many parts — maybe 21!

Specifications can be used independently

Will provide industry — Software companies, device manufac

turers, content owners — with tools for content delivery

Success depends on uptake.
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Part Title Cfp wD CcD FCD | FDIS 1S
PDAM [FPDAM| FDAM | AMD
PDTR DTR TR
DPCOR [ COR
1 Vision, Technologies and Strategy 01/01 01/07 | 01/09
2 | Digital Item Declaration 01/01 | 01/07 | O1/12 | 02/05 | 02/09
3 | Digital Item Identification 01/01 | 01/03 | 01/12 | 02/03 | 02/07 | 02/09
4 | Intellectual Property Management 02/12 02/07 | 02/09
and Protection
5 | Rights Expression Language 01/07 | 01/12 | 02/07 | 02/12 | 03/07 | 03/09
6 | Rights Data Dictionary 01/07 | 01/12 | 02/07 | 02/12 | 03/07 | 03/09
7 | Digital Item Adaptation 01/12 | 02/05 | 02/12 | 03/03 | 03/07 | 03/09
8 | Reference Software
9 File Format

ETAL

MOSES (MPEG Open Security for Embedded Systems)

Objectives

o ZHZ= A 4HUNFS)E AAS A EHIE
— AHEX 25 & SAHO
~ HEAADE BES0 20
— Gh&8t business model =XI
o MEME HEIDICIO HEX ESHBISTEZHES BUE EUR 3
e D1 sn HAHSHY LS 2 AI3IE Y -> fully interoperable
IPMP systems
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A

ompliance to
Standards

.~ MOSES (MPEG, CP, CE)
P4
P
Fi un{-ﬁ%aliries

Previous IST projects (OPIMA, CA, PC)

Supported
Platforms
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Motivation

e To develop enabling tools for a market sector which may be of
great importance for future economic growth

o To follow up at a European level international standard initiatives,
providing European contributions to standard bodies in the field
of CA to multimedia content

« To achieve a critical mass in this fieid

— To assemble a complete end—to—end secure system at reasonable costs by
bringing different expertise from partners

A M CISVLBLUSIR
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What MOSES will do

o Old ZZ2ME(OCCAM)= OPIMA architecture(only available, CH2t
8t IPMPJI== Z 22 ot business model, simple client-server
paradigms) 2 conformance 8t= 210 =&

e Extending the OPIMA interfaces and architecture to achieve
compliance with the most recent security standards S.A MPEG
IPMP Extension & DVB-CPCM for M&C~—interoperability

» Expanding the scope as regards business models to encompass
operational scenarios

— full set of functionalities pertaining to IPMP systems implemented and tested
(controlling copying, moving, exporting and importing protected content)

. Fg)rting legacy secure infrastructures to devices other than the
P

— e.g. mobile terminals or STB

A, UIRMLIBRR
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Specific Innovative Development Areas™ -

e Open, secure user environment based on MPEG IPMP Extensions
and DVB-CPCM

Encryption and scrambling, key management and authentication
techniques to constitute complete IPMP systems
— To Implement IPMP tools building upon the MPEG IPMP Extensions for
interoperability
— To make the tools possible to extend their functionality by securely
downloading new components

Creation of Cryptography libraries based on primitive
functions(similar to structured audio—> X &0l Jts 8t audio
content) as adopted by MPEG IPMP

‘Watermarking technologies targeted to A/V domain of application
in monitoring, copy/access control and fingerprinting

e HIRXI BRI
- o B Slacironcs s Jmormanrk e

List of Participants

Central Research Lab (CRL), UK

Telecom ltalia Lab (TiLab), ltaly

e Assoc. para Desen. Das Telecomunicacoes e Tecnicas de Informatica
(ADETTI), Portugal

o Ecole Polytechnique Federale de Lausanne (EPFL), Switzerland
o Electronics and Telecommunications Research Institute (ETRI), Korea
o EdV, ltaly

e ObjectLab, USA
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WP1: Business models and WAL Business
A . requirements
usage scenarios selection
WAZ: Technica
WP2: MPEG IPMP Extensions 1 development
and Interfaces
WAS Integrali
. on. Trials.
WP3: Watermarking based IPMP Validation
tools
] WAL Project
management

WP4: Tools and components
development and integration

WP5: Trials and Demonstrations

WP6: Project Management

A o e Tl
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MOSES 2} MPEG-212] Relationship

« MOSES -> interoperable IPMP system /%
— MPEG-219| Y&E s E4

e« MPEG-21 -> MOSES + [} € H2 B&
— MOSESE MPEG-21, 7 elements = IPMP2} 2 ¢4

MPEG-21
DID, DIID, DIA...
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ETRI
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e MPEG-212 221D} ?

— integration of standards to support harmonized technologies for
the management of multimedia content

o HEIZ RS0UAS S22
— Key solution to the digital chaos

— Integration and accommodation of relevant standard

s
« BESH YT

— Technical Report (Part 1) in Sep. *01

— DID (Part 2), DH (Part 3) in May/July. 02
— Divide and conquer

— Up to 2004?
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