3 =

Z| Vol.12, No.1

Ad-hoc wireless networkol 4] ¢} authenticationg R A s+
' zero—-knowledge proof 7|4te] T2 EF

Sl Rl

ol s, YR E

, A&

ARETwE

!

Zero-knowledge proof based authentication protocol in ad-hoc

wireless

network

Yeo-won Yoon*, Tong-Jin Yeh

*(Graduate School of Information and Communication, Ajou University

Auzie] ARRA Y Qlo] HdiHE

2 °F
Y. =R At ad-hoc wircless networkell A
authenticateste L2 EFE

interactive Guy Fawkes protocol2 &)

A A gtk 71 &< Dirk Balfanz et alol] 2j&f AA8 Had

Hoke, Aestnzat e waAAgG 3

authenticatore] #A#gte Ruln, o DANA 2 d2e Wil e ]88 He
2, PKI 9lo] A% weor A3ASd viAAe FAHE AN AW

ID A A9 public key encryption, decryption gAkell o &k
cavesdropping® & passive attackel

=X
Lo

o 43

zero-knowledge 719t X2 EES o] 838

2L Dok HAT, oA
wg5o] doll ¥ EEoNE
of 4z NE RVY & Yr BAAAE

bA&tA A% authentication® 74 3HAl st W& AA T

I A&

1. Ad-hoc wireless networkel] A 2]
authentication ¥4

1) Ad-hoc wircless network

Ad-hoc wireless networkS multihop radio
networko 2 Mz FAE R, E4E W 4
HHE fABRE A2HQ wEi} Hode A
olct, oltjg dde gz F4 EYRT ¥
& Yo EG zn g =7t GLEY ZAER
Ao oEg Fr} o] YEY EZLAE =30
9] A7t Aol wa Wete R cle|uw s}
cH2] 4 =y Er)dE PDAS & ol FA4 3
2% 7171 7ixtch o] A& £ YEYH
= ¥4 key distribution centert} trusted third
party @& Ho] Eafsta Yk W o5 &
ARtdE 2 27 AFHA TEAdAN] HUl4
2, 4 =59 ooy g Al rw
ALY Folni of FAAAME HFsA] Fri

2) Authentication

AuthenticationZ Al2¥9) A8 2 HYESY
Ao AHgE s¥sle FA JYE Uspe
Ao WEY nere F¥HA Az cholA
gtk F4 HEYA A= public keyE ol &3
Kerberos$b €& authentication schemcEo] 7§

.

—

KR
=

Hof gtotb5)

PKIE o|€% authentication® Z7}x] FAE
kA a Qleh A, 2z 7]7]Ee] universal§t
naming infrastructure®] 23 ID$} certificate&
ZHRTE AL 2 23] u& #Fste] uEA
Holch EX, TANE AdHE AL 2 A
Hel] IDE #Aste HAUE ols B@sid. AA,
717159 peanut size®l CPU7} PKI dAHg 371
of ztle] gAY ke Aelrh

Dirk Balfanz et al[1]1& o] A& PKI d4lR
o AAEA Mg J1E9  key exchange
protocol(SSL, TLS, IKE )& AH&3le] PKiol
o} &35} =] wireless network ] A
authentication® B33lE WS AAFH

2. 71&9 ANE Z2EZ

=iel

ok

o] AAste ZrEZS 3 AFH
3ol M 2] pre-authentication® wireless #f'd ol
A9 authentication 5 H& 28 uYrojzich
2 BElHoR AId BAHAA 7i7jEe] Mg
public key & IRAE WA F U= B9
AHE wggch olw HLAH T4 5 DA
A3 wolvr AHEE 4 Uk o] FHAe)
pre-authenticationo]®j, o] A2 Anderson et

all6]® 2dol M A& E U o] F wireless WE
YoM 435 ust JEE AL, 7]E9  key

- 473 -



2 E3) =22 Voll2, Nol

exchange  protocol& 3 ZFAgoH

authenticationg B33t}

£, EHeog
pre-authenticationZ,

A — B addra, h(PKa)

B — A: addry, h(PKp)

= 3= Adido) public keyE ZHXI AR
% ASe

A — B: addrA, h(PKa)

B — A: addrs, h(Sg)

o8 &4 5 Yk

o]l ¥ wireless WEHNA 7]&E9] SSL/ TLSH
£ o] £-% authentication,

A — B: TLS_CLIENT_HELLO

w
X

A — B! PKa
B — A: Epx(Sn)

o o] o] Fo) A

o714 Spe Bell %% secret #, h(Sg)E 2
A3k, Epk(Sr)e A9} public key® Sp% €%
3} & gtoltl. addra, addrad A(ET B)7} s,
wireless - 2toll A o] Hejibe FAolth

a8y PKI 81E public keys) AHg RBohe =
2EZ AANE #H gvted FAHIE Hel &
dl2 PKI-E Y& ¢ authentication protocolo}th
o5& digital stream& REUled F& 2ol
Guy Fawkes protocold @3¥HE Adg
interactive Guy Fawkes protocolo]th.

EgHo Az Ao A g
pre-authentication® Bz} 3t HAR 9 &
# k7 2 authenticator?] sHAg, 2 &9
authenticator®] 3|+ gt& it

Round 0:

A — B: ai=h(A;, h(X2), X), h(X1)

B — A: bi=h(B,, h(Y3), Y1), h(Y1)

A — B: hiby, Xy

B — A h(a), Y))

Wireless Aol ME oA @AlolA s g
9 QB 3 gy wAXY HATE FoAA
ryozsd olHGAe wAX FHAHL FHU
3t o2 L =8 bootstrapdrt.

Round 1:

A — B Ai=h(X2), Xi, az= h(Ag h(X3), X2)

B — A: Bi=h(Y2), Y1, b= h(Bp, h(Ya), Y2)

R kid] Aol

1) Xi, Yi authenticator® AH-gSl= YR

WZy , Zo) SR 7y, , Zo o 9EF #Ad

A, Bi 222 i dAde A(%®: B2REY Foug WY v
A2

A, B: BEE 1AM AELE B)RFEHSY duds dAA
a, b B&E i oA A(ELE B)ZYH 9 commitment

A — B! hiby, X2
B — A: h(az, Y2)

Balfanz ct al& 7}&92] Guy Fawkes protocol
& PyEow FHriYaiA AZE gullE viAA
AE 2¥F, 9udle uAA BE @7 dA7A
T ogvigle AAE Agst=E o

Round 2:

A — B Ay=h(Xa), Xo, az= h{Az, h(Xs), Xz)

B — A: By=h{Y3), Yz, bz= h(Bs, h(Y4), Y3)

A — B hibs, X3)

B — A: h(as, Ya)

Round 3:

A — B! Az=h(Xy), X3, as= h{A4, h(Xs), Xa)
B — A: Bz=h(Y4), Y3, bs= h(B4, h(Ys), Ys)
A — B hibs, Xi)

B — A: hias, Yo

Round 4:

A — B: Ai=h(Xs), X4, as= h(As h(Xe), Xs)

B — A: Bs=h(Ys), Y4 bs= h(Bs h(Ye), Ys)

A — B: h(bs, Xs)

B — A: h(as, Ys5)

A7t gEie HAAE A Bz, 20d
gugE WAANE B o 7}A olsh e F7|
7t wtE-Ec

3. EAA

1) 329 authenticator’t °iv fr2 ¥ 4%,
authentication 2 %o] ¢t®lt}y. &, authenticatortt
M@ WA &l passive attack® W& 7}
FAel Utk

3) Balfanz et al® pre-authentication® %3
Aboiubel public keyut 2 sz T YRE W
gtsickeE 7pAStel 71€9 key  exchange
protocol & AH&, authentication® X383 Sl
ol AbAAr o Azt Arhwrel wid AlAA A
& Aoz zZHAStE dxld AuA gon,

Ax Byyem A" FrddAg ZAd
pre-authentication 7171829 ol% A& Agd
o,

I AFA AAste Z2eE

Abgapzhel 1% & zero-knowldge proof7] ¥he]
Zgegg o, Belyor Asd FLAAA

2] pre-authenticationd 2 - glol, M&zel ARt
viEYe w&5x ¢=E sz, 7[E9

interactive Guy Fawkes protocol& ©}-&38e] ]
Aol FARS RAste L2EZS A

- 474 -



E3| =2% Vol12, No.l

1. zero-knowledge 7|4te] T2 E =

Goldwasscr ct alo]] o] &} 27
zero-knowledge proofis Aojitel F3o] L&
FHste TAdA Aol 7hA oW HBR®
frésta gk oty SAHor g
cryptography ¥ oFll A} wj$ Zgdelgini[4).
FwolA= ad-hoc wircless networkol A ¢]
zero-knowledge proof& A&z QAEA] AMEE
Ag Aetgoh

1) zero-knowledge authenticationo] 7]yt3l

Fiat-Shamir protocol[3]
<7}
THger 4 M RSA modulus n=pg7t

x

O
o},
O 24(%8) p % q = A$37AY A28 ¥
7 gieh.

0
-

i

AALS modulo n& & TP Er)

A5 2 P'ol private key x, ¥ Z,"A 49
2 Mg

O %1% P9 public keyE vy, is the square of
the private key v x> 21 # (n, y»)o|Th.

o

D z'9 AB2¢ AdsE e ng A5Es
FeALE AT Aol FRHow YZH
Rojxct
O d&3 o2 Fiat-Shamir protocol®] SFH A&
ArEale] o gel 24T}

Randomly choose r from from Z,°

s=r g
A —
Prover U= gl Verifier

<22¥1> Fiat-Shamir protocol round

o] T2 EF F-EL = sccurity paramcter kTt
 uhEEr

2) Beb B4y

A4 a7t oo 2uld et e A2
7t e 172013 k B E 1/27t "t

3 Hed ZeEF

Ao P & AR T H35UF
& T3}

71Z9] SSLe g ArZelE I, HUA U=
AMEE nEE Aol olg FEUForn Fy

7] wWEo W2 WaAx ZANL RaAsgs
scheme®] Ho3lch. °o]& $3 interactive Guy

Fawkes protocol & ©]&3}%ich.

2. 54

1) Pre-authentication 7ido] fic}. 7]&9 o
Ao Baldor AFgd 7 oA Aol
public key®] Ay Aty AHAE mFsAY
X+ interactive Guy Fawkes protocol®] %7|3}
SA 242 pre-authentication #% & 7 Ht}. o]
HE 717189 olsA4 & Yoj=2n HA ad-hoc
networkol A o} E8A-S W&o

2) Two-party ZEEZT AHaldth 7&9
interactive Guy Fawkes protocolo] 13 %o} F
e 7171ehg AR g shvbstd multi-partyoll
A FYAA BAEE UEYo] A" AS o
Aldog YAE group manager §E sl
e 28718 A, AF, dgstez o YEed
€ Yolur] ofgx, HAAY FHe] HI| 47]
Eolchk vk BAHA Y= YEHGME B

2EANLEE F3 15718 FHES ARl

n. 2&

71&d Agtg o th&ul wiAlA]] sf4gh
olg] degozs 8§ wlAlAE bootstrapst
Wi 0 2 apthenticationS gt WA, M FA A
Alg ZREZLZ 7|&9 authentication A oA
passive attackol ¢]8} authenticator’} =29 4
$E wAlste] R ZEE authenticationg X

e

Rt E¥ed Adg FoA pre-
authentication® & EHES Uk o= o
4% w49 4AA ad-hoc networko) A AFA
of Aol tig FE7 e AN o] o%
4L o) % F8F Aotk

Aotd ZREFZL Mdsis
3} authentication® B33l Al-gxlel Hw 7}
HEHoR {F&EHX Y222 eavesdropping©]
Y network sniffings 9 passive attack o] o) &)
Al QbA s,

2oy wAA RFRRES ™3] passive
attacke] x&=Holdth matA oo thg th o]
Aot o}

A=)
T

KN
=2
Lo

i

L REEIEER

IV. &334
1) oiAlx] wEA 7
& gajo] ¥esic

2) Ad-hoc wircless®l A zero-knowledge ¥ &

ks

passive attacko] o



s =

& Vol.12, No.l

EZ2E AHEE dA49 788 4 dA &7
He 49 4E SHse ol dasith

3) Group communication®) g Wy 3ko]
Zgdtrh Zero-knowldge 7@t Z2EFA9
Brefsage i FAHA 77 asio

53

{11 D. Balfanz, D.K. Smetters, P. Stewart,
and H. ChiWong, “Talking To Strangers:
Authentication in Ad-Hoc Wireless Networks",
in Proc. of the ISOC 2002 Network and
Distributed  Systems  Security  Symposium,
February 2002.

[2] http://w3.antd nist.gov/wetg/manet/

[3]htep//www.ifi.unizh.ch/~oppliger/Presentatio

henticationPr: l

[4)Zero-Knowledge: a tutorial by Oded

Goldreich
S/ wWWW. Wi
ut02 htmi

{5) Sirbw, MA. and JC.~-I. Chuang,
"Distributed Authentication in Kerberos Using
Public Key Cryptography”, in Symposium on
Network and Distributed System Security, 1997

[6] Frank Stajano and Ross Anderson. "The
resurrecting  duckling:  Security issues for
ad-hoc wireless networks”. In Proceedings of
the 7th International Workshop on Security
Protocols, Lecture Notes in Computer Science.
Springer-Verlag, Berlin Germany, April 1999.

- 476 -



