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Abstract

An anonymous authentication scheme
member of a group of users in a secure a
and indispensable components in  Engli

allows a user to identify himself as a
nd anonymous way. It seems to be crucial
sh auction, electronic voting and open

procurement, which are getting very popular business areas in E-commerce. First,
we briefly describe the previous anonymous authentication protocols how to work
and what cryptographic techniques adopted to increase performance and achieve

anonymity. Sccond, we compare thosc

protocols from the viewpoint of the

communication and computation complexity and the specific cryptographic techniques

used in  their protocols.

I. Introduction

Anonymous authentication for a dynamic
group is indispensable component in English
auction and open procurement, which are
getting very popular business areas in
E-commerce. In thesc systems, group members
want to participate in the group activitics
without revealing her identity cxcept when
honor is awarded to herself as a winner. This
is the  basic problem of anonymous
authentication. In the literature, many
anonymous  authentication schemes  were
proposed based on witness- indistinguishability
or zcro-knowledge [6, 7, 8].

Up to now, most of the previous works have
been tried to reduce complexities of
computation and communication in their
protocols. Yet no schemes are practical enough
to be used in environments with power-limited
devices such as smart cards or mobile devices.

Another important concern is that managing
a group dynamically i1s a crucial task for a
group manager while cvery group is alive and
has a variant life cycle.

In  wireless network with power-limited
devices, managing a group dynamically is much
more difficult to perform within specific time
periods. Moreover, all participants must make a
decision timely to win against competitors.

Therefore, an efficient and practical protocol is
indeed rcquired. In this paper, we focus on
complexity and some characteristics of the
existing protocols to support developing new
cfficient protocols.

The remainder of this paper is organized as

follows. Section 1 describes the security
requirements of an anonymous authentication
protocol(lAAP) and its complexity and in
Section I, we analyze efficiency and
complexity of previous works. Section IV
compares 2 complexities and examines the
cryptographic  techniques adopted in their
protocol. Finally, we will make concluding
remarks in Section V.

II. Preliminaries

We present the requirements that AAP must
meet and define its security. Also, examine
cryptographic techniques used to construct
AAP

1) Security: Only members of group can be
authenticated.

2) Anonymity: Only authenticated member
can reveal that he is a group member.

3) Unlinkability: Transactions cannot be
identifiecd that who makes and sends.

4) Maintainability: Adding or removing group
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member 1S easy.

A group manager usually checks the validity
of group members by logging into the system
so they can control and manage their members
as clients. Therefore, the property of security
and anonymity can be acceptable. Note that
any group has the limited time periods.
Whenever the time is expired, the group may
be discarded since the group members
participating in current group usually differ
from those of next groups. So, unlinkability and
maintainability become very important task. To
dynamically manage group, adding or removing
members is crucial.

Another important criterion we must consider
is performance. To measure this, we check
computation and communication complexity of
the given protocols.

In this section, we describe 4 previous works.
The first scheme 1is based on proof of
knowledge [1] and the second one makes use
of all members’ public key set [2], the third
one discrete logarithm problem [3] and the last
one hardness to find a pair satisfying a specific
condition of RSA [4].

1. BM99[1]

Let m be the total number of users to be
authenticated. Let > m be the smallest prime
larger than #2. This scheme is built on top of
any proof of knowledge for the /~th root of a

number modulo N= pg. In this paper, we only
consider their basic scheme.

The issuer generates an A-bit RSA modulus
N=pq and picks a random ¢ € Zy and sets
T=¢ mod N #€Zy to be some /~th root of
unity such that p#1mod p and p#1modg.
The values N, T and ! are made public while
¢t and g keeping secret. B;=t+p'mod N is
given to the user as the secret key.

For proving identity, the two facts must be
checked simultaneously : (1) the user knows an
I-th toot of T, and (2) the blinding factor #*

used during the protocol is an /th residue
modulo N. First, the user picks random
r € Z;v computes = » ﬁmodN, y=48;- r
mod N and sends (u%,y)

Second, the verifier checks that y'= T - % mod
N and accepts if holds. Finally, the user proves

to the verifier.

that# is an /%th residuc moduloN in zero
knowledge. At the identification stcp, the agent
uscs the “baby-step and giant-step” to find out
the member’s identity.

2. SPH99[2]

This scheme makes use of all members’
public key to hide identity of a member based
on a deterministic encryption scheme like RSA.

Prover Verifier
(1) {y}aniﬁex .
(2) Ey[{Encode (x, P)}Syuser ]

‘6 E {x}

Fig 1: SPH99 Scheme

The prover randomly selects a session key y
and then encrypts v with the verifier's public
key. In response, the verifier randomly picks x
and creates a message containing a verifiably
common secret cncoding of x, signs it, and
then encrypts with the session key y. The
prdver decrypts and verifies the venfier's
signature to reveal a value x from Encode
(x,P). Finally, the
membership by sending X to the verifier. The
verifier concludes that the prover is a valid
member of a group.

prover proves  her

In the scheme, the group manager encrypts a
common secret value x under cach user's
public key and gives it to the user. In order
for a user to authenticate himself, he must
Also, the

member must venfy that X has commonality
or not by encrypting it with other member's
public key and compare this with encrypted
value sent by the group manager.

send x to the group manager.

This scheme uses quite simple concept but
requires unreasonable computational amount, as
the size of the public key set is lincar in the
number of the group members, while it can
remove a member from the group easily.

3. LDZ02[3]

This scheme is based on the discrete logar-
ithm problem where anonymity is achicved by
witness hiding technique in zero knowledge.
Let p be a large prime and G be a cyclic sub

group of 2 .,, with order ¢ and g be a gencrator
of G. The public keys of all legal users are
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Prover Verifier R

Above 5 tests hold only if (@a)*-

M u (b, 5)°=8 To recover the complete identity,

> the verifier gives the transcripts of the proof to

(2) b the escrow agent. Since the commitment on the

3 (r,c;y-Cp) (a))® and(a3)* were encrypted with the

Fig 2: LDZ02 Scheme
In this scheme, y,=(gx'm0d P is the

prover's public key and X; is his secret key.

The prover choose 1, €3, .., CHu€Z,

uniformly at random, computes
d,. ¢, € .

u=g°y\'yyh Yw and sends it to the

verifier. The verifier chooses & € 2z, uniformly
at random and sends it to thc prover. On
receiving, the prover computes ¢, = b&cy@Bc,,

r=s+(d,~c)x, and sends (7.C1,".¢C,) to
the verifier. Finally, both #=g& "¥1'y5 -y

and b=c @ @Dc,, are satisfied then accept.

4. KP98[4]

The goal of this scheme, variation of the
group signaturel5), is for a group member to
anonymously identify himself as a member
rather than being able to sign a message. In
the scheme using RSA, the member does not
give his identity to the verifier directly, but
gives the information to the verifier that would
allow the verifier to determine the member’s

A Cerf(a, b) a*—b'=4
where 6 can be cither set randomly or to a
fixed number and (a, b) is given to the group

identity. satisfies

member. a° contains the name of the member,
For registration, the member choose a,b
uniformly at random and then scts @2, by

satisfying 4= a,2; and b=1b,b, Also chooses
that x,y arc relatively prime to #n The verifier
checks that the values committed by the group
member are valid or not in zero knowledge.

1 x.a,(a) axb,(b)° and bx
2) az;(az)e, bz.(bz)e and blx
3) x(a)* (@), y and x(a,a;)*+y

4) x(b)¢ (ay)%, y and x(aa,)’+y

agent’s public key, the agent can get the value
of @1, a3 and reveal the identity of the member

using the value a. Unlike the previous schemes
using agent, the escrow agent has no
responsibility in setting up the system.
Therefore, the member or verifier can choose
the escrow agent independently.

III. Comparison

We compare mentioned 4 schemes from the
viewpoints of computation and communication
complexity, which is summarized in Tables 1
and 2, respectively. In addition, we state the
important cryptographic applications adopted in
their protocols. We denote an exponentiation by
E, the number of group members by = and

the bit-length by =

Table 1: Computation Complexity

BM99 [SPHI99 | LDZ02{ KP938
Preparation |(m+1)E| mE mE | 3mE
Registration 1E 1E  |(m+1)E{ 10E
Verification 7E 2E l(m+DE| 2E
Identification [(m/2)E | 2E 2E 2E
Table 2: Communication Complexity
BM99 | SPH99| LDZ02| KP38
Registration n n n 2n
Verification 5n  [m+Dn {(m+2)n!} 3n
Identification| 4n 2n 2n 3n

Now, we point out important cryptographic
properties adopted in each protocol.

@® Hard problem used

BM99 scheme based on proof of knowledge
for the /-th root of numbers and SPH99 scheme
deterministic encryption scheme like RSA. But
LDZ02 scheme based on the discrete logarithm
problem and KP98 scheme on hardness to find

(a, b such that (a*—b°)=¢ in RSA.
@ Lincarity of group size

At the identification step of BM99 scheme,
the agent uses the "baby-step and giant-step”
to find a member’s identity where computation
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amount is linear on the number of the group
members. Also, computation amount of SPH99
scheme 1s linear on the group size, since the
group manager encrypts x for m times using
a public key set for all group members. Also,
LDZ02 scheme is similar to SPH99 scheme.
But, KP98 scheme is not strongly dependent to
the group size. The manager only generates
Cert and assign it to all the group members.

@ Identity hiding techniques

In BM99 and LDZ02 scheme, the anonymity
is achieved by witness hiding technique in zero
knowledge. SPH99 scheme hides member’s
identity using the set of public key of all group
members. But, this concept causes critical
problem like computation linearity in group size.
KP98 scheme hides the member’'s identity
using the partial knowledge of (a, b).

@ Agent

Only BM99 and KP98 scheme used an agent
to escrow member’s identity.

IV. Concluding Remarks

We briefly describe and compare the previous
anonymous authentication protocols from the
viewpoint of the  communication and
computation complexity and cryptographic
properties. As a result, no schemes surveyed so
far are practical enough to be used in
power-limited devices. So, we are now
designing an efficient and robust AAP [9).
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