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Abstract

At ACISP’'02, H.J. Kim et alLll] proposed a new traitor tracing scheme.

However, this paper show that the proposed scheme is to
presenting a conspiracy attack. Using our attack, any two

be insecure by
subscribers can

collaborate to derive the secret key of the data supplier and tell or sell it to any
body. Thus, the unauthorized user can always decrypt the encrypted session key
with the decrypted session key. Also the two subscribers cannot be traced by the

data supplicr.
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1. Introduction

A traitor tracing scheme, which a provider
can use in broadcasting the encrypted digital
contents such as pay-TV, is the following: The
provider gives a distinct personal key to cach
authorized uscr in advance, and broadcasts both
the contents encrypted by a session key and
the encrypted session key which can be
decrypted only by the authorized users; the
users decrypt the cncrypted session key with
their personal keys and recover the contents
with the decrypted session key. There are
some traitor tracing schemes proposed in
[2-4].

Recently, H.]. Kim et al. [1] proposed a new
traitor tracing scheme that has two-levels for
cfficiency. The broadcasted encryption
messages of this scheme consist of triples of
(enabling block, renewal block, cipher block), an
cnabling block i1s used only for secure
broadcast of a session key and a renewal block
is used for detecting and revoking traitors’s
rights and regencrating the group key. In this
paper, wec proposc an attack on their scheme.
In our attack, any two subscribers can
collaborate to derive the secret key of the data
suppticr, and can tell or scil it to any body. So
the unauthorized user can always decrypt any
transmitted encryption messages. The two

collaborated subscribers cannot be traced by
the data supplier.

II. Kim et al.s Traitor Tracing
Scheme
First of all, we review Kim et al's traitor

tracing scheme in brief using the same notation
as [1).

The data supplier (DS) estimates the
number of subscribers in advance and then
starts the system setup. Let # be the estimated
number of subscribers.

System Sectup. Let G be a pseudo random
number generator and H be a hash function.
DS setups the system as follows:

S1 Choose prime numbers p and ¢ such
that ¢qlp—1.

S2 Choose a random value &€ Z, with
order q.

S3 Choose randomly #< z v -

S4 Perform the following steps for 1<i<»n
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- Generate the #th random number
v; using the pseudo random number
generator G on a random seed

value S

- Obtain an output €. from H based
on modulus ¢ on input value Vi In
this time, @ a must contain in Z’,,.
Otherwise, go to S1.
- Compute @g=hk—a;
If 2,227, go to SL
S5 Compute A (=@ yayaa 2(mod g)
and A ,=apaypaza ;‘Z(mOd q) with
values @1, @ p€ g2,
S6 Select a degree 2(=%—1) polynomial
2
_ !
R = Zax’ wim a =z,

S7 Select random values K, Kz €z Z, as

the  group key X= (K74 KR,

DS saves the values (B A1, Aj), a seed
Ax) in secret, and
and the key set
Finally DS publishes

Sy and the polynomial
(g, g% 0@
<g”o,gﬂl) e gf(z)>_
g*™ with X pg€ zZ, for the self-enforcement
property.

publishes

Registration. When a new subscriber S,
wants to obtain the authorization of digital
contents, DS generates a personal key using

values (B, A, Aj), a seed S, and (G, H),
and a renewal key using the polynomial Ax).

First DS identifies S: and then sends the keys
to him.

- Generate (a ;1.02) using the value
h,s, G, and H

- Compute 0,1 = (A,/ay) and
Gp= (Ajy/a 2), ie.,

0, =apayn & -% G+’ En g
Cp=apaypa 128 (i+12"" 2l 2
- Compute A3).
- Send the pair of personal key

(03", 62'). the pair of renewal key
(i, A and the group key x to S
Encryption of Enabling Block. Let s be a

S€Z, An ecnabling
constructed as

session key such that
block E is

7, WE pZ be one-time random numbers.

follows: Let

E=<(s-g™ g" g™ AKw AKuw).

DS broadcasts a cipher block and an cnabling
block containing an encryption message of the
session key. The digital contents in a cipher
block is encrypted by the session key of a
symmetric cryptosystem.

Decryption of Enabling Block. When cach
subscriber S receives a broadcast encryption
message, S, obtains a session key s from the
enabling block with his personal key
(63%, 02" and the group key x as follows:

s=s-g™g o A K (0,K,) 7+ AKaw - (00K;) ™)

To get digital contents, subscribers decrypt a
cipher block using the session key S
About the renewal phase, the traitor tracing

phase and the self-enforcement property of this
scheme, the readers can refer to [1] in detail

I Attack on Kim et al's
Traitor Tracing Scheme

In this section, we give a conspiracy attack
on Kim et al’s traitor tracing scheme. In our
attack, any two subscribers can recover the

secret key of DS and tell or sell any body,
e.g., Alice. Then Alice can get the session key

s from E using s-g£7/(g"* So shc can
decode the encrypted contents with the session
key. But DS can’t trace two subscribers.

We describe the attack in dctail as follows:
Any subscriber can obtain a relation between

A, and A; from E and the group key x
AKw- K AKw- K;' = A(mod @)
Le., -

A =14, (1

For any two subscribers, suppose S, and

S, they have personal key (a3t o3h
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o,="_(A,lay), op=(A,lay) and

ap=h— a1, we have!
A,ra' A, 0 = A 07+ A0 (2)

From Egs. (1) and (2), S; and S; can solve
A and Ag hence k.

From this fact, we can state that Kim et
al.’s traitor tracing scheme is vulnerable to the
conspiracy attack. Any two subscribers can get
the secret key of DS and notify k to any
body, then this body can get the session key s
from E only using 2 in the phase of
decrypting cnabling block.

IV Conclusion

Traitor tracing schemes play an important
role in the typical piracy scenario whereby
pirate decoders are manufactured and sold by
pirates to illegal subscribers. In this letter, we
found two linear relationships between the

secret keys A1 and Ag of the data supplier
and proposed a conspiracy attack on Kim et
al’s traitor tracing scheme. We had shown that
any two subscribers could collaborate to derive
the sccret key of the data supplier.
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