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Abstract: Watermark detection plays a crucial role in
multimedia copyright protection and has traditionally been
tackled using correlation-based algorithms. However,
correlation-based detection is not actually the best choice,
as it does not utilize the distributional characteristics of the
image being marked. Accordingly, an efficient watermark
detection scheme for DWT coefficients is proposed as
optimal for non-additive schemes. Based on the statistical
decision theory, the proposed method is derived according
to Bayes’ decision theory, the Neyman-Pearson criterion,
and the distribution of the DWT coefficients, thereby
minimizing the missed detection probability subject to a
given false alarm probability. The proposed method was
tested in the context of robustness, and the results
confirmed the superiority of the proposed technique over
conventional correlation-based detection method.

1. Introduction
For multimedia copyright protection, a great deal of
research has been carried out in the field of digital
watermarking, which is accomplished by inserting a
watermark within a host image to convey ownership
information.

Watermarking  algorithms can be distinguished
according to the embedding domain. Generally, spatial
[1},[2], frequency [3],[4], and hybrid [5],[6] domain
watermarking are all included in the first category. Hybrid
domain techniques operate in a space-scale domain, like a
DWT domain.

Although the requirements of a watermarking system
are relative to the application, a highly reliable detection of
the embedded watermark is needed for all applications. The
correlation-based detection scheme [7] is based on a
correlation between the watermark and the image features,
Due to its simplicity it has been widely used, however, its
performance is still unsatisfactory as it does not utilize the
characteristics of the host image being marked.

Accordingly, the current paper derives a new detection
algorithm for non-additive embedding in the DWT domain.
Since a DWT can efficiently manipulate a non-stationary
signal, it is extensively exploited in the watermarking area.
Based on the statistical decision theory, the proposed
detection scheme verifies whether a given watermark is
present in an image using Bayes’ decision theory [8], the
Neyman-Pearson criterion [9], and the pdf of the DWT
coefficients. The pdf of the DWT coefficients is estimated
as a Gaussian distribution and applied to the likelihood ratio
based on Bayes’ decision theory. The value of the
likelihood ratio is compared with a decision threshold

derived using the Neyman-Pearson criterion.

The validity of the proposed watermark detection
algorithm is confirmed in a computer experiment by
comparing its robustness with the conventional correlation-
based scheme.

2. Proposed detection algorithm
Non-additive watermark embedding rule,

Yi =X, tawx,; ¢))

is adopted where o and w;are the embedding strength and
a watermark component, respectively, and x; is the original
DWT coefficient. The watermark space W can be defined
as W, UW, , where W, and W, mean {w=w'} and
{w=w"} , respectively. Based on Bayes’ theory, the
decision rule 5(y) maps each y into O or 1 such as,
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where f,(y{W) is the conditional pdf and A is the
threshold. Here, f,(»|W)/f,(y|W,) is called the

likelihood ratio I(y).

Under the assumption that the watermark components
are independent and uniformly distributed in [-1, 1], and
each y, is independent, f,(w), f,(»{W,), and I(p) can

be written as
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The pdf of the DWT coefficients is needed, which must
be distributed on both the positive and negative axis, and
easy to represent mathematically. Therefore, a Gaussian
distribution is adopted as the pdf of the DWT coefficients:
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where m; and o, are the mean and variance of the
subband to which each coefficient belongs. Therefore,
Ly, i lw;) is
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As a result, the numerator of /(p) is
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and the denominator of I(y) is
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By letting ¢, = y,/(1+aw;), (9) can be simply written as
s (1-a) 1

follows:
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If it is assumed o << 1, the integral interval of (10) is
very small and centered at y, so that the component to be

integrated can be linearly approximated by Taylor's
theorem as follows:
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he likelihood ratio becomes
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| addition, if the logarithm is taken to (13) for simplicity,
en the log likelihood ratio 4(y) is
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and the decision rule can be given in the form

L(py>mni. (15)
Inserting (14) into (15) yields
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The term on the left is the sufficient statistic for the
decision test. By letting

1
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the result test is defined by the inequality
N
2(y)= D v, >h. (19)
i=1

When attacks are taken into account, a threshold
selected to minimize the error probability P, will produce

bad results so that the missed detection probability P,

becomes considerably larger than the false alarm
probability P, . Therefore, to solve this problem, the

Neyman-Pearson criterion is included in the selection of a
decision threshold so that the threshold is chosen in such a

way that P, is minimized subject to a given P, . Among

the thresholds satisfying the constraint P, < B, , the one
minimizing P,,, was selected in the current study. The

relation between 7'; and A, :

By = P() > 24 | W) = [ £ (2()Mz() (29)
where z(x) is represented by:
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Based on the central limit theorem, the pdf of z(x) is
assumed to be Gaussian and the mean and variance of z(x)
are
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respectively, where a; and b, are

amw, . . .
——L+t— respectively. In results, (20) is rewritten as
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if P,, is 10°, then 4, is 4.24,[207,, +m,,.

As such, the proposed algorithm uses the pdf of the
DWT coefficients as a Gaussian pdf and applies this pdf to
the decision rule based on Bayes’ decision rule. Also, to
minimize the missed detection probability subject to a
given significance level, the Neyman-Pearson criterion is
included in the threshold selection. As a result, the
proposed detection algorithm can overcome the
disadvantages of the correlation-based scheme.

- Serf (24)

3. Experimental results
Experiments were conducted to confirm that the proposed
detection algorithm was an improvement on the
conventional correlation-based algorithm. In particular,
LENA and CABLECAR with a pixel size of 512 X512 were
used as the test images and a biorthogonal filter was used
for the DWT. For an objective comparison, the two
detection algorithms were applied to the same marked
images where that watermark had been embedded into the
absolutely largest 5000 DWT coefficients that were not in

the baseband or the highest frequency. Plus, o and -}E

were 0.3 and 10'9, respectively.

To test the robustness, attacks involving common image
processing, geometric transformations, and lossy
compression were conducted. Each type of attack was
applied several times, while increasing the strength of the
attack. For each attack, the detector responses were related
to the actually embedded watermark. In the following
figures, the left axis represents the proposed method, while
the right axis represents the correlation-based method.

3.1. Robustness against common image processing

The robustness of the watermark was tested against blurring
and noise addition. Blurring was applied while increasing
the size of the Gaussian window. Whereas, Gaussian noise
with 256 gray levels was added randomly into the
watermarked image with added region ranging from 10 to
90% of the image size. The results obtained are represented

in Figs. 1 and 2.

3.2. Robustness against geometric transformation
Cropping and warping were conducted as geometric
transformations and the results are represented in Figs. 3
and 4. The cropped image was composed of the
watermarked image and original image as the center and a
border, respectively. Warping was carried out with varying
warp sizes ranging from 10 to 90% of the image size in the
center area.

3.3. Robustness against lossy compression

Lossy compression is ultimately necessary to reduce the bit
rate in the Internet environment. Therefore, JPEG
compression was iteratively applied to the watermarked
images, while decreasing the quality factor. The results are
represented in Fig. S.

4. Conclusions

To improve the performance of the conventional
comrelation-based algorithm, a new watermark detection
algorithm was proposed relying on the statistical theory.
The proposed algorithm utilizes the pdf of the DWT
coefficients, Bayes’ decision theory, and the Neyman-
Pearson criterion to minimize the missed detection
probability subject to a given false alarm probability.
Experimental results verified the validity of the proposed
algorithm and confirmed that the proposed algorithm could
produce a higher detection rate than conventional
correlation-based detection method.
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