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FAE-2 dotl1WEPDefaultKeyID9} dotl1 WEPDefaultKeys
¥4E gidle] AMggth dotll WEPKeyMappingLength
o] A4 & 10019 o] I WEP 348 F+8% STA
£ 9% H& gs JERhd Aol

dole] Zagel A%Al MAUNITDATA request 2]
ojg] B o] MACe 23+ =419 Zede] AEATE Alojol]
A A2 2e AlZh dot11Privacylnvoked,
dotl 1WEPKeyMappings, dotll WEPDefaultKeys, 28]
dotl IWEPDefaultKeyID9] ZtE-& & dd Egdl we}
AHg-gr)
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if dot11Privacylnvoked is "false”
the MPDU is transmitted without encryption
else
if(the MPDU has an individual RA and
there is an entry in dotl1 WEPKeyMappings for that RA)
if that entry has WEPOn set to "false”
the MIPDUJ is transmitted without encryption
else
if that entry contains a key that is mull
discard the entire MSDU and generate an
MA-UNITDATA-STATUS.indication primitive to
notify LLC that the MSDU was undeliverable due to
a null WEP key
else
encrypt the MPDU using that entry’s key, setting the keylD
subfield of the IV field to zero
else
if(the MPDU has a group RA and the Privacy subfield
of the Capahility Information field in this BSS is set to 0)
the MPDU is transmitted without encryption
else
if dotlIWEPDdfault Keys[dot] IWEPDefaultKeyIDlis mull
discard the msdu and generate an
MA-UNITDATA-STATUS.indication primitive to
notify LLC that the entire MSDU was undeliverable
due to a mull WEP key
else
encrypt the MPDU  using
dott1 1WEPDefaultKeys[dot1 WEPDefaultKeyID),
setting the KeyID subfield of the IV field to
dot1 1WEPDefaultKeylD

glole] Zade] 42214 dotl1PrivacyOptionlmplermented,
dot1IWEPKeyMappings, dot11WEPDefaultKeys,
dotl1WEPDefaultKeyID, 22|12 aExcludeUnencrypted
FEL v g9y Egd we ARg-Hch

if the WEP subfield of the Frame Contro Fidd is zero
if a ExdudeUNencrypted is “true”
discard the frame body without indication to L1.C and incremment
dot] PWEPExdudedCount
else
receive the frame without decryption
dse
if dotl1PrivacyOptionlnplemented is "true”
if(the MPDU has individual RA and
there is an entry in dotl1WEPKeyMappings matching the MPDU's TA)
if that entry has WEPUOn set to "false”
discard the frame body and increment
dot1IWEPUndecryptableCount
dse
if that entry contains a key that is mull
discard the frame body and increment
dot1 IWEPUndecryptableCount
else
attermpt to decrypt with that key,incrementing
Aot IWEPICVEmorCount if the IEV check fails
else
if dot}IWEPDefaultKeyslkeyID) is rull
discard the frame body and increment
dot HHWEPUndecryptableCount
dse
atterrpt to decrypt with dot1IWEPDefaultKeys[keyID],
increrrenting dot I WEPICVEmarCountt. if the ICV check fails
dse
discard the frame body and increment dotl] WEPUndecryptableCount
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#e] =ZdS A$Al, ATSN(authentication transaction
sequence number) 99 gho] 2du MACE & ¢
Ezlo] we} Fahsic

if dotl1PrivacyOptionIrmplemented is "false”
the MMPDU is transmitted with a sequence
of zero octets in the Challenge Text field and a Status Code value of 13
dse
the MMPDU is transmitted with a sequence of 128 octets generated using
the WEP PRNG and a key whose value is unspecified and beyond the
scope of this standard and a randamly chosen IV value (note that this
will typically be selected by the same mechanism for choosing IV values
for transmitted data MPDUs) in the Challenge Text field and a status
code valve of 0 (the IV used is immaterial and is not transmitted).
Note that there are aryptographic issues involved in the chdaice of
key/IV for this process as the challenge text is sent unencrypted and
therefore provides a known output sequence from the PRNG.

27 ZoYe $414], ATSN 49 o] 28 MACE
ge Be Edd el $hac

if the WEP subfield of the Frame Controt fidd is 1
respond with a status code value of 15
dse
if dotl1PrivacyOptionimplemented is "true”
if there is a mappng in dotlIWEPKeyMeppings matching the MSDU's TA
if that key is null
respord with a frame whose Authentication Fransaction
Seruence Nurrber field is 3 that contains the appropriate
Authentication Algorithm Number, a status code value of
15 and no Challenge Text field, without encrypting the
countents of the frame
else
respond with a frame whose Authentication Transaction
Sequence Nurrber field is 3 that contains the appropriate
Authentication Algorithm Nurrber, a status code value of
0 and the identical Challenge Text field, encrypted using
that key, and setting the key ID subfidd in the IV fiddd to O
else
if dotlI WEPDefaultKeys!dot]l IWEPDefaultKeyIDlis il
respond with a frame whose Authentication Transaction
Secuence Nurrber fiedd is 3 that contains the appropriate
Authentication Algarithrm Nurrber, a status code value of
15 and no Challenge Text fiedd, without encrypling the
contents of the frame
else
respord with a frame whose Authentication Transaction
Serquence Nurrber fiedd is 3 that contains the appropriate
Authentication Algorithm Number, a status code value of 0
and the identical Challenge Text fidd, encrypled using
Aot11 WEPDefaultKeys{ dot 11 WEFPDefaultKeyID), setting the
key ID subfield in the IV fiddd to dotl 1 WEPDefaultKeyID
else .
respord with a frame whose Authentication Transaction
Sequence Nurrber fiddd is 3 that contains the aporopniate Authentication
Algorithm Nurrber, a status code valve of 13 and no Challenge Text
field, without encrypting the contents of the frame

ddS 44, ATSN 99 #to] 294 MACE
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if the WEP subfield of the Frame Contrd fiedd is zero
respond with a status code value of 15
dse
if dotl1PrivacyOptionImplemented is "tre”
if there is a mapping in dotllWEPKeyMappings matching the MSDU's TA
if that key is il
respord with a frame whose Authentication Transaction
Sequence Nurrber field is 4 that contains the gopromriate
Authentication Algorithm Nurrber, and a status code value
of 15 without encrypting the contents of the frame
else
atterrpt to decrypt with that key, incrementing
UIWEPICVEmorCourt and respording with a status code value
of 15 if the ICV check fails
else
if dotlIWEPDefaultKeyslkeyID] is mil
respond with a frame whose Authentication Transaction
Sequence Number field is 4 that oontains the appropriate
Authentication Algorithm Nurrber, and a status code value
of 15 without encrypting the contents of the frame
else
atterrpt to decrypt with dotlIWEPDefauliKeys{keyID),
incrementing dotl IWEPICVETarCount and responding with
a status code value of 15 if the ICV check fails
dse
respond with a frame whose Authentication Transaction Sequence Nurnber
field is 4 that contains the appropriate Authentication Algorithm Nurrber,
and a status code vatue of 15
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