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Graph)& o} -&3] 39159 ALEA7 AA5HY deolHE FEHAY X dolg §&& WA
8ol dle]¥le] FAA(integrity)¥} o] €] o] A 2] A2 YW (DBMS:Database Management System) 7 A} 2]
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1. A&

1970 ) Zukol] EOINBEA HFEH Alade o
3 S8 Z2IRE F AREAZL old tge AL
AENA AFTeted 238 254 HJUh o A
ol Heldl tigt #Ao] Zdi=E7] A& Al
28 I} A E Al2d ZYe Aol Y&
ARGl Al A2 FIARE AHEE AFsed
F8E TAG £33 ST T mel sjQlo)
A A He JRe ¢ ALfdez Frstn o
o o]E {A37] A&l Heoleiwol 2o FRE 738
58087 F7ksla Uth dlolEuo]lx =WoA
T %% 53¢ #E o9 LA B2E 3
A =z diolelue] 2~ #elate] ZFHAME B
9 fE9 doUA FowdA t}Ed ALERte o F
ZFEAZ & Y A2 AFsed FHE
I Sl

AFE A"z dojgiulo]xd Aol gl A}
|25l Az=dd P FRE AAY HolH
Hojx QEE oo d WA AL Aof3te
AL HAZA o) (Access Control)Z o} HZA o] 9
A2 A A SMAR FEYE £ U A, g3
H Z A o) (DAC:Discretionary Access Control) 4.
EA4, ZA3" HIZA)(MACMandatory Access
Control) W2, 2831 slxjgtez gyt A
o] (RBAC:Role Based Access Control) 4] o]t}{1].
2 =i e dejEuela AN AFHA I

]

73

& =dd] AzM(Lattice) 2E[2]olgtn EElE MAC
2dg 34 HLd) dFEeITE ZE #AY vy
Ho] oA Bete] F4glo] TvlolE9} ALEAE &
3oz #AYP3T A & g dgHY Bx
d(Role Administration Security Model)€ =<3}
ed FHE FALL

E =579 74L& 4urd d&y 2 239
PEATEAN DAC, MACH RBACY M¥& &7
3y, 3= 83" MACH Role Graph& o] &
g 8@ RARFEE AASH 4% Ald S
o] Role GraphE® T}, vlAlg 5F o=
2ES AANE

2. BHAAS

dlolElHlols Bete EXHLE Mz JiBAE @n
&= ¥l (secrecy), 2 A (integrity), 28lz 7}
B (availability) 22 FEE 4 QAH3] RA, u>L
A 22 7]dA(confidentiality) > AR BRAHF
FEo BAS e A4, FHEAHYLS HEY Z=2
Aol 2X4% A4 BALE Z2E) oix g 7t
|48 AR Ay o FH¥EH HT AR #
Mg ZET, oA HMlA ARZE BEEE 5 )
2 FHAMe %% F(multilevel) 2 zt= dlojg
o] HIZA #FAATFZA HIZA o "4l DAC,
MAC, RBACH 5#& AHuHyc}
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2.1 DAC(Discretionary Access Control)

DACE F A (subject)d] NES 7|HoR 3= H
EAEA gutdel 444 FAY doly o)A
dg A"z glg 3 ALV g9 AA
(object)d] HZH U= AN FE O AR
2ol A 3 7Hgrant) & 4 Utk DACY 2HL 4}
4271 Al2dolu} dHolguo]xo] HIE o <7t
e HIolg EAFE AFE 3T ¢ Qe

Aolt), &95FY AL HH5FY ALAIL
Y23 dHolgd HIE 5 UtE Aotk F
DACS E=29o] ZEvul{trojan horse)sl oo}t

(Figure 1)[4].

Program P

(Figure 1) EZo] &7}

95 F AHEAVE Helgg A4 F I HeolE9
write d¥g FA5F AHEAANA &k FHAFF
AlgAE Aale Al Fojd ARG wFIE HolE
o sl AL A8 o A$ ANEF AEA
7} “Program P"ol 2l3] t}& Ho| B write 39
g s A FAd FHEF AHEAERYFEH $2
ol 8o writedtA |tk AF 4HSFE dHelEst
BYEFoE FE2HE Ao,

2.2 MAC(Mandatory Access Control)

MACS vl25F v 2§ 2 (object) T
Aoz fEAHQ 2UE BLP(Bell-LaPadula)
Model[5]1& £ 4 gltl. BLP Model2 4 BEA5F
2ol A5 FEe ARV dYEFez FEHE A
€ 7] g8 m2delt, 2 Z|RAEL dolEH o]
29 7+& A (object)} T AA | HIee gyt
A Az EJE F Y= FA(subject), A
od &33 %F(Classification), TR ¥2d 57
9l HZ37HClearance)2 Yieth. A9 F a7t
BSaF2 U(Unclassified), C(Classified),
S(Secret), TS(Top-Secret)?] 4%AZ FE3c}. 2
GEFE& UdlA TSE 2 Z4E Eolxy BLP
Model& 5 712 H3& o

+ Simple Security Property(no-read up)
Subject S can read object O only if L(S)=L1(O)

» *(star)-Property(no—write down) : Subject S
can write object O only if L(S)<L(O)

FAEFe FAE AAS5F AAE read T £ 9
on A5 F FAL ST AA write T F
Aot 7Y Y5 F FAI BASFI write T
F oddd 5T A5 F A4l FFeE
A2 5 g A Uue 23S ¢ F JenE
S FeE AR {Fo] AT} BLP Model
€ Polyinstantiation[6]8 #&3ld 35T FA 7

74

A0EZ AAe) write e RS KASHH, 4915

F FAG HASF FAN WEE 5 A= PR E

TR sA5FL vk Ao I write?} ol
Aol FYHAUSE =2 F AA B} FHAFTF F
A7 A5 F AAE ¥d A95F AAE ullz
g9 olRez FASHFL AAS5IFY HRE
38 £ 2. =&, *-Propertys write-up°] *
49+ 293 write-equale] HAEHE F71x g
2 FEIHT.

* Liberal *-Property Subject S can write
object O only if L(S)<L(O)

= Strict *-Property : Subject S can write object
O only if L(S)=L(0)

MAC =292 ZAx(Lattice) Edolzt HEHHAT
LBAC(Lattice Based Access Control)2 read}
writeZ T3 AHFit o] =AM EII
A g7 Zo(Figure 2).

“read HR wiite

M1 M2R M1w mw
LR W

read HR write

M1 M2R HW w Miw Maw
LR

(Figure 2) {Liberal and Strict} *-Property

2.3 RBAC(Role Based Access Control)

RBACE Alx®ojA thd9] Al& A} (user)s} ©lolH
A (data object), ¢17Hpermission)E ¥ st= W
Hoz AEETH8]. RBACS LBACH mli3sxz
BRandojy FH9 BHAL readst write FFHE
nastA =Asgtozy #YE LolA 9,
Role€ Role name¥ PrivilegeZ T4 ¥t}

» Privilege(x,m) : x is the object, m is set of
the access mode

* Role(rname,rpset) : rname is the name of role,
rpset is set of privileges of the role

Role Grapht WIFAPE Ad @z Cycled 3
A8tA] ¢ = Role GraphZ %4 3%}

* Partial Privileges : RoleACRoleB

+« Common Privileges : RoleR is RolePNRoleQ

» Augmented Privileges (RoleX URoleY)C
RoleZ

Role Graph® 7422+ &3 Zo),

» MinRole : Minimum Privilege Set or @
*» MaxRole : Set of every Privilege
* junior : RoleX is junior if RoleX—RoleY

 senior - RoleY is senior if RoleX—RoleY
* path : RoleX—RoleY if RoleX’s Privilege SetC
RoleY's Privilege Set
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HEMES FH

Sle2H=2% N8 N2S

* A path from MinRole to every Role

* A path from every Role to MaxRole

Role #A+= is-junior #AZ HIHE Partial
Privileges®} common-junior #AZ E@HE
Common Privileges, common-senior2 ZEdH+
Augmented Privileges2 Y SH(Figure 3).

IAAS
(@
D

Partial Privileges  Common Priviieges  Augmented Privileges

(Figure 3) Basic Role Relationships
Role Graphd] F3F& d&%F dolguo]lx #A
A ©]Z1% Role GraphE& +d3tx 2 FHlE& #A,
AFAdgdoz A Fejzts @H¥A YA BAE FA
& 4 Q.

3. 9% 37 (Role Administration) R =<
dE58FE zEe AMEAHuser)® A (object) AZE
7t8 <17Hpermission), & E(role)S e By
22 B39 MACE 8% Role GraphE A|¢H3h
Azdo A AZ A9 FULS HFHRY AGS
} A1 ' AHEATL AFo] Qe A& A A AT
< g93e 34 4% 94U BRI BE ALE
zZre] AE B AFY AT Yoz FEE
=k ol#EF A 9dS s F EEY 4
e R DACeIt. ey DAC 71dHE 7 A&
A7 B3 4Ysts PAZRAM F&A4 A B
A A¥deir 4 £ o B zddME AE&A
AL ALER FF) g AT 2 98 7y
£ Rt BEAS A #AYIE A & Fo
Y Z T4 AFH 2aggd 248 FUGE
o] Role Graph99] x}o}iolgtx & 4 Ut}

7]1€ LBAC 22L& read®} write® M2 #£93 <
dAES BHI F ¥ (merge)dt}. o] H$ Hot
S3ol AEsHA £ Unclassified, Secret,
Top secret?] M7Fx] Helz TPl E3F read
9} writeE E&HSFF Role Graph A9A SFo o &
A EF7T &R 23 dH¥o] Atk olAL A
A3t7] 918l read9] 7% Simple Security Property
& A g3t9 A Basic Role Relationshipg A-&3%]
i, writed 7% Liberal *-Property$} Strict
*-Property & 2 -43lW A Basic Role Relationshipl
Extension Role Relationship(Figure 4)& &3 A&
ot A3g(execute) 2L FF UolAwt FEHE
Aoz Ao

o] W& AL4% Role Graph: ©t5 53 AA7}
Z 582 4434 FEHZ, z+ A Hs
B FAx A4l FF3d 2 SFAW A2 £
Ut BE readd AS AH¥5F FAI IPSF

S

AAe) H2E + A3, writed] 7
oY AAel HIY & Uge mAso
FHE wq ES el 23

A% A9 §

White Common Privileges Write Reduced Privileges

(Figure 4) Extension Role Relationships
* Write Common Privileges : RoleZ is RoleXN
RoleY ’
» Write Reduced Privileges : (RoleP is subset
of RoleR) and (RoleQ is subset of RoleR) and
{(RoleP URoleQ)CRoleR)
* execute : RoleA—RoleB only if RoleA’s Level
are equal to RoleB’s Level
» MaxRole(or MaxRole(read) UMinRole(write))
: Privilege Set if defined(or all read PrivilegeU @}
» MinRole(or MaxRole(write) UMinRole(read))
. Privilege Set if defined(or all write PrivilegeU
)

» (rname, read.rpset)
Basic Role Relationship
* (rname, write.rpset) :
Extension Role Relationship

! RoleA—RoleB only if

RoleA—RoleB only if

4. AT

Z+ 53 WelA AExre] 98 AlFel FoiAdT
(Figure 5). 2t Ab&ALE AAo A €39 53
A AR A gER ooy HI2gtd, A9
T3 543 539 HolEolE @Xx Al
A gFHA g golEolgld H2& B I

] UserA }
o

(Figure 5) AH&2el A8A S ex
* User [name] : Al&x= RS Fol 5ol
U, Z AHERE AEAZE olF 1 glt:}
» Table Secret Level : Hol& HoF
« Table [name] [Table Secret Levell
operation(r/w) : B¢t5Fo] = HeolE L 7+ A}
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HEXeIES FH S22 E=2% M8 H25

2o Al BFE accessE ATt

« execute(grant and revoke) : Z2& 53 WA
W Zk ALER A EFE HolE A olF
Z+ HolE2 RBAUFFE JIXT Y:m FoA
operationd F &3 Z+ ALEAA EFHo Uk
(Table 1). & AHEAE AAAA €3 S8E T
d FF WA & AgAteA 8F3v(Alg D
3+g 5 UAthAlg 2).

User[name] |Table{name]{Table Secret Levelloperation(r/w)

User A T1[TS] r, T2[TS] r/w

User B T3[S] r, T4[S] w

User C . T5[S] r/w

User D T6[C] r/w.

User E T7[C} r, TB[C] w

User F T9{U] r/w

User G T9[U] r/w

(Table 1) AH&-2H A &2FE ElolE

Grant Role[name]’s Privileges ( Table[name]|
[ Table Secret Levelloperation(r/w) )

lon User[name]’s Role only equal security level
to User[name] '

with option ;

(Alg 1) 989 &7
Revoke Role[namel’s Privileges ( Table[name]
il Table Secret Levelloperation(r/w) )
lon User[namel]’s Role’
lfrom received User[name]’s Role ;

(Alg 2) 9&9 3+
Zt AR A= RBeEEFo]l 3, 2 RSF el
Ax 4 9L F250] Uk UserEY FAZ <)
3 Qo 242 UserD7F §239, UserE7t 7+A
I e BE AWS (Alg D 9 Agy e
3 UserDE (Alg 2)9 o8] AgE HEE & 9
t}. UserE2l AL 5 A$ o} ARG AYPY
o, A9 5T dolge] writedl:s 9= BLP 24
9] Polyinstantiations 383 Y53 A& 4
A= Fo write & ReZ BAs] BHelol §AHET}
(Figure 6).

Usar | (R By (R ] S ) e
u Role ||-RINT_TASIw [EO0 W) TSISIw_3
1 TCw s T8Clw o

(Figure 6) Role Graph

g .
=Edqds A9 AAe #AAE Role GraphZ
#Haled o] readd 3¢ RABCE Basic Role
Relationships& A &% 1 write®) 7% Extension
Role Relationships$& A&3le tFEFF S ZT H
ojg{djol& FHAMY A} J¥EL FTIAYC
read?] Z$E A95F ARAR 45E g2 9%
< 2+ H, writed] %L FHSF AHERE 4
FF ge 982 A dd. 71£9 Role Graphol
A& MaxRoled] A$E EE Roled oz EHH
I, MinRole®] A%+ 49 AY == o= EQ
5o}  Polyinstantiation® 3439  Simple
Security Property®t =(star)-Property® F4317]
98 9dd MAC BAL 283 83} =3
Liberal *-Property$} Strict *-Property =5 Role
Graph el EdE 4 Loz #BaAsL 7 43
o %wE HAE ¥ + UEE AYFG FASF
AR 35 F ALEAI) write 2 BAFo2H
S5 F AHEAE AYFTF ALEAT AHgEE A
Ao BISIARE Hete] fE&¢lol ARE BAY F
2=

5.
2
®
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