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EE T8 AFTHook It mEA olF ¥
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3} %A

E B 71&9 olF 3L A% dEHY
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F{kpk, & 7I1ATo2 AYFY. SCy < ¥]Y
AFA otk zEm FAA olF VL Al
ARE AN ¢35, °lEFTY AEAR
M), 2813 ¥ AFMSCwE AR k = &
B33 JiFom AFdd Ad7] k2 AN
9 AP} HUANZAHE GF o Ao
ZH, 74 Y2E ZASE AGRAA olFF
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2 ATPY. o] TREFY EHL o)FTo] V]
AZA Aale] AFM AE ARE VAT
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o] Y QAFME ojF =9 L& FAF] 93
o ALY F "D AFA o ¥gd AE
ARE UAZFVBY FAFE o439 FEAE
AZE & ek o] WA JAFE o]FT
AL FAY £ g WA o|FHE VAT
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middle F3o| 7bg3dtd, AAI =&E F AU
o, =% A FAE 7t HAJYAS BAA
ME & 5 go] g#A v wEA VR
MSR X2 EZL 794, 43 AFo ATHA
¥E @de& AYn gl

3.2 ME MSR (IMSR) Z2EE

Beller, Chang, ~12}3 Yacobix [1]9lA X
MSR Z2EZZ ALsHAS 1€ MSR 49
FAFHEL Ay A8 FZ2 BN AAA AAF
B9 AZAM(Certificate) s X &3l A} o
g 2& By E 539 olFF M2 JIAF BY
A9 FA" = QA H9, BF 9] AHES
%8 A AF 3 (Replay Attack)g T& 5 YA =
At 28 2% Improved MSR(IMSR) Z2E &
£ VEdh

1A% B ol 52 M
(B, PKy, Cert a)) { M, sCy)
Ns€rZ B, PKp,
NB' Ceﬂ(g) kER yA
E{k} p,
E{k}PKB: ;
D{E{R px,}s E{M,N5,SCy}, EAM.Nb. SCu,
D{E{M,Ng,
SCul,le

Yy 2 IMSR X2 EF

IMSR Z2EZLS =H-&%
(Challenge-Response)  WAUEFE X ggch
IMSR ZZEZS g% & FAz 344
1A F Be A9 ¢4 N9 BY AFME 2
o] o] = MolA Heewt. M2 B FHA7NE
Aol AGIA WA AXT kE G338,
EF AN A9AR M, Ng 232 #4419 v
AFA SCu & A7 k2 GE33 BellA A
g ol¥x Mezyg ¢astd vAAE A
gde B Al Al bE A WA HARA
S B33 g, A A7 k2 F Y
A fARNE B33en. ol MoA w& Ngst
AAle] Zz7lol AAAE Np7l A &
o A FH divisin, ZEHoE Mo ¥4
g ARAoA gagste FRAEAE AT 2
gy AdE W= Bl dF€ A 2o
“impersonation attack”o] 715 &7] dEo A7)
k 7t B¥E & o weA olF Algzl 71X
= Atold] 7124 {A7 E4sE = AT

3.3 MSR+DH 7| Bt Z2ES

71A= B %I M
(8,5 @ (g,0. @
berZ, Yo |megpz!

Yp=4g" (mod "
a=g (mod ) [Ty Ty — g (mod 9)

k= (Yu)b

( m)b k’:(YB)m
=g

= ()"

1% 3 Diffie-Hellman 7128 X288

Diffie-Hellman 7|3$ T2 EEL2 I¢Y 33 o]
HAEHU 7] g T2EZEA 53] man in the
middle attack ol <¢F7o] k. B A9 #HY
ME AAA IANYRE Addsn A7)
E MAA 2llEg ME Rii9 HENE A
3o FAFIE AMsn F7IE BelA RUE
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k=(PKg)™
Etk e, E{k}( X
E{Nps. M,PK,, s
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13 4 MSR+DH Z2E&

o] ZzEFZL IMSR EZEZy F d3A
Diffie-Hellman 712 &-&([3] ¥&38td &3¢ A
olty. o] ZREZA 7 AA JHE e, F
FAAN 4z 2 FAZIE MR 7] dE
o old Hd2YHA £¥¥ dart gde Ao
g o] 22EZY 8 FFL& g3 g M2

BERE W F7IZ Aale] AE 1A A
712 A7) kg AT M2 B9 FANE M
o] 3% MAIE B FANINE FEPL M
olF e AE AW BolAAN w2 Ny 3, M9 F
A7], M9 JAFME AAFIE 433 BollA =
ok BE A9 ARIIZ AA7E B3, BER
B e 43 vAAE B3 itk BojAA e
B8 FAIE o143 AHINE AM & F A
Aol wre g3 HwFPth Me M @508 A4
718 AR ¥z, BE MAAAN ¥ HRE
A2 AA7NE A7) wWEe Man in the
middle attack€ WX ¥ $= gt B M& 4
Hd FA7E TR Jeng oFAEAE
7N1AFE Astd Hdxez 43 dart g,
ol HE AFAM SCuE H$E a7t gt o
e M2y 7 g4 Jsx AFe. 29
v oolgd A& FPHUA, AN EZxrt F
748t A s Fol eAj.

3.4 Beller? Yacobi ZEES

Beller®} Yacobiz IMSR X ZEZL Wysd
Nz 7 2o B4e AGsRT2). olEo] A
e ZZEZL BolA ALEHIUY AR 2ol M

7141% B = M
(g, 9, q, Certn) (g 2, a,Certap)
B, PKg, Cert (g
_, i kERZ
E{k}pK‘, E{ k} PEy
NBERZ
E(Ng}, E(Ng),
E {M,PKy, Certuy {Ng} .}, D{E{Ng}}:

E {M,PKy, Cert(s {Ng} -}

D{E{M,PKy, Certup, {Ng} .} )4 M (10, \VB} gk,

19 5 Beller$} Yacobi 7] £w} T2 &8
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B C
B,PKjg, Cert(B) PKc
B.Ns. (&} pi, Cert(y
PKB:
Cert(B) {NB}k
(M, PRy Cort), (Na) ),

M
C, PK; Cert(o
M, PKy,
¥
{ }PKC Ceft(m
{NB}k
(M. PRy Cert( M), (Ns} ...},

13 6 Beller$}t Yacobi®] T2 EZ9) 23 d

dME FA7IE AELREE & Aotk M9 7l
A7l ElGamal & F[4]& o148 AAAB S
T¥ated AHEEHT o] ZIZEZA M Al
8 J4A712 ElGamal €3 F & ol &3 HAA
BE o] ASHOZM, BE MAA $A £Aw
A ZleE AT 2 AAAEE AHEE
=H A HE FasHA derg gL )
Ao AEe gozN Ao BEIFAAE=
Zolt},

E, o] ZZEZAAME gg3 2ol F4 Ue
FAA g FFo] N

3.5 WM& Beller? Yacobi® Z2EH

o] Z2EZNA ulAHFL Ny 71 HE Ao
ANz o A$Ah= Aol Beller and Yacobi's
Z2ZEEHY & Helth MAel AFE |
T NgE ABHo2H SdA 48 & 4%
He AdE 4+ . o] B4 AT AN
£ 7HAE B¢ FgE B 2ga o 7y
< {9499 BY7IHH 54¢ ALdDa AL
8% & ANGY ER=st Y BY =
2EZY F48& 33Ul $1¥(man in the middle
attack) B2 € ZTZEZ Wy AAMGe HAF
& AHEEA, AT one-way o s 7]

24& AT g

3.6 KEA(Key Exchange Algorithm)

KEA XEEE$& NSA(National Security
Agency)ol 4 1¢3l@ 3, 19984 5¥of ZAHA
o} o] A 1994'd0] NSAd| 23 u¢ty ¢3e
42 FE F9 3¢ FORTEZZAS Q& 7@
g ZREgolY, o] TREHN s ¥jiFd T
BEZZAE Goss [1019F MTIVAO M=2EE
of gt}

Aoz B Aojxt M M2 tE FAxe #
MW7l PKy3t PKpE 242 7FXa ks 744
o Zdx M& 999 derez,8 A49e
¥, YA FAINRp=¢" & AN zEn F
Az BS Al FTANE A2 MoAA Agdd
F4A Be 999 dfyezz,E A9y F,
AA A7 Ry=¢" & AP Rz BE o
€ F MR FA(DICRCP, iD(Rp)*=1(mod)P) &
AFed. 283 FAR M dA FAANE F
ozt BAlA Agdct Fogx ML M7 ke
k=(Rp )™ +(PKp)’ & olg3la] A%}, Fo4a B
g F A FA(DICRKP, D)(Rp)*=1(mod)}P)
< AFdEd FdA Be  A47 ke
k=(Rp)™+(PKp)’ & ol&3ta] AN}, of xz
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7IA= B
(g, b, a, Cert()

NgerZ

E(N3,

olFE M
(g, b, a, Certp)
Nz, B,PKg, Cert(p
kepZ
E{R px, E{k} px,

E{M.PKy, CertM)}, | Z1MPKu, CortM)},

E{h(B,M Nz, k)}PK;' E{n(B,M, NB'k)}PK;‘

E{N,

D{E{N3} )

a8 7 MAE Bellerst Yacobit] X2 EE

3.7 $8E 3H 3| W IEES
2%9 7] Bo] ZTZEZE Ankney, Johnson < HEHLE @stz, a2 ZAARM EHo| 4

EZL olg3td Foja M FdA B MR F  and Matyasl6] 98 Ate ZZEFZIZHN, o] T
4 AA J1E AR & Ao

EEZL Y TEFAQ ANSI X942 [7], ANSI
X963 {8], 28l IEEE P1363 [9ld EF35 5 o
de 7] B T2 EZOG o] X2EZ AH

Ta% B
(g.ﬁ,a.PKB,PKM)

EEEYT
(g:p'quKB'PKM)

DI{Rp<P
#) (Ry)"=1(mod)P

& AvsL.
= (Ry)" +(PKu)

yERZq.
Ry=g" modp
Ry

tee AL,
D1{Rz{( P
i) (Rp)'=1(mod)P
& AW
k=(Rp)" +(PK3)’

Ry

2% 8 KEA
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1{Rg( P
i) (Ry)'=1(mod)P

e Adste
¥ =H(PKy) [ (Ry)*

F4z B Faz M
(g, 0.4, Cert(p) (&b q Certy)
XER Zq.
Rp=g" yERZq‘
Ry=g"mod p
Rg, Cert .
R nee Az
1< Rg< P
o2& HAZFseh Ru, Certn i) (Ry )= 1( mod)P

E& Aitstet
k=H(PK5)"|(Rs)’

19 9 ¥¥Ed ) £el =Y

o Zelt, o WAL KEA HA3 $Asht A
4718 AN W A4 e AdA

N43 NE2 °1F FNT2 A T
2y ISES

& Aol HE 7iEe] A FALE 9% 7] 2
WA 71E 7] 2 GnEES A T
7] By T2 EZL At}

4.1 34 1 ZREE

WY 1 ZZEZL JEHow &9 MSR +
DH Z2 &g KEA ¢uEL H48 Z2E
golr}. o] Z2EZ9 43 #HAFL &3 Pt
#Fx B ¥4 Ny HA43tm A9 94 A
A7l x8 A3t AN FAI RpE ANE I,
B,PKpg, Rg,Ng, Cert(y, & ©|FTojA Btk M

& 209 YA AT yE A YA FAA
Ry€ Ad8a 7IAFo2Re Be AR RE
AFei, MY AxRe Be ARE ALged A4
7 kE Axeg, b 1) ol
E{Bpx,, E{Np, M,PKy, Cert4p},. Ry & 71X F 2
2 AFE BE MIAAAM @& Fr Rys 3
Z&3 BS Ao Mo FRE g3 A4
K& AZSL, k=F AAE HAZF o =z
EZdA ¢& NgE A9 A1egozqy A
AEAE FXNE & Y1 AFHE Fagrgow
# Man in the middle attackg W& 4 gt}
ET YA diAI] 4E AAHet] ALgezR v
Aduitt AA7E HAYT 5 A Hol gF A
289 Hl B=E FAFD A H WA
e Ao eMA, W Hdut QA7 WAl
JVedla, AEME FaY&EoBM “man in the
middle” ¥4-& BA3}AY. FAY G5 443}
o ALEFo2A AYFTHE WAL,
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7IA= B
(g2, q, Certy)

NBERZ

xERZq'

Rp=g"

& AFseh

B,PKg, Rg, Ng, Cert(g

ol T M
(&0, 4, Cert(m)

yeRZq.

Ry=g" mod p

oSS dFee

)1{Rg< P

i) (Ry)?'=1(mod)P E{B .

E{Ng, M,PKy, Cert},. Ry

1< Rg{ P
#)(Rp)*=1(mod)P

& A7) kE AdstEn
K = (Ry)’ +(PKy)*

o H} 5 3}t

o
tlo

,‘_
I
=

& AT kE AAbsle)
k=(Rp)™ +(PK3)"

a3 10%y 17 Evf Z2EE

42 34 2 ZI2ES

W3 2 ZT2EZe MSR + DH Z2ES0 5%
27 8 RdE HEH T2EZolr}, of X2
EZY Y33 dL% A, Aozt BE 4
Na® A4sta A9 94 A7 28 448
o A A7) RzE AXE F,
B,PKg, Rp, Ny, Cert(sy & MolA 24tk M =
A9 Al JiA7) y& AR JA FAI) Ry &
Adsta BAlAAM W JR R E HFdH, M
o] A B FRE Ao A7 kg A
A3tk 28D E{B ek, E{Np, M, PKy, Certp},
JRyE& BAA Rt Bt MdAAAN we AR
Ry€ s B AR Mol FRE ALE3
o AA7] FE Adstm, b=k AXE HFH
. o] Z2EFNA G NzgE A ALLE
o2 AAFTEALE YAYE & Jn 9FHE F1

WIOEHN "man in the middle” T3 & IAE
T J E AAQ o A F+E A3 1
B9 7] Holg BAUY. =T A TAT 4L
B3] ALggozMA v) Admitt HA7E W
BE 4 QA Hol B5AF FEE FUrEh

43 34 3 9| B2Hj ZI2EE

WY 3 TZEZL MSR Z2EZS WAT A
A g Bellerst Yacobi®] T2 EZd KEA ¢1g
¢ 44 ZEEZo|Y. o] RTEEY FYP3
e tgd 2. FAX B ¢4 NgE 44
o Aol YAl AT xE AN A FA
7l RpE& ANE %, B,PKp, Rp,Np, Cort(ny & M
oA Btk M& a9 AT y& A
o YANFMI Ry& AXSI BAAAN ¢ 3
B RpzE AF3, M9 Axst BY ARE A
$3o] AAI kE ARSI, B M Nk d A
€ FHsn M9 ALz giskAB)e. ¥

- 446 -



Sy EESES Sess

BES =22 Volll, No.l

71x1= B olFx M
(g 0, q. Cert(p) (8.0, q, Certiy)
NpeypZ
xERZq.
RB=g' yERZq.
Ry=g"modp
d5E AF etk B.PKn, Ro. Ny, Certin | 400 nazaa,
i)l(RB(P E{k}PK,, ’ i)l(RB(P
i) (Ry)?=1(mod) P E{Np, M,FKy, Certan} . Rit{  3)(Ry)*=1(mod)P

-8 A4 k'E Atk
¥ =H(PKy)(Ry)*

o
k

dlo
o

H| 33}t

[

kl

o a7 kE AdetE.
k=H(PK)"[[(Rp)”

Yy 11 A 2 7 By Z2EF

Ru.E{h(B.M.Ns .0}, . & BelA 2dt. B M
AAN we AR Rys AT BY BRI M
9 ARE ALt AR K E AXSI, k=
F AAE A5k nAdoz B: M9 MdY
BE Y3t o) X2 EZAA U4 NgE A
gto] AL Oo 2N AATAEL BAY ¢ Y3
FME FALLLZEM "man in the middle” &3
€ BAY # Ak E A 97 2L YA
o ALEEeEZR u Adnit AA7E WAL F
AA Ho B3 AF9 =g FAEh

44 %4 4 3 B2y IRER

Wy 4 7] B ZREZLS Beller® Yacobif)
EZ2EZY Z¥E 7 B RIS HEH ZT2E
Folr}. o] Z2EZ 3 #HL g zo.
Zqz BE ¢4 Np& 431 249 dA 7
A1 x& HAsA JA FAI RpE AXT ¥,
B,PKp, Rg,Ng, Cert(yy & MoA 2t M&

Aol AN AA7 yE A dA FTAT
Rys AXsa BlAA 2 AR RpE %
stm, Mol 3x9 Bel ARE AHEste 47
ke A8, BM Nk o HAHE Hstz M
ANz B3NP T agz
E{k}PK..E{NB-M.PKM, Ceft(mh
Ru.E{h(B,M,Np. B}, & BA 2dt. B M
AAM Ee FE Ryd T3 BY FEI M
8 FRE AHS3] Ad7 K E AdEI, k=
k¥ AAE AFe. vix%ez BE M9 M9
B 8%t o] Z2EZN d5 NzE 44
g AHgges=d AP AL HAY F dn
AFME Fu WE2ZA “man in the middle”
T3E& BAY £ Qv E A7 A4 q542
AHgstel w49 7] Wolg st ANSEs
oA orld A A 7) #E A A
£4o2A u) Aduid AHIE WAL 5 A
Hol 43 A2de nt F=7t F/hed.

- 447 -



BIDYBESES SEASUHS| =28 Volll, Nol

7IA=Z B
(&, b, q, Cert(g)

NgepZ

xERZq'

Rp=¢&

e A
1< Rp< P

) (Ry)*=1(mod)P

oee A,
K= (Ru)*+(PKy)*

D{(E{h(B,M,Ng, k)}mz}m.

B'PKﬂv RBvNBv Cert(B)

E{k}H{,-
E{Ny, 4, PKy, Certa}, . Ru

E{h(B,M.N5. B} .,

ad 124y 3 7] B =22 FE

olFT M
(& 2, aq, Certy)

4Eg A3
i)1<Rp< P
i) (Ry)’=1(mod)P

Beg Ausht
k=(Rp)™+(PKg)’

E{h(B ,M,Ns, B}

PR

— 448 -




By ETSES SESEEHS =88 Volil, No.l

Z1X= B
(g2, a Cert(m)

NBERZ

xERZq‘

Rp=g¢*
03& PBEde;

B,PKg, Rg,Npg, Ceﬂ(m

olFIT M
(g, 0, q, Certy)

yERZq.
Ru=g"'m0d1)

45-¢ AFeE

1< Rg< P

i) (Ru)"E (mod)P EB ..

o2& AMsta,
¥ =H(PKu) N (Ru)*

E{Np, M, PKy, Cert},, Ry
E(h(B, M. N, B)

D1{Rp(P
i) (Ry)?=1(mod)P

PK

g At

HE{h(B,M.N5.B),, ) rx,

k=H(PKp)"lI(Rp)’

E{h(B,M,Np.R) s

39 13WY 4 22EZE

45 1 349 53 WR 24
£ AoAxe 7I&9 7] ¥ e Agd
7] ¥l T2 EZo i 5L v B4

N3 2 E

FATE 28 A Flo] YutsEUA olF
TAY BYe A9 dF ¢ 7] B ZREES
HEE o435 34d g A7 dl$ Fasd
27HL Yot

£ =ZdAE 7€ F4 AW Hdg Y%
274<& €483, 2 Mulz AL A¢ 87
AE EEsdeH, 74 YR e #4
TALE A% & 7] Bl HAES BYHQA
o a3 olg ZAZ ul 7HA B g2
7] E9 Z2EEg Adstn 4 A9 54&

)

248t olF 4l B2 8748 74 g
X@stez, /Mg B2 He Ayewm
He 54 g3eA9 Bg ATy A9
74A Wl AAHATE EF 7|EY Ui
A ol FAS A% 7] o] HEL B4R
, 2 3 AaAHE 22399 4 349
437 A8t vla 52 =&3dqd.
Atd dl FHA WAL A FHol BreEY,
T4 FHAE EAFA A2dE& FFHdE
‘man in the middle” ¥A& <iwsiv], AAdrig
AEE MAIIE BAEHY, AFN A}goz F
M7e} AHRE 23T § U o714 Agd
A AFe A 93 AY 5HE BHEA
2 AdAD ol B4 dde] J43A 4=
Reg oFdo. mety & =89 ZAds %
FATLe AF E 7] Bl Aad A A F43
A SEE 5 Ae AT dadd

\Y

Eoe B k

= ro Moe k

(2

L8 2

Jn o

o

o

- 449 -



BIRYEHSES SHESUHS| =28 Volll, Nol

£17) B TeED 24 By

IKA EKA | KKS | FS | KCI | UKS

MSR X X X X X X
IMSR X X X X X X
DH v X X X X v
MSR+DH v v
BY X X X X X X
BY9 ¥4d Z2EZ v v v X v X
KEA v X v X Vv v
UM v X v? v? X v
At gy 1 v X v X v v
At A 2 v v x? v
Agk w4 3 v v 4 v v
A w4 4 v v v v? v v

BuE9

[1] M. J. Beller, L, -F. Chang, and Y. Yacobi,
"Security for Personal Communication
Services: Public-Key vs. Private Key
Approaches,” in Proceedings of Third IEEE
Press, 1991.

[2] M. J. Beller and Y. Yacobi, "Fully-Fledged
two-way Public Key Authentication and Key
Agreement for Low-Cost Terminals,”
Electronic Letters, 29, pp. 993-1001, May
1993.

[3] W. Diffie and M. Hellman, “New directions
in cryptography,” IEEE Transactions on
Information Theory, vol. 22, pp. 644-654,
1976.

[4] T. ElGamal, "A public key cryptosystem and
a signature scheme based on discrete
logarithms,” IEEE Transactions on
Information Theory, vol. 31, pp. 469-472,
1985.

[5] V. Varadharajan and Y. Mu, "On the Design
of Security Protocols for Mobile
Communications,” ACISP’9% Conference,
Springer-Verlag, 199, pp. 134-145

(6] R. Ankney, D. Johson and M. Matyas, "The
Unified Model,” contribution to X9F1,
October 1995.

[71 ANSI X9.42, Agreement of Symmetric
Algorithm Keys Using Diffie- Hellman,
working draft, May 1998.

[8] ANSI X9.63, Elliptic Curve Key Agreement
and Key Transport Protocols, working draft,
July 1998.

[9] IEEE P1363, Standard Specification for
Public-Key Cryptography, working draft,
July 1998.

[10] K. C. Goss, "Cryptographic method and
apparatus for public key exchange with
authentication,” U.S. patent 4,956,865,
September 11 1990.

[11] T. Matsumoto, Y. Takashima and H. Imai,
"ON seeking smart public-key distribution
systems,” The Transactions of the IECE of
Japan, E69, pp. 99-106, 1986.

- 450 -



